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Foreign Direct Investments (FDIs) and
Their Rale in SEZ Growth

Foreign Direct Investment (FDI) plays a vital part in the prosperity of SEZs. Aside from
attracting capital, FDIs bring nhew technologies and management skills that promote

learning in the local vicinity.
(https://msadvisory.com)

Manufacturing capacities also expand due to the influx of FDIs, generating more jobs

for local Chinese employees.

What makes SEZs continuously attractive to FDIs are the cheap labor and good
infrastructure available in the special zones. The open-door policies and generous

incentives allowed money and labor to flow into China from the diaspora.
Factors Attracting FDI to Chinese SEZs

Reduced Duties on Imports: Lower import tariffs make it easier and cheaper for

companies to bring necessary goods and materials.

Streamlined Administrative Control: Simplified bureaucratic processes help

businesses operate more efficiently.

Greater Flexibility in Employment Policies: SEZs offer more adaptable labor

regulations, making it easier for companies to hire and manage employees.
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Concessiemary Tax Breaks, Rates, and Exemptions: Ccmpanies enjoy various tax

incentives that reduce operational costs.

Free or Low-Rent Business Accommodation: Affordable office and industrial
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y@um:bbj@mmma\@m Pr@ject Ownership, Size, Location, and Duration:
SEZs provide advantageous project development and operation terms.
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{ Overall, the policies’ attractiveness mqkeE Ctino's SEZs highly viable for businesses J

that want to tap into the local market and take advantage of the numerous benefits
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continue attracting foreign investors, increasing job creation and employment

opportunities.

To establish a business in China's SEZ, you must navigate the complex requirements

that the local and national governments enforce. Hiring local employees can also be

challenging (https://msodvisory.com/hsirebfr%r,gcign-employees-chinq/) since different
ubmi

regions in China implement differing policies. As such, you will need the help of a

partner who is well acquainted with the governing employment laws in China.
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The Select Committee on the CCP
Testimony by Donald H. Im
April 2024

Good morning Chaiman Gallagher, Ranking Member Krishnamoorthi and distinguished
members.

Thank you for the opportunity to testify in regards to the economic impact of China’s
supply of synthetic chemicals leading to the deadly crisis killing tens of thousands of
Americans every month. I’d like to caveat my testimony with the fact that this is my opinion
and mine alone, based on my 31-years of experience, adjudicated investigations, open-
source affidavits, and open-source academic studies.

As it is known, Mexican Cartels are the producers and traffickers of narcotics laced with
synthetically produced fentanyl. These deadly poisons could not be produced without
precursor chemicals manufactured in laboratories in China. But Mexican Cartels also
produce methamphetamine, heroin and traffic cocaine into the United States generating
billions of dollars in profit annually. The piles of cash are hidden in discreet houses or
apartments in cities and towns where drugs are sold. Drug trafficking organizations need to
launder these proceeds to safely integrate their profits into the legitimate economy.

In my 31 years with the Drug Enforcement Administration, I initiated, conducted,
supervised, and supported hundreds of money laundering investigations and operations
involving Colombian, Venezuelan, Panamanian, Mexican, Lebanese, and Chinese criminal
organizations and networks throughout the world. We were able to penetrate these criminal
entities with our drug money investigations that identified the sources of the illicit drugs, the
chemists, the transporters, the distributors, terrorists, and, the money brokers. We also
identified the key facilitators such as business entrepreneurs, bankers, lawyers, accountants
and corrupt officials.

In the 1990’s when I investigated Chinese Triads and heroin networks from Southeast Asia
to the United States, or Colombian Medellin and Cali Cartels, a nexus to China began to
appear, but leads sent to the DEA office in Beijing met with negative responses. And again,
when I initiated the HSBC Bank investigation in 2007, we encountered Mexican, Chinese,
Russian, Venezuelan, East and South African criminal networks as well as Middle East
terrorist organizations, funneling and transferring funds through HSBC’s global banking
network. And again, leads into China-based state-owned banks, companies and
manufacturers met with limited responses.

Limited Cooperation

Throughout the years, DEA made continuous efforts to provide leads, information,
evidence and even training to People’s Republic of China (PRC) law enforcement officials
regarding various forms of money laundering. DEA also presented and produced



information to Chinese government officials at the highest levels during the Bi-Lateral
Counternarcotic Working Group meetings.

Outside of a handful of successful cooperative results, thousands of leads were met with
silence or responses that, “a crime was not committed according to China’s laws.”
Regardless of proven drug funds transferred into Chinese banks directly linked to a specified
unlawful activity, even under Chinese law, they would reply that there were no crimes
committed on Chinese soil. When we passed leads regarding a China-based company
involved in drug or precursor chemical trafficking, Ministry of Public Security officials
would ask for additional details of the company in question and the scope of our
investigation. We subsequently determined and realized through sources, the targeted
company, if owned or was linked to a Chinese Communist Party (CCP) member, would be
notified and warned that US law enforcement authorities were either investigating or
monitoring them. The DEA Fujing Zheng investigation being one of them.

Drug Money & Global Commerce

Early in my DEA career, I noticed the significant underlying symbiotic relationship between
drug trafficking, banking and commerce. Primarily, because illicit drugs are a commodity in
demand for money: Hundreds of billions of dollars’ worth, throughout the world annually.

A 2017 Global Financial Integrity Report estimates that the value of global drug trafficking
for the year 2014 alone, was between US $426 and US $652 Billion, with the United States
as the leading drug consuming nation in the world. Now, I would estimate it even closer to
US $1 trillion dollars annually.

What DEA uncovered in the 1980’s during the period of unregulated money laundering,
were the paths and conduits for illicit drug proceeds to become integrated in the legitimate
economy. And since then, China’s massive export economy has helped create the world’s
largest money laundering system, fueled by the multi-billion-dollar illicit drug industry. This
global money laundering system is intertwined with the legitimate economy, expanding its
reach in every alley, road, neighborhood, town, city, country, and more now than ever, over
the world wide web in cryptocurrencies.

The myriad of tangible and intangible assets and value are purchased or bartered from the
cash generated from the global drug trafficking industry and integrated as prepaid value and
credit cards tethered to a slush fund, commodities, assets and values such as electronics,
condominiums, properties, luxury items, expensive art, casino chips, favors, services, school
tuitions, scholarships, job positions, vacations, political donations, home mortgage payoffs,
and even as collateral on large bank loans with the borrower subsequently defaulting.

In the 2000’s, China’s economic expansion, coupled with their rapidly burgeoning
economy, allowed Colombian and Mexican Cartels, a secure avenue to launder and conceal
their illicit profits, all the while, helping fuel China’s export economy. Since then, the need
by drug cartels to repatriate their ill-gotten profits in US and European cities are being



fulfilled by Chinese criminal networks and underground banks, operating cash businesses in
North and Latin America and Europe.

The “Contract”

Chinese criminal money brokers charge Colombian or Mexican Cartels a “contract” fee of
zero to 3% on the front end, to launder the piles of drug cash in US and European cities. On
the back end, the Chinese brokers would then auction the amount on China’s WeChat
social media app, and under the eyes of PRC monitors, and charge commission fees of up to
20% over the base amount. Their associate networks structure the illicit cash into thousands
of bank accounts in North America and Europe, and then layer and integrate the funds into
assets or into other financial instruments.

For example, US $1 million in fentanyl and methamphetamine proceeds in New York City,
will be auctioned on various WeChat rooms and Chinese citizens will bid to purchase the
US $1 million for up to US $1.2 million. The citizen will not exchange US $1.2 million in
Renminbi into US dollars and transfer it abroad, but the US $1.2 million in Renminbi will
be transferred to Chinese manufacturing companies in China for various merchandise and
commodities worth US $1.2 million and have it exported to those Chinese money brokers
and/or businesses in Colombia, Mexico or Panama.

The products will be sold into the legitimate Colombian or Mexican economy, generating
profits for those Chinese brokers, simultaneously, servicing as an ad hoc bank for
Colombian and Mexican Cartels, who safely receive their ill-gotten wealth in their home
currency. The US $1 million in the United States, is secured in bank accounts, in real estate,
or other assets and even escrow accounts for college tuition, and are now owned by the
Chinese citizen who purchased the US $1.2 million worth of exported merchandise. This is
called: Trade Based Money Laundering (TBML).

While there are many other variations to this money laundering method, currently, it is the
most optimal and effective way. This indirect, asymmetric processes of commercial and
banking cycles are like separate wheels in a traditional wrist watch, triggered by illicit cash
that churns other wheels
simultaneously in other parts of the
world, without a direct linear nexus
between the illicit drugs and the billions
converted into various forms of assets
¥~ and value. This takes place daily
between drug source countries, drug
consuming countries and China.

China'’s strict capital flight restrictions
implemented in 2016, limit Chinese

) citizens from transferring large sums of
cash abroad. The TBML system has allowed many wealthy Chinese citizens and
government officials a way to bypass these regulations and transfer billions in wealth to




more stable economies. Those Chinese citizens know the proceeds are from drug trafficking
or other criminal activities but will look the other way, or deny any knowledge of its source.

While Chinese criminal organizations launder Mexican and Colombian Cartel drug
proceeds, the same Chinese criminal organizations and networks have been cultivating tens
of thousands of marijuana farms and grows houses throughout the United States and
Europe, namely, in states that legalized marijuana. With billions of dollars and Euros in
profit generated, and with limited chances of being prosecuted and imprisoned, this
lucrative cash cow has become a source of cheap capital, directly, or indirectly, for China’s
wealthy, provincial BRI projects, various debt, and for failing state-owned enterprises
(SOE’s) on the verge of bankruptcy. Furthermore, the expansion of marijuana cultivation
sites combined with China’s rising unemployment rate, continue to lure thousands of
Chinese migrants into the United States to work in these sites generating massive profits that
help create liquid capital for China-based entities.

Colombian and Mexican Drug Cartel profits generated in the United States and Europe,
trigger hundreds of billion dollars’ worth of Chinese merchandise and commodities
exported to third party countries via TBML. This system is the most lucrative and elusive
method of concealing the original sources of funds, and likely, causing skewed trade balance
data between nations importing Chinese-manufactured products, all the while, allowing
Chinese citizens to transfer vast amounts of capital out of China.

China’s BRI — Drug Money & Corruption

When China began its global economic expansion strategy, the One Belt One Road
Initiative (BRI) in 2013, the lynchpin to cooperative agreements with over 150 nations have
always been capital. Funds to develop, design, and construct thousands of infrastructure
projects creating a network of rail, road, shipping, air, and cyber connections. Chinese state-
owned banks from various provinces in China provided cheap loans for capital to other
Chinese SOE’s to construct those key projects that support and sustain the BRI. Key
industries and manufacturers from throughout China’s provinces had been providing
capital, goods and commodities, equipment, raw minerals and resources, and manpower,
generating employment and profit, for China’s growing capital market-economy.

These provincial governors and other CCP leaders compete with one another for higher
positions based on economic performance in their province. Hence, the pursuit of economic
growth and competition, created an atmosphere of reduced oversight, regulations,
accountability and enforcement, leading to significant corruption throughout China’s
provincial governments, and even up to high level military and CCP party members.

Chinese Customs and Trade Ministry Officials in certain provinces either participated or
and encouraged capital investment with incentives such as subsidies or reduced taxes and
tariffs for exporting companies, or reduced inspections and laxed regulations. Many China-
based chemical companies that supplied fentanyl precursors and illicit drugs benefited from
these incentives for many years. Hundreds of billions of dollars of illicit drug proceeds have
been laundered through the thousands of manufacturing companies exporting finished



commodities and chemicals to Mexico, North, South and Central America, Africa, Europe
and Middle East.

Chinese Companies Shift into Mexico

In the past 4 years, Mexico has taken over China as the largest exporter into the United
States. Mostly due to the tariff war between the US and China, and the impact of COVID.
China’s exports to the United States have decreased since 2018 while Mexico’s volume of
exports into the United States have increased.

However, this direct reduction of trade between the United States and China does not
necessarily result in a total loss for Chinese companies and SOEs, as more than 100 Chinese
manufacturing companies are helping create approximately 18 industrial manufacturing
parks throughout Mexico, all the while, allowing Chinese manufacturing companies to
bypass US tariffs, and scrutiny.

Combining the lack of regulatory oversight, accountability, and enforcement, the creation of
these industrial parks in Mexico with Chinese SOE’s and manufacturing companies,
potentially, will become susceptible, if not already, to Chinese criminal organizations and
drug cartels.

A critical gap exists regarding the sources of capital generated and invested in industrial
parks by both Mexican and Chinese companies. Previous DEA and HSI money laundering
investigations have revealed hundreds of millions of dollars identified and traced into small
and large businesses and even corporations for the purchase of construction materials,
machinery, tools, industrial chemicals, vehicles, appliances, tires, and other necessary items.

Coordinated & Synchronized Measures

The threat from China can be resolved with the understanding that this deadly opioid crisis
is not just about drug addiction; it’s about crime; terrorism; national security; global
commerce and banking; corruption; and greed.

Our inability to tackle this deadly crisis is underpinned by the lack of an integrated and
coordinated effort between the sectors of government. In addition, there is a sense of
indifference by US private sector corporations and banks, which, if reversed, could help
mitigate this deadly crisis. Hundreds of billions of dollars in trade and services are
exchanged by US corporations and banks, which can be leveraged to influence key Chinese
provincial governors and industries in China and Mexico.

Conclusion

Mr. Chairman, Ranking Member, Honorable Committee. My fear is not China launching
nuclear missiles or a military invasion against the United States, it’s the degradation and
destruction of our country by the allure of money exploiting society with deadly addictive
poisons, cheap merchandise and tailored-made information and entertainment. Our country
is undergoing an unrelentless attack of unrestrictive and asymmetric warfare, tactics for



which our national security structure is currently ill suited to deter. And it’s all written and
planned out.

I ask you and our leaders this one question: If Russia, not China, were manufacturing
fentanyl precursor chemicals and selling them to ISIS terrorists instead of Mexican cartels,
to traffic fentanyl-laced pills killing tens of thousands of Americans monthly, would we
respond differently or continue with our current policies and funding?
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U.S. Sanctions Suppliers of Precursor Chemicals for Fentanyl
Production

April 14,2023

WASHINGTON - Today, the U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) designated two entities in the People’s Republic of China (PRC) and five individuals,
based in the PRC and Guatemala, for supplying precursor chemicals to drug cartels in Mexico for

the production of illicit fentanyl intended for U.S. markets.

“Illicit fentanyl is responsible for the deaths of tens of thousands of Americans each year,” said
Under Secretary of the Treasury for Terrorism and Financial Intelligence Brian E. Nelson.
“Treasury, as part of the whole-of-government effort to respond to this crisis, will continue to
vigorously apply our tools to prevent the transfer of precursor chemicals and machinery

necessary to produce this drug.”

This action was carried out in partnership and close coordination with the Drug Enforcement

Administration and the Department of Justice.

DISRUPTING THE FLOW OF FENTANYL PRECURSOR
CHEMICALS

Today, OFAC designated Wuhan Shuokang Biological Technology Co., Ltd (E;XiEEYIRHY
BFRZ.E]) (WSBT) and Yao Huatao (Jt+Ei%) (Yao) pursuant to Executive Order (E.O.) 14059 for
having engaged in, or attempted to engage in, activities or transactions that have materially
contributed to, or pose a significant risk of materially contributing to, the international
proliferation of illicit drugs or their means of production. Yao, a PRC national, is the sole owner
of PRC-based chemical company WSBT—an entity responsible for the sale of fentanyl precursor
chemicals—and, as its Executive Director, oversees the company’s operations. OFAC additionally
designated WSBT for being owned, controlled, or directed by, or having acted or purported to

act for or on behalf of, directly or indirectly, Yao.

OFAC also sanctioned three additional PRC nationals for their association with WSBT. Wu Yaqin
(ZFEZE) (Wu) and Wu Yonghao (27K R) (Yonghao), sales representatives of Yao’s company

https://home.treasury.gov/news/press-releases/jy1413 1/4
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WSBT, not only negotiated and facilitated the sale of fentanyl precursor chemicals on the behalf
of WSBT, but Wu also provided information on efficient preparation methods for synthesizing
illicit fentanyl. Wang Hongfei (1K) (Wang), a WSBT collaborator, is the owner of a
cryptocurrency wallet that has been used to receive bitcoin payments forillicit drug
transactions on behalf of WSBT.

On April 4, 2023, a federal grand jury in the U.S. District Court for the Southern District of New
York (SDNY) indicted Yao, Wu, and Yonghao for various conspiracy charges including fentanyl

importation and money laundering.

OFAC designated Wu and Yonghao pursuant to E.O. 14059 for being owned, controlled, or
directed by, or having acted or purported to act for or on behalf of, directly or indirectly, Yao.
OFAC additionally designated Wu and Yonghao pursuant to E.O. 14059 for having engaged in, or
attempted to engage in, activities or transactions that have materially contributed to, or pose a
significant risk of materially contributing to, the international proliferation of illicit drugs or

their means of production.

OFAC designated Wang pursuant to E.O. 14059 for having provided or attempted to provide,
financial, material, or technological support for, or goods or services in support of WSBT and

Yao.

In 2021, PRC-based chemical company Suzhou Xiaoli Pharmatech Co., Ltd (Z5M/\SEEZGRHY
BIRAE]) (SXPC) shipped 25 kilograms of N-BOC-4-Piperidone (CAS No.: 79099-07-3), a
fentanyl precursor chemical to Guadalajara, Mexico with an ultimate destination in Sinaloa,
Mexico. At the time of the N-BOC-4-Piperidone sale, the SXPC sales representative was aware
that it would be used for the purpose of aiding in the manufacturing of illicit fentanyl and/or
fentanyl pills. The SXPC sales representative additionally noted that SXPC was a supplier of

fentanyl precursor chemicals for Mexico-based narcotics traffickers.

OFAC designated SXPC pursuant to E.O. 14059 for having engaged in, or attempted to engage in,
activities or transactions that have materially contributed to, or pose a significant risk of
materially contributing to, the international proliferation of illicit drugs or their means of

production.

ILLICIT FENTANYL PRECURSOR BROKER IN GUATEMALA

Ana Gabriela Rubio Zea (Rubio Zea) is a Guatemala-based broker of fentanyl precursor

chemicals who buys fentanyl precursor on behalf of Mexico-based drug traffickers. Rubio was

https://home.treasury.gov/news/press-releases/jy1413 2/4
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the broker for the 25 kilograms of N-BOC-4-Piperidone, which was purchased from SXPC on
behalf of the Sinaloa Cartel in Mexico. Rubio Zea has used her connections to PRC-based
suppliers and chemical manufacturers to procure fentanyl precursor chemicals for the Sinaloa
Cartel and to put Sinaloa Cartel traffickers in touch directly with those PRC-based suppliers,
knowing that these chemicals would be used to manufacture fentanyl for ultimate distribution
in the United States and elsewhere. Rubio Zea’s primary fentanyl precursor chemicals suppliers

include sales representatives at PRC-based chemical companies WSBT and SXPC.

In addition, Rubio Zea uses her expertise and contacts to ensure the safe delivery of precursors
without detection by customs officials in Mexico or other countries. For example, Rubio Zea
arranged for chemicals to be disguised in food containers or packaged alongside legal

chemicals to avoid detection.

OFAC designated Rubio Zea pursuant to E.O. 14059 for having engaged in, or attempted to
engage in, activities or transactions that have materially contributed to, or pose a significant
risk of materially contributing to, the international proliferation of illicit drugs or their means of

production.

On April 4, 2023, a federal grand jury in the U.S. District Court for SDNY indicted Rubio Zea for
various conspiracy charges including fentanyl importation and money laundering. According to
the indictment, Rubio Zea is directly connected to “Los Chapitos,” a reference to four sons of
notorious Mexican drug lord, Joaquin “El Chapo” Guzman Loera. Los Chapitos includes brothers
Ivan Archivaldo Guzman Salazar and Jesus Alfredo Guzman Salazar, as well as their
stepbrothers, Ovidio Guzman Lopez and Joaquin Guzman Lopez, the first three of whom were
indicted by SDNY.

As high-ranking members of the Sinaloa Cartel—one of the largest and most powerful drug
trafficking organizations in the world—Los Chapitos are involved in drug trafficking, money
laundering, and violence. OFAC previously designated the Guzman Salazar brothers, as well as
Ovidio Guzman Lopez, in 2012 pursuant to the Foreign Narcotics Kingpin Designation Act. The
trio were designated again in 2021 pursuant to E.O. 14059 for having engaged in, or attempted
to engage in, activities or transactions that have materially contributed to, or pose a significant
risk of materially contributing to, the international proliferation of illicit drugs or their means of

production.

The U.S. Department of State’s Narcotics Reward Program announced reward offers from up to
$1 million to up to $10 million for information leading to the arrest and/or conviction of several

targets indicted today, including Yao, Wu, Yonghao, and Zea. For Yao, Wu, Yonghao, submit tips

https://home.treasury.gov/news/press-releases/jy1413 3/4
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via email to ChapitosTips@dea.gov via Whatsapp at 1-202-743-1066. For Zea, tips may be
submitted via email to ChapitosTips@dea.gov.

SANCTIONS IMPLICATIONS

As a result of today’s action, all property and interests in property of the designated individuals
and entities that are in the United States or in the possession or control of U.S. persons must be
blocked and reported to OFAC. In addition, any entities that are owned, directly or indirectly, 50
percent or more by one or more blocked persons are also blocked. OFAC’s regulations generally
prohibit all dealings by U.S. persons or within the United States (including transactions
transiting the United States) that involve any property or interests in property of designated or

otherwise blocked persons.

Today’s action is part of a whole-of-government effort to counter the global threat posed by the
trafficking of illicit drugs into the United States that is causing the deaths of tens of thousands of
Americans annually, as well as countless more non-fatal overdoses. This action demonstrates
the Administration’s strengthened approach to saving lives by disrupting the trafficking of illicit
fentanyl and its precursors into American communities. OFAC, in coordination OFAC, in
coordination with its U.S. Government partners and foreign counterparts, will continue to target

and pursue accountability for foreign illicit drug actors.

In addition, persons that engage in certain transactions with the individuals and entities

designated today may themselves be exposed to sanctions or subject to an enforcement action.

The power and integrity of OFAC sanctions derive not only from OFAC’s ability to designate and
add persons to the Specially Designated Nationals and Blocked Persons List (SDN List), but also
from its willingness to remove persons from the SDN List consistent with the law. The ultimate
goal of sanctions is not to punish, but to bring about a positive change in behavior. For
information concerning the process for seeking removal from an OFAC list, including the SDN
List, please refer to OFAC’s Frequently Asked Question 897. For detailed information on the

process to submit a request for removal from an OFAC sanctions list, please click here.
Click here for identifying information on the individuals and entities designated today.

HiH
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Office of Foreign Assets Control

Sanctions List Search

Specially Designated Nationals and Blocked Persons list ("SDN List") and all other sanctions lists administered by OFAC, including the Foreign Sanctions Evaders List, the Non-SDN Iran
Sanctions Act List, the Sectoral Sanctions Identifications List, the List of Foreign Financial Institutions Subject to Correspondent Account or Payable-Through Account Sanctions and the Non-SDN
Palestinian Legislative Council List. Given the number of lists that now reside in the Sanctions List Search tool, it is strongly recommended that users pay close attention to the program codes
associated with each returned record. These program codes indicate how a true hit on a returned value should be treated. The Sanctions List Search tool uses approximate string matching to
identify possible matches between word or character strings as entered into Sanctions List Search, and any name or name component as it appears on the SDN List and/or the various other
sanctions lists. Sanctions List Search has a slider-bar that may be used to set a threshold (i.e., a confidence rating) for the closeness of any potential match returned as a result of a user's search.
Sanctions List Search will detect certain misspellings or other incorrectly entered text, and will return near, or proximate, matches, based on the confidence rating set by the user via the slider-bar.
OFAC does not provide recommendations with regard to the appropriateness of any specific confidence rating. Sanctions List Search is one tool offered to assist users in utilizing the SDN List
and/or the various other sanctions lists; use of Sanctions List Search is not a substitute for undertaking appropriate due diligence. The use of Sanctions List Search does not limit any criminal or
civil liability for any act undertaken as a result of, or in reliance on, such use.

Download the SDN List

Sanctions List Search: Rules for use

Download the Consolidated Non-SDN List

Visit The OFAC Website

Program Code Key

Details:

Type:
Entity Name:

Identifications:

Type

Unified Social Credit
Code (USCC)
Registration Number
Organization
Established Date

Organization Type:

Addresses:

Address

H05106, Building 1, No.
Technology Development Zone

Entity List: SDN
\(/;Vg_l,-lGNDSHUOKANG BIOLOGICAL TECHNOLOGY Program: ILLICIT-DRUGS-EO14059
Remarks: (Linked To: YAO, Huatao)
ID# Country Issue Date
91420100MA49RQRJ87 China
420100001731665 China
25 May 2021

Retail sale of pharmaceutical and
medical goods, cosmetic and toilet
articles in specialized stores

City State/Province

58, Guangxi Avenue, East Lake New Wuhan Hubei

Postal Code
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Overview

Updated: 2024-03-04 (chinaopticsvalley.com)

Located in central East Lake High-tech Development Zone, Wuhan East Lake Free Trade Zone is a special customs
supervision area functioning as a bonded logistics area and an export processing zone. It has a planned area of five
square kilometers, 1.82 square kilometers of which went into operation in 2013.

Nicaraguan journalists visit
Wuhan

»
g )

Following the Belt and Roe
Chinese chimes

[Photo/wehdz.gov.cn]

Proposed by the State Council, the free trade zone will build nine key platforms for bonded processing and
manufacturing, international biomedicine, cross-border business services, bulk commodity trading, bonded stock
exhibition, comprehensive services in foreign trade, international examination and maintenance, cross-border
financial services and researches and design of bonded zones, respectively.

The zone will strengthen its role as a domestic and international hub of openness, innovation and ecology.

People can enjoy a series of services, including duty-free imports of equipment, bonded goods, tax rebates, and VAT
and consumption tax-free transactions done within the territory.

It is free from the import and export quota license system, the bonded warehousing storage period, the bank deposit

account system for processing enterprises, and foreign exchange offset procedures for imports and exports so taxes
and transactions can be settled in a foreign currency or RMB.

Since the first phase of Wuhan East Lake Free Trade Zone started operations in June 2013, its export volume has
increased from $343 million in 2013 to $6.714 billion in 2017.

As of April 2018, its total export volume had reached $18.2 billion, accounting for more than one-third of annual
export volumes in the city of Wuhan, capital of central China's Hubei province.
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In 2017, the trading volume of the zone's commodities trading platform topped 55 billion yuan ($7.91 billion),
achieving tax revenue of 81 million yuan. Officials said Hubei's cross border e-commerce public service platform in
the zone has attracted about 80 enterprises to complete filings and carry out business. Three business models for
general imports, general exports and bonded imports have been developed in the zone.

The Wuhan East Lake Free Trade Zone is:

the first comprehensive bonded zone in the National Independent Innovation Demonstration Zone;

the first comprehensive bonded zone in Central China to carry out bonded exhibitions and trade;

first pilot reform and innovative comprehensive free trade zone in Hubei Province;

first comprehensive bonded zone included in provincial legislative protection;

first comprehensive bonded area in Hubei to realize tax rebates for water and electricity;

first comprehensive free trade zone in Hubei to provide comprehensive foreign trade services;

Hubei's first comprehensive bonded zone to launch cross-border e-commerce public service platforms;

first comprehensive bonded zone in the Wuhan Customs area to achieve seven days a week, 24-hour customs
clearances of goods.

Profile Updates Biolake Investment Environment Hotels Overview
Policy Advantage Specials Wuhan Future City Investment Policies Dining Companic
Capital Advantage Videos Wuhan East Lake Free Trade Zone Procedures Tourism Quotes
Talent Advantage The Optoelectronic Information Industrial Park Approval Standards Transportation
[nnovation Optics Valley Modern Service Industrial Park Major Industries Education

Optics Valley Smart Manufacturing Industrial Entertainment

Park Events

Optics Valley Chinese Sci-tech City Shopping

Optics Valley Central City

Links: Beijing, China | International Services Shanghai | Wuhan Municipal People's Government | Zhongguancun Science Park

Copyright ©2024 Administrative Committee of Wuhan East Lake High-tech Development Zone. All rights reserved.
Presented by China Daily

www.chinaopticsvalley.com/2024-03/04/c_64298.htm 2/2


http://www.chinaopticsvalley.com/overview.html
http://www.chinaopticsvalley.com/profile.html
http://www.chinaopticsvalley.com/policyadvantage.html
http://www.chinaopticsvalley.com/capitaladvantage.html
http://www.chinaopticsvalley.com/talentadvantage.html
http://www.chinaopticsvalley.com/innovation.html
http://www.chinaopticsvalley.com/updates.html
http://www.chinaopticsvalley.com/updates.html
http://www.chinaopticsvalley.com/specials.html
http://www.chinaopticsvalley.com/videos.html
http://www.chinaopticsvalley.com/biolake.html
http://www.chinaopticsvalley.com/biolake.html
http://www.chinaopticsvalley.com/futurecity.html
http://www.chinaopticsvalley.com/WhELFTzone.html
http://www.chinaopticsvalley.com/OIIpark.html
http://www.chinaopticsvalley.com/MSIpark.html
http://www.chinaopticsvalley.com/OVSIpark.html
http://www.chinaopticsvalley.com/OVSIpark.html
http://www.chinaopticsvalley.com/OVCSTcity.html
http://www.chinaopticsvalley.com/OVCcity.html
http://www.chinaopticsvalley.com/doingbusiness.html
http://www.chinaopticsvalley.com/investmentenvironment.html
http://www.chinaopticsvalley.com/investmentpolicies.html
http://www.chinaopticsvalley.com/procedures.html
http://www.chinaopticsvalley.com/approvalstandards.html
http://www.chinaopticsvalley.com/majorindustries.html
http://www.chinaopticsvalley.com/Communities.html
http://www.chinaopticsvalley.com/hotels.html
http://www.chinaopticsvalley.com/dining.html
http://www.chinaopticsvalley.com/tourism.html
http://www.chinaopticsvalley.com/transportation.html
http://www.chinaopticsvalley.com/education.html
http://www.chinaopticsvalley.com/entertainment.html
http://www.chinaopticsvalley.com/events.html
http://www.chinaopticsvalley.com/shopping.html
http://www.chinaopticsvalley.com/enterprises.html
http://www.chinaopticsvalley.com/enoverview.html
http://www.chinaopticsvalley.com/encompanies.html
http://www.chinaopticsvalley.com/quotes.html
http://www.chinaopticsvalley.com/contactus.html
https://english.beijing.gov.cn/
https://english.shanghai.gov.cn/
https://english.wuhan.gov.cn/
http://bjzpark.spotlightbeijing.com/

EXHIBIT 116



10/9/24, 5:54 PM Treasury Targets Large Chinese Network of lllicit Drug Producers | U.S. Department of the Treasury

EE An official website of the United States government Here’s how you know

Treasury Targets Large Chinese Network of Illicit Drug Producers

October 3, 2023

Action highlights U.S. whole-of-government approach to address fentanyl crisis

WASHINGTON — Today, the U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) designated 28 individuals and entities involved with the international proliferation of
illicit drugs, including a China-based network responsible for the manufacturing and
distribution of ton quantities of fentanyl, methamphetamine, and MDMA precursors. Those
designated by OFAC today are also involved in the global trafficking of xylazine and “nitazenes,’

which are highly potent and often mixed with illicit fentanyl or other drugs.

“Treasury is taking sweeping action with our colleagues in law enforcement to expose and
disrupt a network responsible for manufacturing and distributing illicit drugs, including fentanyl
and other substances that take thousands of American lives each year,” said Deputy Secretary of
the Treasury Wally Adeyemo. “Today’s action from OFAC and IRS-CI reflects how we will swiftly

use all of our tools to counter the global threat posed by theiillicit drug trade.”

Treasury’s sanctions complement indictments issued today by the U.S. Attorneys Offices for the
Southern District of Florida and the Middle District of Florida. For information on actions taken

by the U.S. Department of Justice, please see this link.

These designations, which target 12 entities and 13 individuals based in China and two entities
and one individual based in Canada pursuant to Executive Order (E.O.) 14059, would not have
been possible without the cooperation, support, and ongoing collaboration between Treasury’s
OFAC, Internal Revenue Service, Criminal Investigations, and Financial Crimes Enforcement
Network, the Drug Enforcement Administration (DEA), and the Department of Homeland
Security’s U.S. Customs and Border Protection agency. These partnerships highlight the Biden-
Harris Administration’s strengthened whole-of-government offensive to save lives by disrupting

illicit fentanyl supply chains around the globe.

This action follows a rapid increase in Treasury financial sanctions targeting the illicit fentanyl
supply chain, including a recent action against China- and Mexico-based enablers of counterfeit

pill production. Furthermore, this action demonstrates the importance of coordination amongst
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authorities in investigating precursor supply chains and disrupting financial flows of illicit drugs
proceeds, as identified in the Financial Action Task Force’s 2022 report on Money Laundering

from Fentanyl and Synthetic Opioids.
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Hanhong Pharmaceutical Technology Co., LTD posted this listing to an online chemical

marketplace selling the veterinary sedative xylazine, also known by the street name “tranq.”

The networks targeted today have been involved in the trafficking of xylazine and “nitazenes”
into the United States.

Xylazine, or “tranq,” is a powerful sedative for veterinary use that is increasingly misused by
narcotics traffickers who mix it with illicit fentanyl to produce a deadly mixture. According to a
DEA public safety alert, fentanyl and xylazine mixtures are more potent than either drug alone,
placing users at a higher risk of suffering a fatal drug overdose. Xylazine has also been coined
the “zombie drug” because it can cause severe wounds in users, including necrosis — the

rotting of human tissue — which may lead to amputation.

Nitazenes are also increasingly found mixed with illicit fentanyl or other drugs in the United
States. Nitazenes are synthetic, non-fentanyl opioids. Metonitazene, butonitazene,
isotonitazene, and protonitazene are examples of nitazenes gaining prevalence in the United
States. Nitazenes vary in potency with some being considerably more potent than fentanyl,
which is already approximately 100 times more potent than morphine and 50 times more
potent than heroin. Known for their lethality, nitazenes are not approved for medical use in the
United States.
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DISRUPTION OF CHINA-BASED ILLICIT DRUGS SYNDICATE

Du Changgen

The actors designated today comprise, or are otherwise affiliated with, a Chinese illicit drugs
syndicate (hereafter, the “Syndicate”). From at least 2016 on, Wang Shucheng (EIFE) directed
members of the Syndicate to establish companies that would be used for cover to move
pharmaceutical products internationally. A member of the Syndicate previously under Wang
Shucheng, Du Changgen (11<fR) has risen to prominence and currently maintains the greatest
influence over the organization in its current state. Under Du Changgen’s leadership, the
Syndicate is responsible for the manufacturing and distribution of ton quantities of nitazenes,
fentanyl, methamphetamine, and MDMA precursors and various other illicit chemicals utilized
to synthesize finished fentanyl, methamphetamine, and MDMA. The network is capable of
synthesizing multi-thousand-kilogram quantities of the aforementioned substances, and Du
Changgen and persons operating under him have been responsible for approximately 900
kilograms of seized fentanyl and methamphetamine precursors shipped to the United States

and Mexico.

As the leader of the Syndicate, Du Changgen oversees a large group of sales teams based in
China who communicate with their co-conspirators via encrypted messaging. These groups of
individuals send and receive funds through virtual currency, bank-wire transfers, and other
financial transactions. Du Changgen himself has personally received virtual currency in
exchange for shipments of fentanyl precursors. The Syndicate is the source of supply for dozens
of narcotics traffickers in the United States, dark web vendors, virtual currency money
launderers, and Mexico-based criminal organizations such as the Sinaloa Cartel and the Jalisco
New Generation Cartel (CJNG). The Sinaloa Cartel and CIJNG have been designated by OFAC
pursuant to the Foreign Narcotics Designation Kingpin Act and E.O. 14059.

Du Changgen is the owner of Hong Kong-based Hubei Vast Chemical Co., Limited (51 tES5A{L
THBPRZYE]) (Hubei Vast), Hong Kong-based Hebei Guanlang Biotechnology Co., Limited (;7]
1tBREEYIRIFYEBRZAE) (Hebei Biotechnology Limited), China-based Hebei Xiuna Trading
Co., LTD. (AHbLIANRS R BFR/AT]) (Hebei Xiuna), and China-based Shanghai Jarred
Industrial Co., LTD. (Li8FEIREL\AIR. F]) (Shanghai Jarred). Highlighting the
interrelated nature of the persons designated today, Wang Shucheng is the legal supervisor of

Shanghai Jarred.
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Du Changgen was designated today pursuant to E.O. 14059 for having engaged in, or attempted
to engage in, activities or transactions that have materially contributed to, or pose a significant
risk of materially contributing to, the international proliferation of illicit drugs or their means of
production. Hubei Vast, Hebei Biotechnology Limited, Hebei Xiuna, and Shanghai Jarred were
designated today pursuant to E.O. 14059 for being owned, controlled, or directed by, or for
having acted or purported to act for or on behalf of, directly or indirectly, Du Changgen. Wang
Shucheng was designated today pursuant to E.O. 14059 for being or having been a leader or
official of Shanghai Jarred.

Hanhong Pharmaceutical Technology Co., LTD and its Representatives
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Hanhong Pharmaceutical posted this listing to an online chemical marketplace selling 288573-

56-8, a fentanyl precursor with no known legitimate use.

In addition to the aforementioned entities, Du Changgen owns Hanhong Pharmaceutical
Technology Co., LTD (i#i1tEH5AL T BBRZE]) (Hanhong Pharmaceutical), which is directly
and indirectly linked to multiple Syndicate members. Hanhong Pharmaceutical has advertised
the sale of fentanyl precursors to Mexican customers and its sales representatives have
communicated with Mexico-based persons linked to the Sinaloa Cartel and to illicit fentanyl
trafficking.

Gan Xuebi (HEZ) a.k.a Bella Chen, Song Xueqin (REZE) a.k.a. Shelly Song, and Yang Qi
a.k.a. Daisy Yang are sales representatives for Hanhong Pharmaceutical and have been points of
contact for Hanhong Pharmaceutical’s sale of fentanyl precursors and protonitazene. Each of
them have been involved inillicit drugs-related activity in these positions: Gan Xuebi has
communicated with multiple persons linked to illicit fentanyl trafficking, including those linked

to the Sinaloa Cartel; Song Xueqin has illicitly distributed chemicals to a Mexico-based drug
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trafficking organization; and Yang Qi has been involved in negotiations for the purchase of
chemicals with a U.S.-based narcotics distributor, who later received illicit chemicals from

Hanhong Pharmaceutical itself.

Hanhong Pharmaceutical, Gan Xuebi, Song Xueqin, and Yang Qi were designated today
pursuant to E.O. 14059 for having engaged in, or attempted to engage in, activities or
transactions that have materially contributed to, or pose a significant risk of materially

contributing to, the international proliferation of illicit drugs or their means of production.

Additional Syndicate Members and Entities
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Screenshot from Hebei Guanlang Biotechnology Co., LTD.’s website selling xylazine.

Hebei Guanlang Biotechnology Co., LTD. (;a]1t@ BRI BRZ E]) (Hebei Guanlang) is
an entity that publicly advertises the sale of fentanyl and methamphetamine precursors. In one
example of its illicit drugs-related activity, a Hebei Guanlang sales representative provided a
virtual currency address in exchange for methylamine hydrochloride, a methamphetamine
precursor. Gao Lanfang ((5=75) is the owner and an official of Hebei Guanlang. Wang
Mingming (EBHBR) is also an official of Hebei Guanlang. Wang Mingming’s virtual currency
addresses have received payments in exchange for fentanyl and methamphetamine precursor

chemicals.
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Gao Lanfang, Wang Mingjing (FBB$5), previously designated Wang Hongfei (F37), and
others transacted with a U.S.-based illicit drugs distributor who later pled guilty to felony
narcotics charges following the death of a teenager. Wang Mingjing is an official of Hebei Xiuna
and the founder of Hebei Crovell Biotech Co., LTD. (;Aldt 5= 4/ REVIRIFLEIRAT]) (Hebei
Crovell), a vendor of fentanyl-analogs whose employees market and export drugs, as well as
manufacture them. Hebei Crovell has also publicly advertised the sale of 4-anilinopiperidene, a

fentanyl precursor, as well as precursor chemicals of other illicit drugs.

The chief executive of Hebei Crovell is Zhang Wei (5K{F). Zhang Wei has received virtual
currency payments in exchange forillicit drugs-related transactions, including for methylamine
hydrochloride. Further demonstrating how the Syndicate operates, Hebei Crovell shares over a
dozen phone numbers and overlapping contacts with Qingdao Cemo Technology Develop Co.,
LTD (B BEX R ABBIR/ATE]) (Qingdao Cemo). Qingdao Cemo sales representatives offer
various substances used to makeillicit drugs such as fentanyl and methamphetamine. Wang
Tianmin (E£2XE) is an owner and official of Qingdao Cemo, as well as a registered owner of
Hebei Yaxin Restaurant Management Co., LTD. (]t FEFHEIREIRBIR/NE]) (Hebei Yaxin).

Hebei Guanlang, Hebei Crovell, and Qingdao Cemo were designated today pursuant to E.O.
14059 for having engaged in, or attempted to engage in, activities or transactions that have
materially contributed to, or pose a significant risk of materially contributing to, the
international proliferation of illicit drugs or their means of production. Gao Lanfang was
designated today pursuant to E.O. 14059 for being or having been a leader or official of Hebei
Guanlang. Zhang Wei was designated today pursuant to E.O. 14059 for being or having been a
leader or official of Hebei Crovell. Wang Mingjing was designated today pursuant to E.O. 14059
for being or having been a leader or official of Hebei Xiuna. Wang Tianmin was designated today
pursuant to E.O. 14059 for being or having been a leader or official of Qingdao Cemo. Hebei
Yaxin was designated today pursuant to E.O. 14059 for being owned, controlled, or directed by,
or for having acted or purported to act for or on behalf of, directly or indirectly, Wang Tianmin.
Wang Mingming was designated today pursuant to E.O. 14059 for being or having been a leader

or official of Hebei Guanlang.

TARGETING ADDITIONAL ILLICIT DRUGS ACTIVITY

Punch and Die Manufacturer

Jinhu Minsheng Pharmaceutical Machinery Co. LTD. (&#BREFIZH B REAT) (Jinhu

Minsheng) is a China-based entity that advertises punches and dies for tablet presses with
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pharmaceutical imprints on e-commerce platforms and has provided pill dies for counterfeit
oxycodone M30 tablets. Shen Xingbiao (JJL3%#R) is an official and part-owner of Jinhu
Minsheng. On behalf of Jinhu Minsheng, Shen Xingbiao has made efforts to sell pill press

machines and a pill die in exchange for funds in virtual currency.

Jinhu Minsheng and Shen Xingbiao were designated today pursuant to E.O. 14059 for having
engaged in, or attempted to engage in, activities or transactions that have materially
contributed to, or pose a significant risk of materially contributing to, the international

proliferation of illicit drugs or their means of production.

Illicit Drugs Distributors
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Hanhong Pharmaceutical posted this listing to an online chemical marketplace in which it

offered protonitazene for sale.

A major customer of Jinhu Minsheng’s is Western Canada-based Valerian Labs, Inc., which is
led by Canadian national Bahman Djebelibak (Djebelibak) a.k.a. Bobby Shah. Valerian Labs,
Inc. shares its British Columbia address with Valerian Labs Distribution Corp., which is owned
by Djebelibak. Djebelibak is a distributor of illicit precursor chemicals and equipment used to

produce an array of synthetic drugs.

Valerian Labs, Inc. has received shipments of methylamine hydrochloride, which is a precursor
chemical used to produce methamphetamine and MDMA. Valerian Labs Distribution Corp. has
attempted to procure 2,000 liters of chloroform, 800 liters of dichloromethane, and 200 kg of

iodine, substances used in the production of fentanyl, heroin, and methamphetamine.
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Notably, Valerian Labs Distribution Corp. has imported chemicals from Hebei Guanlang, which

as previously mentioned, is a member of the Syndicate targeted today.

Valerian Labs, Inc., Bahman Djebelibak, and Valerian Labs Distribution Corp. were designated
today pursuant to E.O. 14059 for having engaged in, or attempted to engage in, activities or
transactions that have materially contributed to, or pose a significant risk of materially

contributing to, the international proliferation of illicit drugs or their means of production.

Today’s designations of Jiangsu Bangdeya New Material Technology Co., LTD. (LA ST
MHEETBRAT]) (Jiangsu Bangdeya) and several of its enablers further highlights the multi-
layered role of drug trafficking organizations. Jiangsu Bangdeya has offered illicit substances for
sale, including chemicals associated with fentanyl and methamphetamine production, as well
as protonitazene and xylazine. Jiangsu Bangdeya and its sales representative and part-owner,
Wang Jiantong (F#2i8&), have sent protonitazene to the United States in exchange for funds in
virtual currency. Xia Fengbing (ER1£x) is the owner of a virtual currency address used to
receive payment for Jiangsu Bangdeya’s sales of illicit drugs-related substances. This virtual
currency address was specifically used to receive payment from a U.S.-based individual. In
addition, Xingtai Dong Chuang New Material Technology Co., LTD. fi&REIFIHEIRES
fRZyE]) (Xingtai Dong Chuang) has accepted wire payments on behalf of Jiangsu Bangdeya.
Xingtai Dong Chuang is affiliated with Yip Chuen Fat (Ye Chuanfa), who was previously
designated pursuant to E.O. 14059 on December 15, 2021.

Jiangsu Bangdeya, Wang Jiantong, and Xia Fengbing were designated today pursuant to E.O.
14059 for having engaged in, or attempted to engage in, activities or transactions that have
materially contributed to, or pose a significant risk of materially contributing to, the
international proliferation of illicit drugs or their means of production. Xingtai Dong Chuang was
designated today pursuant to E.O. 14059 for being owned, controlled, or directed by, or for

having acted or purported to act for or on behalf of, directly or indirectly, Jiangsu Bangdeya.

SANCTIONS IMPLICATIONS

As a result of today’s action, all property and interests in property of the designated individuals
and entities that are in the United States or in the possession or control of U.S. persons must be
blocked and reported to OFAC. In addition, any entities that are owned, directly or indirectly, 50
percent or more by one or more blocked persons are also blocked. Unless authorized by a
general or specific license issued by OFAC, or exempt, OFAC’s regulations generally prohibit all

transactions by U.S. persons or within (or transiting) the United States that involve any property
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or interests in property of designated or otherwise blocked persons. U.S. persons may face civil
or criminal penalties for violations of E.O. 14059.

Today’s action is part of a whole-of-government effort to counter the global threat posed by the
trafficking of illicit drugs into the United States that is causing the deaths of tens of thousands of
Americans annually, as well as countless more non-fatal overdoses. This action demonstrates
the Administration’sstrengthened approachto saving lives by disrupting the trafficking of illicit
fentanyl and its precursors into American communities. These efforts are part of the Biden-
Harris Administration’s comprehensive, whole-of-government strategy to tackle the nation’s
overdose epidemic, which goes after two key drivers of this crisis: untreated addiction and the
drug trafficking profits that fuel it. Today’s action will help strengthen public safety by
disrupting the illicit drug production and trafficking pipeline that profits by harming Americans.
As a key part of the President’s Unity Agenda, the Administration has also made historic
investments in critical public health interventions including research, prevention, treatment,

and recovery support services.

OFAC, in coordination with its U.S. Government partners and foreign counterparts, will continue
to target and pursue accountability for foreign illicit drug actors. In addition, persons that
engage in certain transactions with the individuals and entities designated today may

themselves be exposed to sanctions or subject to an enforcement action.

The power and integrity of OFAC sanctions derive not only from OFAC’s ability to designate and
add persons to the Specially Designated Nationals and Blocked Persons List (SDN List), but also
from its willingness to remove persons from the SDN List consistent with the law. The ultimate
goal of sanctions is not to punish, but to bring about a positive change in behavior. For
information concerning the process for seeking removal from an OFAC list, including the SDN
List, please refer to OFAC’s Frequently Asked Question 897.For detailed information on the

process to submit a request for removal from an OFAC sanctions list, please click here.
View more information, including virtual currency wallet addresses, on the individuals and

entities designated today.

Hi#

https://home.treasury.gov/news/press-releases/jy1779 9/9
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PO F A C

Office of Foreign Assets Control

Sanctions List Search

Specially Designated Nationals and Blocked Persons list ("SDN List") and all other sanctions lists administered by OFAC, including the Foreign Sanctions Evaders List, the Non-SDN Iran
Sanctions Act List, the Sectoral Sanctions Identifications List, the List of Foreign Financial Institutions Subject to Correspondent Account or Payable-Through Account Sanctions and the Non-SDN
Palestinian Legislative Council List. Given the number of lists that now reside in the Sanctions List Search tool, it is strongly recommended that users pay close attention to the program codes
associated with each returned record. These program codes indicate how a true hit on a returned value should be treated. The Sanctions List Search tool uses approximate string matching to
identify possible matches between word or character strings as entered into Sanctions List Search, and any name or name component as it appears on the SDN List and/or the various other
sanctions lists. Sanctions List Search has a slider-bar that may be used to set a threshold (i.e., a confidence rating) for the closeness of any potential match returned as a result of a user's search.
Sanctions List Search will detect certain misspellings or other incorrectly entered text, and will return near, or proximate, matches, based on the confidence rating set by the user via the slider-bar.
OFAC does not provide recommendations with regard to the appropriateness of any specific confidence rating. Sanctions List Search is one tool offered to assist users in utilizing the SDN List
and/or the various other sanctions lists; use of Sanctions List Search is not a substitute for undertaking appropriate due diligence. The use of Sanctions List Search does not limit any criminal or
civil liability for any act undertaken as a result of, or in reliance on, such use.

Download the SDN List

Sanctions List Search: Rules for use

Download the Consolidated Non-SDN List

Visit The OFAC Website

Program Code Key

Details:

Type:
Entity Name:

Identifications:

Type

Unified Social Credit
Code (USCC)
Organization
Established Date
Phone Number

Entity List:

HANHONG PHARMACEUTICAL TECHNOLOGY .
co., LTD. Program:

Remarks:

ID# Country Issue Date

91420111MA4KP9GAT7L China

03 Nov 2016
862786832068

SDN
ILLICIT-DRUGS-EO14059

Website www.hanhong-med.com
Aliases:
Type Category Name
fk.a. strong HANHONG MEDICINE TECHNOLOGY HUBEI CO., LTD.
Addresses:
Address City State/Province Postal Code
HO0781, Bldg. 1, No. 58 Guanggu Road Wuhan Hubei Province 430000

East Lake New Technology Development Zone

Expire Date

Country
China

=

SDN List last updated on: 10/8/2024 10:03:42 AM
Non-SDN List last updated on: 9/30/2024 11:33:53 AM
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PO F A C

Office of Foreign Assets Control

Sanctions List Search

Specially Designated Nationals and Blocked Persons list ("SDN List") and all other sanctions lists administered by OFAC, including the Foreign Sanctions Evaders List, the Non-SDN Iran
Sanctions Act List, the Sectoral Sanctions Identifications List, the List of Foreign Financial Institutions Subject to Correspondent Account or Payable-Through Account Sanctions and the Non-SDN
Palestinian Legislative Council List. Given the number of lists that now reside in the Sanctions List Search tool, it is strongly recommended that users pay close attention to the program codes
associated with each returned record. These program codes indicate how a true hit on a returned value should be treated. The Sanctions List Search tool uses approximate string matching to
identify possible matches between word or character strings as entered into Sanctions List Search, and any name or name component as it appears on the SDN List and/or the various other
sanctions lists. Sanctions List Search has a slider-bar that may be used to set a threshold (i.e., a confidence rating) for the closeness of any potential match returned as a result of a user's search.
Sanctions List Search will detect certain misspellings or other incorrectly entered text, and will return near, or proximate, matches, based on the confidence rating set by the user via the slider-bar.
OFAC does not provide recommendations with regard to the appropriateness of any specific confidence rating. Sanctions List Search is one tool offered to assist users in utilizing the SDN List
and/or the various other sanctions lists; use of Sanctions List Search is not a substitute for undertaking appropriate due diligence. The use of Sanctions List Search does not limit any criminal or
civil liability for any act undertaken as a result of, or in reliance on, such use.

Download the SDN List

Download the Consolidated Non-SDN List

Sanctions List Search: Rules for use

Visit The OFAC Website

Program Code Key

a8

Details:
Type: Entity List: SDN
Entity Name: YASON GENERAL MACHINERY CO., LTD. Program: ILLICIT-DRUGS-EO14059

Identifications:

Remarks:

Type ID# Country Issue Date Expire Date
Unified Social Credit .

Code (USCC) 91440300586742510R China

Phone Number 8675536528786

Phone Number 8618170079734

Organization 30 Nov 2011

Established Date

Website www.ytkmachine.com
Website www.ytkpack.com
Website www.medpacking.com

Email Address
Email Address

worldyason@live.com
jelly-yason@outlook.com

Aliases:
Type Category Name
ak.a. strong SHENZHEN YASON GENERAL MACHINERY CO., LTD.
ak.a. strong YASON GENERAL MACHINERY MANUFACTURING CO., LTD.
Addresses:
Address City State/Province Postal Code Country
301A, FI. 3, No. 17 Il of Xinxiang Industrial Park Shenzhen Guangdong Province 518000 China
Xinhe Street New and Emerging Industrial Area (A)
Fuhai Street, Baoan District
Floor 3, Bldg 1, (Zone A) Zone 3 Shenzhen Guangdong China
Xinhe Xinxing Ind. Zone
Fuyong Street, Baoan Dist.
No 188-23, Xiangming RD, Fengcheng Town, Anxi County Quanzhou Fujian China

SDN List last updated on: 10/8/2024 10:03:42 AM
Non-SDN List last updated on: 9/30/2024 11:33:53 AM
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EE An official website of the United States government Here’s how you know

Treasury Sanctions China- and Mexico-Based Enablers of
Counterfeit, Fentanyl-Laced Pill Production

May 30, 2023

Action Taken in Coordination with U.S. Law Enforcement and the Government of Mexico

WASHINGTON — Today, the U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) sanctioned 17 individuals and entities involved in the international proliferation of

equipment used to produce illicit drugs. These targets are directly or indirectly involved in the
sale of pill press machines, die molds, and other equipment used to impress counterfeit trade
markings of legitimate pharmaceuticals onto illicitly produced pills, often laced with fentanyl,

frequently destined for U.S. markets.

“Treasury’s sanctions target every stage of the deadly supply chain fueling the surge in fentanyl
poisonings and deaths across the country,” said Under Secretary of the Treasury for Terrorism
and Financial Intelligence Brian E. Nelson. “Counterfeit pills laced with fentanyl constitute a
leading cause of these deaths, devastating thousands of American families each year. We
remain committed to using all authorities against enablers of illicit drug production to disrupt

this deadly global production and counter the threat posed by these drugs.”

These designations, which target seven entities and six individuals based in China and one
entity and three individuals based in Mexico, would not have been possible without the
cooperation, support and ongoing collaboration among OFAC; the Drug Enforcement
Administration (DEA), including the Special Operations Division; Homeland Security
Investigations (HSI), and its El Paso Field Office; and the Department of Homeland Security’s
U.S. Customs and Border Protection (CBP) agency. These partnerships highlight the Biden-
Harris Administration’s strengthened whole-of-government offensive to save lives by disrupting
illicit fentanyl supply chains around the globe. Pertaining to Mexico-based persons sanctioned
today, this action was also coordinated closely with the Government of Mexico, including the

Unidad de Inteligencia Financiera (Mexico’s Financial Intelligence Unit).



PILL PRESS AND COUNTERFEIT PILL TYPOLOGY

Examples of pill presses used in the production of illcit drugs laced with fentanyl.

A pill press — also called a tablet press or a tableting machine — is a mechanical device that
compresses powdered substances into tablets of uniform size and weight. The U.S. government
regulates pill press machine importation. These machines vary in size and capacity, each of
which can produce thousands of pills daily. The lack of controls and safeguards inillicit pill

production often results in inconsistent and lethal dosages.

Illicit drugs in pill form, including those laced with fentanyl, may be blank or bear custom
impressions. They may also be counterfeits of scheduled drugs, bearing trademarked
wordmarks without authorization, such as “M30” for schedule Il oxycodone products or “Xanax”

for schedule IV alprazolam products.

Manufacturingillicit drugs in pill form requires a pill press machine, a controlled substance, and
die molds — metallic pill press components bearing impressions that are punched onto pills. A
die is fixed to a pill press machine in order to punch repeated impressions during pill mass-
production. If the impressions on a die and on the pills it punches mimic trademarked

pharmaceuticals, the die and impressed pills are counterfeit.

Facilitation of equipment importation by bad actors is sometimes attempted in a manner
designed to evade law enforcement scrutiny, which can include the mislabeling of shipments,
the use of circuitous shipment routes, and the shipment of equipment parts in piecemeal

fashion.



DISRUPTING FACILITATORS OF COUNTERFEIT PILL
PRODUCTION

Today, OFAC designated Chinese pill press supplier Youli Technology Development Co., Ltd.
(JCERHY AEARZAE]) (Youli) along with three Youli-affiliated Chinese nationals, Guo
Chunyan (E8Z&+), Guo Yunnian (EfZ4E), and Guo Ruiguang (E0t3'%), all located in Huizhou,
China. Youli has shipped pill press machinery to individuals in the United States involved in the
manufacture of counterfeit pills. Youli ships the machinery using techniques intended to evade
law enforcement scrutiny. In addition, Youli has shipped scheduled pharmaceuticals to the
United States for counterfeit pill manufacturing. Guo Chunyan and Guo Yunnian have supplied
pill presses and dies to drug traffickers operating in the United States, including those involved

with fentanyl-laced pills production.

OFAC designated Youli, Guo Chunyan, and Guo Yunnian pursuant to Executive Order (E.O.)
14059 for having engaged in, or attempted to engage in, activities or transactions that have
materially contributed to, or pose a significant risk of materially contributing to, the
international proliferation of illicit drugs or their means of production. OFAC designated Guo
Ruiguang pursuant to E.O. 14059 for having acted or purported to act for or on behalf of, directly

or indirectly, Youli.

OFAC also designated Shenzhen, China-located Yason General Machinery Co., Ltd. ({'FiE
HMBBRZ.E]) (Yason), Hong Kong-registered but Shenzhen, China-based Yason Electronics
Technology Co., Limited (T3 EFRIFLBIR/AE]) (Yason Electronics), and Nanchang, China-
located Shenzhen Yason General Machinery Co., Ltd. Nanchang Branch (FYI|[fZEmE B
WBRATmE DT (Yason Nanchang), interrelated Chinese companies implicated in the
supply of press equipment internationally. OFAC additionally designated Yason and Yason

Electronics company official Fei Yiren (£22{Z\) (Fei), a Chinese national.

Yason sells pill press-related equipment and has worked with a Mexico-based pill equipment
supplier and contact who previously provided equipment to a Sinaloa Cartel-linked individual.
This individual used the machines to create superlabs in Mexico with the capacity to produce
millions of fentanyl-laced pills weekly. In 2017, Yason Electronics sent a pill press machine —in
multiple packages and via the United States — to the contact in Mexico, the intended buyer of

the equipment.

OFAC designated Yason and Yason Electronics pursuant to E.O. 14059 for having engaged in, or
attempted to engage in, activities or transactions that have materially contributed to, or pose a



significant risk of materially contributing to, the international proliferation of illicit drugs or
their means of production. OFAC designated Fei pursuant to E.O. 14059 for being or having been
a leader or official of Yason and of Yason Electronics. OFAC designated Yason Nanchang
pursuant to E.O. 14059 for being owned, controlled, or directed by, or having acted or purported

to act for or on behalf of, directly or indirectly, Fei.

Today’s designations also include Mexpacking Solutions (Mexpacking), a Chihuahua, Mexico-
based business that sells pill presses and other equipment and is controlled by a Sinaloa Cartel
pill press supplier. The business has been used as cover for an individual involved with making
fentanyl-laced pills and with assisting Mexico-based cartel members with pill press operations.
Goods from Mexpacking were shipped to another pill press equipment supplier involved with
coordinating shipments of pill press machines and parts to drug trafficking organizations,

including the Sinaloa Cartel.

Along with Mexpacking, OFAC designated three related individuals, all Mexican nationals: Mario
Ernesto Martinez Trevizo (Martinez), Cinthia Adriana Rodriguez Almeida (Rodriguez), and
Ernesto Alonso Macias Trevizo (Macias). Martinez, a sales representative with Mexpacking, as
of late 2022, was responsible for managing activities of a pill press supply network in Mexico,
the head of which supplied pill press equipment the Sinaloa Cartel used. In this role, Martinez
maintained business communications with China-based supplier Yason Electronics, which
between 2019 and 2022 provided the network with numerous pill press machines and “M30” die
molds. Rodriguez, as of late 2022, had a senior role in the pill press equipment supply network,
which likewise necessitates coordination with Chinese supplier Yason Electronics. Between
2015 and 2021 Rodriguez also assisted with illicit drug production, including illicit drugs in pill

form. Macias is a sales associate for Mexpacking.

OFAC designated Mexpacking, Martinez, and Rodriguez pursuant to E.O. 14059 for having
engaged in, or attempting to engage in, activities or transactions that have materially
contributed to, or pose a significant risk of materially contributing to, the international
proliferation of illicit drugs or their means of production. OFAC designated Macias pursuant to
E.O. 14059 for having acted or purported to act for or on behalf of, directly or indirectly,
Mexpacking.

Lastly, OFAC designated online business Tdpmolds, an entity established and controlled by
Zhao Dongdong (FX&Z%) (Zhao), a Chinese national located in Yantai, China. In addition to
Tdpmolds, OFAC designated Chinese nationals and entities Zhao, Pan Hao (&%) (Pan), Yantai



Yixun International Trade Co., Ltd. (& & ZREFRZER ZEFRZE) (Yantai Yixun), and Yantai
Mei Xun Trade Co., Ltd. ({HSEFFHRBR/ =) (Yantai Mei Xun).

Counterfeit “Xanax” dies for schedule IV alprazolam products, sold online by Tdpmolds.

Tdpmolds offers a range of pill press machines and dies for sale, and as recently as 2020,
Tdpmolds shipped to the United States several pill press die molds, including ones used to
produce counterfeit schedule Il oxycodone and amphetamine pill products. As of 2019, “Xanax”
dies used in support of U.S.-based pill press operations and sourced from Tdpmolds were seized
by U.S. authorities. In that same year, Tdpmolds was also the source of other dies, including a
counterfeit “M30” die, also used in U.S.-based criminal pill press operations. In 2019 and 2020,
Zhao sold pill presses and die sets to individuals in the United States who used the equipment
to produce pills with scheduled substances, including counterfeit pills marked with “M30” and
“Xanax.” In 2019 and 2020, Pan facilitated the sale from Tdpmolds to the United States of dies
used to manufacture counterfeit pills. As of 2019, Yantai Yixun was the source of equipment
used by a U.S.-based drug trafficker involved with anillicit pill manufacturing business using

dies to counterfeit scheduled drugs.

OFAC designated Tdpmolds, Zhao, Pan, and Yantai Yixun pursuant to E.O. 14059 for having
engaged in, or attempted to engage in, activities or transactions that have materially
contributed to, or pose a significant risk of materially contributing to, the international
proliferation of illicit drugs or their means of production. OFAC additionally designated Yantai
Yixun for being owned, controlled, or directed by, or having acted or purported to act for or on
behalf of, directly or indirectly, Zhao. OFAC designated Yantai Mei Xun pursuant to E.O. 14059 for



being owned, controlled, or directed by, or having acted or purported to act for or on behalf of,

directly or indirectly, Pan.

RP 10 & RP 30 Oxycodone Hydrochloride (schedule i) Dies Sold online by Tdpmolds.

COUNTERFEIT PILL-RELATED RESOURCES

In 2021, the DEA issued a Public Safety Alert to warn the American public about the dangers of
fake prescription pills containing fentanyl. DEA updated its “One Pill Can Kill” media campaign
information in 2022 to indicate a dramatic increase in the potency and lethality of fentanyl pills.
Laboratory testing revealed that six out of ten fentanyl-laced counterfeit pills analyzed in 2022
contained lethal doses of the drug, which represented an increase from 2021 figures. The
announcement, which links to an accompanying DEA “One Pill Can Kill” social media campaign,
and urges all Americans to take only medications prescribed by medical professionals and

dispensed by licensed pharmacists, can be found here.

SANCTIONS IMPLICATIONS

As a result of today’s action, all property and interests in property of the designated persons
described above that are in the United States or in the possession or control of U.S. persons are
blocked and must be reported to OFAC. In addition, any entities that are owned, directly or
indirectly, individually or in the aggregate, 50 percent or more by one or more blocked persons
are also blocked. Unless authorized by a general or specific license issued by OFAC, or exempt,

OFAC’s regulations generally prohibit all transactions by U.S. persons or within (or transiting)



the United States that involve any property or interests in property of designated or otherwise

blocked persons. U.S. persons may face civil or criminal penalties for violations of E.O. 14059.

Today’s action is part of a whole-of-government effort to counter the global threat posed by the
trafficking of illicit drugs into the United States that is causing the deaths of tens of thousands of
Americans annually, as well as countless more non-fatal overdoses. OFAC, in coordination with
its U.S. Government and foreign partners, will continue to target and pursue accountability for
foreigniillicit drug actors.

The power and integrity of OFAC sanctions derive not only from OFAC’s ability to designate and
add persons to the Specially Designated Nationals and Blocked Persons List (SDN List), but also
from its willingness to remove persons from the SDN List consistent with the law. The ultimate
goal of sanctions is not to punish, but to bring about a positive change in behavior. For
information concerning the process for seeking removal from an OFAC list, including the SDN
List, please refer to OFAC’s Frequently Asked Question 897 here. For detailed information on the

process to submit a request for removal from an OFAC sanctions list, please click here.

For more information on the individuals and entities designated today, click here.

Hit#
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PO F A C

Office of Foreign Assets Control

Sanctions List Search

Specially Designated Nationals and Blocked Persons list ("SDN List") and all other sanctions lists administered by OFAC, including the Foreign Sanctions Evaders List, the Non-SDN Iran
Sanctions Act List, the Sectoral Sanctions Identifications List, the List of Foreign Financial Institutions Subject to Correspondent Account or Payable-Through Account Sanctions and the Non-SDN
Palestinian Legislative Council List. Given the number of lists that now reside in the Sanctions List Search tool, it is strongly recommended that users pay close attention to the program codes
associated with each returned record. These program codes indicate how a true hit on a returned value should be treated. The Sanctions List Search tool uses approximate string matching to
identify possible matches between word or character strings as entered into Sanctions List Search, and any name or name component as it appears on the SDN List and/or the various other
sanctions lists. Sanctions List Search has a slider-bar that may be used to set a threshold (i.e., a confidence rating) for the closeness of any potential match returned as a result of a user's search.
Sanctions List Search will detect certain misspellings or other incorrectly entered text, and will return near, or proximate, matches, based on the confidence rating set by the user via the slider-bar.
OFAC does not provide recommendations with regard to the appropriateness of any specific confidence rating. Sanctions List Search is one tool offered to assist users in utilizing the SDN List
and/or the various other sanctions lists; use of Sanctions List Search is not a substitute for undertaking appropriate due diligence. The use of Sanctions List Search does not limit any criminal or

civil liability for any act undertaken as a result of, or in relial
Download the SDN List

Download the Consolidated Non-SDN List

nce on, such use.

Sanctions List Search: Rules for use

Visit The OFAC Website

Program Code Key

=

Details:
Type: Entity List: SDN
. . XINGTAI DONG CHUANG NEW MATERIAL . 3 .
Entity Name: TECHNOLOGY CO., LTD. Program: ILLICIT-DRUGS-EO14059
. (Linked To: JIANGSU BANGDEYA NEW MATERIAL
Remarks: TECHNOLOGY CO., LTD.)

Identifications:

Type ID# Country Issue Date Expire Date

Unified Social Credit g 430531MA0GFM1GOU China

Code (USCC)

Organization

Established Date 15 Jun 2021

Website https://dongchuangchem.com

Phone Number 8615803390859
Aliases:

Type Category Name

a.k.a. strong XINGTAI DONG INNOVATIVE MATERIAL TECHNOLOGY CO., LTD.
Addresses:

Address City State/Province Postal Code Country

No. 201, Fengjiazhai Industrial Zone Xingtai City Hebei Province China

Fengjiazhai Town
Guangzong County

SDN List last updated on: 10/8/2024 10:03:42 AM
Non-SDN List last updated on: 9/30/2024 11:33:53 AM




EXHIBIT 121
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NORTHERN ELECTRIC POWER

Company Profile

Northern Electric Power Hospital Recruitment (Beijing Electric Power Hospital

What are the state-owned enterprises in Hebei Province?

State-owned enterprises in Hebei Province include Shijiazhuang Development Zone Metalda Microelectronics Technology Develo
Ceramic Group Ceramic Machinery Factory, Hebei Shijiazhuang Yafeng Chemical Factory, Hebei Chemical Industry Research Institi
Province also include the State-owned Hanguang Machinery Factory, China Light Industry Machinery Shijiazhuang Company, Xua
Jiannan Hospital, etc.

Hebei Iron and Steel Group is one of the largest state-owned enterprises in Hebei Province, mainly involved in steel manufacturin
businesses. Introduction to Hebei Iron and Steel Group: Hebei Iron and Steel Group is a large enterprise managed by the State-ov
Commission of Hebei Province, and is also one of the important steel producers in China. The group has advanced production tec
products include steel and steel plates, which are widely used in many industries such as construction, machinery, and automobils
Outsiders should not be fooled. Some town gas in Hebei is state-owned, and Hebei Natural Gas Co., Ltd. is a state-owned enterpi
CSPC Pharmaceutical Group is one of the first large-scale pharmaceutical companies in the pharmaceutical industry to be establis
the important enterprise groups in Hebei Province. The group was established on August 21, 1997 and is headquartered in Shijia:
Group was awarded the title of "National Innovative Enterprise” in 2010. Huaneng Shang'an Power Plant Huaneng Shang'an Powe
County, Shijiazhuang City, Hebei Province, and is located in Jingxingkou, on the eastern foot of Taihang Mountain.

"China-made 'Rocket’' steam locomotive". Kailuan Coal Mine has left a strong mark in the history of China's national industrial de\
Group Co., Ltd. (abbreviated as: Jizhong Energy) is a large state-owned enterprise in Hebei Province. It was established in June 20

reorganized North China Pharmaceutical Group. In June 2010, Jizhong Energy established Hebei Airlines Group and Hebei Airline:

https://grobiprojects.com/news/qyxw/983.html 1/2
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7 L 4
How much does it cost for non-locals to give birth in Beijing Electric Power Hospit

1.1don’ t know. My wife also saw that she needed to create a record at the Electric Power Hospital, but we all gave birth at the F
2. Liangxiang Hospital, Fangshan Hospital, Fangshan Traditional Chinese Medicine Hospital, Liangxiang Maternal and Child HealtF
3. Generally speaking, you can give birth in a regular hospital, but some people are willing to spend more money for peace of mit
nothing wrong with the Electric Hospital, which is not crowded and saves money. Of course, the premise is that you don’ t have :
4. [1] Maternal and Child Health Record Handbook. [2] File creation at 6-8 weeks of pregnancy [3] The examination results of this
pregnancy file in the obstetrics department. After confirming the pregnancy, first use the file creation calculator to check whether

on the last menstrual period and make a file creation plan.

What are the major Chinese-funded enterprises in Pakistan?

1. The core businesses of Chinese enterprises in Pakistan include road and bridge construction, power construction, real estate de
communication services, electromechanical products, building materials, international trade, international logistics, factories, expl
are thousands of large, medium and small state-owned enterprises, private enterprises and joint ventures.

2. If the China-Pakistan relationship is so strong, why can't China's automobile industry and car companies export to Pakistan? In
such as FAW, Foton Motor, JAC Motors and Dongfeng Motor, but they are mainly engaged in truck and light truck business.

3. According to the World Ports and Inland Points Index Handbook published by the People's Communications Press, Pakistan hat
Karachi, Ktibandar, Krongi, Ormara, Pasni, Port Qasim, and Sonmiani.

4. CMEC, Dongfang Electric, Harbin Electric, and Siemens also tried it, but it was not successful. In addition, a Czech company wer

Copyright © 2022-2024 Corporation. All rights reserved.

https://grobiprojects.com/news/qyxw/983.html 2/2
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UA: 216/16 Index: ASA 17/4869/2016 China Date: 23 September 2016

URGENT ACTION

FALUN GONG PRACTITIONER SAID TO HAVE BEEN
TORTURED IN DETENTION

Falun Gong practitioner Chen Huixia was unable to stand or walk after being tortured,
according to a fellow detainee. Suffering from chronic illness and poor health, she
currently has no access to her family or a lawyer.

PES  Chen Huixia, along with eight other Falun Gong practitioners, was taken away by
B police in Shijiazhuang Municipality, Hebei Province, on 3 June 2016. Her family
was only notified on 16 July that she was being criminally detained in the
Shijiazhuang Municipal No. 2 Detention Centre on the suspicion of “using an evil
cult to undermine law enforcement”.

A Falun Gong practitioner who was taken away with Chen Huixia, but has since
been released, told her daughter that Chen Huixia, 59, had been strapped to a
chair with metal bars and tortured to the point of being unable to stand or walk.
She was further subjected to “brainwashing” sessions to get her to renounce her
belief.

Chen Huixia’s nephew visited the detention centre on 12 August but was
prevented from seeing her. One of the lawyers that was approached by her
relatives, which include a judge and a police officer, said that the authorities would not allow him to take the case.
No direct contact has been made with Chen Huixia since June and without any access to a lawyer, her family fear
for her well-being.

Please write immediately in English, Chinese or your own language:
Urging authorities to immediately and unconditionally release Chen Huixia, as she has been detained solely
for exercising the right to freedom of belief and expression.
Urging the authorities to ensure that while detained, Chen Huixia is protected from torture or other ill-
treatment, and that her treatment is in accordance with the UN Standard Minimum Rules for the Treatment of
Prisoners (the Nelson Mandela Rules).
Pending her release, urging the authorities to ensure that she has prompt, regular and unrestricted access to
her family and lawyers of her choice, and medical care on request or as necessary, .

PLEASE SEND APPEALS BEFORE 4 NOVEMBER 2016 TO:

Director of Shijiazhuang Municipal No. 2 Director of Shijiazhuang Municipal Public Governor of Hebei Province

Detention Centre Security Bureau Zhang Qingwei

Shijiazhuang Shi Dier Kanshousuo Liu Sheng, Hebeisheng Re’nmin Zhengfu

Zhaoling Lu, Changan Qu, Shijiazhuang Shi Gongan Ju 113 Yuhuadong Lu, Changan Qu

Shijiazhuang Shi 66 Yuannan Lu, Qiaodong Qu Shijiazhuang Shi

Hebei Sheng, 050000 Sh'Jb'a_Zhﬁang Shi Hebei Sheng 050000

People’s Republic of China ge eI' S gng Ok?IQOOSCh' People’s Republic of China

Salutation: Dear Director eoples Republic of Lhina Tel: +86 311 8790 2359 (Chinese only)
: Tel: +86 311 8686 2222 (Chinese only)

Salutation: Dear Director Salutation: Dear Governor

Also send copies to diplomatic representatives accredited to your country. Please insert local diplomatic addresses below:
Name Address 1 Address 2 Address 3 Fax Fax number Email Email address Salutation Salutation
Please check with your section office if sending appeals after the above date.

AMNESTY

INTERNATIONAL



URGENT ACTION

FALUN GONG PRACTITIONER SAID TO HAVE BEEN
TORTURED IN DETENTION

ADDITIONAL INFORMATION

According to her daughter, Chen Huixia started practicing Falun Gong in 1998 to heal her chronic illness and poor
health. She was consequently detained for about three months in 2003 and following her release her family has
been subjected to persistent harassment and intimidation by authorities.

The spiritual movement Falun Gong was banned in China for being a "threat to social and political stability" after its
practitioners held a peaceful sit-in on Tiananmen Square in July 1999. In response, the government established a
dedicated office, the “610 Office”, to oversee the crackdown on the Falun Gong and other “heretical cults”.

As a result, tens of thousands of Falun Gong practitioners have been arbitrarily detained and, often through the use
of torture and other ill-treatment, made to renounce their spiritual beliefs. Since the 2013 abolition of “Re-Education
Through Labour” (RTL) facilities, Chinese authorities are using alternate methods of arbitrary detention, including
the criminal prosecution of individuals.

Torture and other ill-treatment are endemic in all forms of detention, although China ratified the UN Convention
Against Torture in 1988. Amnesty International receives regular reports of deaths in custody, often caused by
torture. Other inmates and “cell bosses” are used by detention centre and prison authorities to monitor the
behaviour of fellow inmates and mete out punishment including subjecting resistant detainees to sleep deprivation,
stress positions, as well as other physical and mental forms of torture or other ill-treatment.

The criminal justice system in China is roughly divided into three distinct phases: the police-led investigation, the
prosecution phase, in which the prosecutors approve of the initial evidence needed to arrest a suspect and
engages in further investigation to decide whether to indict a suspect; and the final trial phase carried out by the
courts. Similar to previous years, the conviction rate in 2015 was higher than 99.9%, making it very important to
voice concerns as early in the criminal justice process as possible, preferably before the decisions to arrest or
indict suspects are even made.

Name: Chen Huixia
Gender m/f: Female

UA: 216/16 Index: ASA 17/4869/2016 China Issue Date: 23 September 2016
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Contaot ue

YAFERG BIOLOGICAL TECHMOLDGY OO, LIMITED

diana:
Emil : diana@chinayfkj.com
Skype: dianal9773

= MME-CHMICA SUANSLAN:
Emil :elly@chinayfkj.com

Shype:suansuanl222

monica:
Emil :monica8B@chinayfkj.com
Shype:coleeldl

jessica:
Emil :jessical812ichinayfkj.com
Shy peijessica-yafengchenl 68

vala:
Emil :wvala&6B8@chinayfkj.com
Shype:valabG8R
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mwrerweT wxcwrve - |hiip:wwes hbbenton.comicontactus hitm | [T ] EF Rk |

Contact Mow

BENTON PHARMACY CO..LIMITED

Contact Person
Job Title
Businesz Phone
What=App
Skype

WeChat

Email

Contact Person
Job Title
Businesz Phone
WhatzApp
Skype

WeChat

Email

Contact Person
Job Title
Businesz Phone
WhatzApp
Skype

WeChat

Email

Contact Person
Job Title
Businesz Phone
VIBER
WhatzApp
Skype

WeChat

Email

Contact Person
Job Title
Businesz Phone
WhatzApp
Skype

WeChat

Email

Contact Person
Job Title
Businesz Phone
VIBER

Skype

WeChat :

Address :

Factory Address :

Worktime ;

Businesz Phone :

Fax:

Contact Us :

:Ifizs. suansuzn
Imagger
186-16215062050
:86-16213062050
:suansuan]222
136-16215062050
:zuanznsn hbbenton. com
:hizz. caroline
magmer
+8613330187424
+8613530187424
:careline@hbbenton com
w+BA15530187424
:carcline @@ hbbhenton com
Mz belle

!magger
+8613273413624
+8613273413624
:zkype: bellehbbenton
+8613273413624
:kelle@hbbenton. com
:Mrs. doris

‘magger
8615532450972
rWickr: doris06121
+8613332450972
liverdoris06121
+8613332450972
:doriz@hbbenton. com
M1z, andy

‘magger
+8613032681642
+8613032681642
tlive:andyhbbenton
+8613032681642
:andy@hbbenton.com
:zuansuan@hbbenton com
:CEOQ
186-16215062050
sWickr: summerzunan
:suansuan]222

86-1621350620359

H 2 Type here to search

china hubei province
jingzhou city
8:00-20:00(Beijing time)
86-010-2060-288(Werking time)
86-010-2060-200

Send vour inguiry directly to us
Send your ingquiry to *

o

® i6°F Sunny

WanRaekMmaching B 2]

2020 §
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Teach therm about money GI'EEI'IEIGHT
& they'll go far,

BENTON PHARMCY OO, LIMITED
I

=g Rk gt i ¥
i Ugstrs oy et

CAS2140%-24-7 4-ANPP WICKR RCCHEMICALGO - PRODUCT

L ey S WTF L)

g+ P LA AR

e

e T anee pey

GIeenUGHT =—-- |

Teach them




» C 23 us.kompass.com/p/benton-pharmcy-co-limited/cnnkc00035617/cas2 1409-26-7-4-anpp-wickr-rcchemicalgo/2fd7ce

- ECF R

—

BENTON PHARMCY CO., LIMITED

CAS21409-26-7 4-ANPP WICKR RCCHEMICALGO - PRODUCT

Mac\’s. Cﬁ""“ .y nannie@hiersunchem.com

; whatsapp +86171921161%4
h%-. f'gé ! ?f ?Jrf g?fg wickr rcchemicalgo

<
.....

]

Ly
e |

1TVCE http:/'www.protonitazene.com/

See more

DESCRIPTION OF THE PRODUCT

nannie@hiersunchem.com
whatsapp +8617192116194
wickr rcchemicalgo

http:/fwww.protonitazene.com/
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Home BaLITEE8 About Us  Factory Tour Quality Control  Contact Us  Request A Quote

Home * Products * cas 2838573-56-8

All Products

cas 125541-22-2

cas 288573-56-8

cas 28575-16-7

CAS 13605-45-6

CAS 16643-44-5

CAS 49851-31-2

Hot RC products

CASTO099-07-3

mACSTONNM N7 9

Products

@00

Hot =ale to Mexico CAS 285857 3-56-8
white crystal powder high purity wick. ..

CAS 28857 3-56-3 white crystal powder
99 9% purity wickr rcchemicalgo

Strong Safety Delivery fo Mexico, USA,
CAS 288573-56-8/443998-65-0 whit...

Sirong Safety Delivery to Mexico, USA, CAS 28857 3-56-8/443998-65-0 white....
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29F, Wangsheng Building, No. 788,
Liye Road, Changhe Subdistrict,
Binjiang District, Hangzhou, Zhejiang

NetSun was established in 1997 and has created e-commerce websites in industries such as ChemNet

(https://china.chemnet.com/), TexNet (https://www.texnet.com.cn/), and PharmNet (https ://www.pharmnet.com.cn/).

NetSun successfully went public in 2006 and has been focusing on the field of e-commerce. It now has completed its

strategic layout in the fields of industrial internet, supply chain finance, and live e-commerce.

NetSun's platforms include ChemNet, 100ppi.com, Toocle.com, Rawmex.cn, and provides industrial internet solutions

and supply chain finance solutions. NetSun relies on the above 1+3 major platforms and 2 major solutions to provide

various enterprises with:
. Network promotion services;
. Commodity price data service;

. Raw material trading services;

. Supply chain financial services;
. Industrial Internet solutions;

N o g A W N =

. Supply chain finance solutions.

Price Performance

. Live streaming supply chain services;

www.cninfo.com.cn/new/snapshot/companyDetailEn?code=002095

data

Serve

Code/Abbreviation/Pinyin/Keyword/ Q

Termination/Delisting

Shareholder data

CSRC Subsector:
Market:

Login {

Internet and Other-related S

Main Board of Shenzhen St

Directors & Executives

Chairman of the Board: Sun Deliang

General Manager:

Sun Delian¢

Chief Financial Officer: Fang Fang

Board Secretary:

Board Members:

Fan Yuelon
Sun Deliang
Gang, Fu Z

Top 5 Shareholders (ende:

Name

Zhejiang Wangsheng Investment Management Co., Lt

Hangzhou Sheqi Network Co., Ltd.

Peng Bing

Hong Kong Securities Clearing Company Limited

Industrial Bank Co., Ltd. - China Southern Financial

Thematic Flexible Allocation Mixed Fund

Operating Revenue  (unit: Million ¥)

2024

2023

2022

2021

1Q

82

167

127

137

Semi-annual

222

245

285
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4. Live E-commerce: Build a live e-commerce full industry chain service platform that integrates 020 product selection

center, live streaming base, live streaming training, and supply chain finance.

5. Industrial Internet: The industrial Internet platform solution provided by NetSun is a solution to provide enterprises

with comprehensive Digital transformation. By building an industrial internet platform, enterprises can achieve digital

management of various links such as production, supply chain and sales. Solutions can improve operational efficiency,

reduce costs, and create more business opportunities for enterprises.

6. Supply Chain Finance: Through supply chain finance services, enterprises obtain financial support and solve the

problem of fund turnover in the supply chain. This plan can help enterprises improve capital utilization efficiency, reduce

financing costs, and also optimize the operation of the entire supply chain.

Dividend Data

Cash Div./Share(¥)
0.050
0.050
0.050
0.050
0.050
0.050
0.050
0.200
0.100

0.100

Per Share Data (rye: 12/31)

Earnings(¥)

Bonus Issue/Share

Stock Div./Share Date Decl. Ex-Div.Date Record Date f~ch Dy

- - 06/14/2023 06/21/2023 06/20/2023 1

- - 07/16/2021 07/23/2021 07/22/2021 07/23

- - 07/16/2020 07/23/2020 07/22/2020 07/23

- - 07/03/2019 07/10/2019 07/09/2019 07/1C

- - 06/30/2018 07/06/2018 07/05/2018 07/0€

- - 06/08/2017 06/14/2017 06/13/2017 06/14

0.100 0.100 06/12/2015 06/19/2015 06/18/2015 06/1¢

0.300 - 04/29/2014 05/07/2014 05/06/2014 05/07

- - 05/16/2013 05/23/2013 05/22/2013 05/23

- - 06/01/2012 06/08/2012 06/07/2012 06/0¢
2023 2022 2021 2020 2019 2018 2017 2016
0.0800 0.0900 0.0900 0.1500 0.1400 0.1400 0.0800 0.0500
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data Serve
Block Trades Log in 1
Termination/Delisting A
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Shareholder data d

environment. If the credit risk of small and medium-size
increases, it will have a negative impact on financial set
commerce services. NetSun plans to strengthen coopel
and regional industrial clusters, focusing on high-quality
2. Business model risks

Although NetSun has conducted sufficient market resez
and trading services, it still needs to undergo certain m:
facing the possibility of not being able to aenerate larae
term.

3. Market competition risk

The competition between peers has shifted fram marke
innovation, and NetSun will increase its Al

stabilizing its basic business.


http://www.cninfo.com.cn/new/disclosure/stock?tabName=data&f002v=001001&stockCode=000002&type=info
http://www.cninfo.com.cn/new/commonUrl?url=data/public-information
http://www.cninfo.com.cn/new/commonUrl?url=data/rzrq-zjlx#rzrq
http://www.cninfo.com.cn/new/commonUrl?url=data/dzjy
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#xsjj
http://www.cninfo.com.cn/new/snapshot/companyListCn
http://www.cninfo.com.cn/new/commonUrl?url=disclosure/ipo/bond
http://www.cninfo.com.cn/new/commonUrl?url=disclosure/tradingTips
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#zzts
http://www.cninfo.com.cn/new/commonUrl?url=data/yypl
http://www.cninfo.com.cn/new/commonUrl?url=disclosure/ipo/area
http://www.cninfo.com.cn/new/commonUrl?url=disclosure/ipo/list
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#gqzy
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#gdsj
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#gdzjc
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#ggcg
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#yjyg
http://www.cninfo.com.cn/new/commonUrl?url=data/person-stock-data-tables#jjcg
http://www.cninfo.com.cn/new/index
http://www.cninfo.com.cn/new/index
http://www.cninfo.com.cn/new/index
http://www.cninfo.com.cn/new/index
http://www.cninfo.com.cn/new/index
http://www.cninfo.com.cn/new/index
http://www.cninfo.com.cn/new/index
https://owssso.szse.cn/sso/login?locale=zh&service=http://uc.cninfo.com.cn/api/callback?client_name=CasClient
https://www.szse.cn/application/register/?source=http://uc.cninfo.com.cn/user/passport&locale=zh
http://static.cninfo.com.cn/finalpage/enpage//002095_2.pdf
http://www.cninfo.com.cn/new/snapshot/companyDetailCn?code=002095

10/7/24, 11:58 AM

cninf% s zpi—%
= e N 7 ront page
Stock F10 Public Information

Company Profile Convertible bonds

New share issuance IPO prospectus

Executive Ownership

rFrewax income a1

Income Tax 10

Net Income twenty one

Balance Sheet (Unit: Million ¥; FYE: 12/31)

Assets

Monetary Capital
Current Assets-Total
Non-current Assets-Total
Total Assets

Liabilities

Current Liabilities-Total
Long-term Debt
Non-current Liabilities-Total
Total Liabilities
Stockholder's Equity
Share Capital

Retained Profits

Total Owners' Equity

Cash Flow Statment (Unit: Million ¥; FYE: 12/31)

Net Cash Flows-Operating
Net Cash Flows-Investing

Net Cash Flows-Financing

Performance Forecast
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o7 40 ol ouv

6 6 10 9
31 twenty three 41 41
2023 2022 2021 2020
687 683 749 866
1,440 1,444 1,447 1,469
207 191 170 166
1,647 1,634 1,617 1,635
416 411 431 454
27 29 twenty three 14
444 440 454 468
253 253 253 253
301 296 274 266
1,203 1,194 1,163 1,168
2023 2022 2021 2020
-94 -125 -59 -129
1 8 -5 -39
99 30 -41 66
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4y zl
11 7
38 twenty one
2019 2018 2017
947 836 onn
1,433 1,353
162 144
1,595 1,497
439 404 cen
17 2 3
455 406 229
253 253 253
244 225 207
1,140 1,091 1,066
2019 2018 2017
95 -37 -31
-34 -2 3
-7 -9 -32
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For more information, please refer to http://webapi.cninfo.com.cn

about Us

Juchao Information Network is the statutory information disclosure
platform of the Shenzhen Stock Exchange and is operated by Shenzhen
Securities Information Co., Ltd., a wholly-owned subsidiary of the
Shenzhen Stock Exchange. The platform has always been committed to
protecting investors' right to know and right to participate, and providing
investors with one-stop securities market information services.
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Key Findings

China remains the primary country of origin for illicit fentanyl and fentanyl-related substances
trafficked into the United States: In 2019, China fulfilled a pledge to the United States and placed all
forms of fentanyl and its analogues on a regulatory schedule. Nevertheless, illicit fentanyl from China
remains widely available in the United States. Chinese traffickers are using various strategies to circumvent
new regulations, including focusing on chemical precursors, relocating some manufacturing to India,
rerouting precursor shipments through third countries, and leveraging marketing schemes to avoid
detection. China’s weak supervision and regulation of its chemical and pharmaceutical industry also enable
evasion and circumvention.

Since China’s government scheduled fentanyl, the amount of finished fentanyl shipped directly from
China to the United States has declined, while the amount shipped from Mexico has increased: The
U.S. Drug Enforcement Administration (DEA) assesses Chinese traffickers have shifted from primarily
manufacturing finished fentanyl to primarily exporting precursors to Mexican cartels, who manufacture
illicit fentanyl and deliver the final product. U.S. law enforcement has seen a growing trend of Chinese
nationals, in both Mexico and the United States, working with Mexican cartels. As Chinese suppliers
coordinate more with international partners, the DEA is concerned that fentanyl production is becoming
increasingly global and more difficult to track and control.

Chinese brokers are laundering Mexican drug money through China’s financial system: Chinese
money launderers are using financial technology, mobile banking apps, and social media to evade
authorities.

Cooperation between the United States and China remains limited: U.S. law enforcement agencies
have established working groups, conducted high-level meetings, and shared information with their Chinese
counterparts, which has led to the dismantling of a few illicit fentanyl networks. At the same time, U.S.
authorities are reporting that cooperation remains limited on the ground. The Chinese government has
cooperated less with U.S. authorities on criminal and money laundering investigations, conducting joint
operations, and U.S. requests for inspections and law enforcement assistance.

Overview of Chinese Fentanyl Flows to the United States

According to the U.S. Centers for Disease Control and Prevention (CDC), synthetic opioids—primarily illicit
fentanyl—remain the largest cause of overdose deaths in the United States.® The CDC estimates that in the United
States, there were more than 93,000 drug overdose deaths in 2020, of which an estimated 69,710 were opioid
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overdoses. This is a more than 30 percent increase from the 50,963 opioid overdoses in 2019." Stay-home orders,
disruption of normal routines, economic hardships, and other stressors related to the novel coronavirus (COVID-
19) pandemic contributed to the rise in abuse of illicit opioids in the United States in 2020, despite the increased
price of street fentanyl.

In its 2020 National Drug Threat Assessment report, the DEA assessed that China was “the primary source of
fentanyl and fentanyl-related substances trafficked through international mail and express consignment operations,
as well as the main source for all fentanyl-related substances trafficked into the United States.”* Fentanyl is
trafficked into the United States by two primary methods: (1) sent from Chinese suppliers via international mail or
express consignment services, such as UPS, FedEx, or DHL; and (2) smuggled across the U.S.-Mexican border.

o International mail: According to U.S. seizure data, finished fentanyl and related analogues were often
mailed from China in parcel packages. Fentanyl shipped this way tends to be above 90 percent purity and
is shipped in packages weighing less than 1 kilogram, or 2.2 pounds. "> According to U.S. Customs and
Border Protection (CBP), only 11.58 pounds of fentanyl was seized in direct shipment from China in the
first eight months of 2019 compared to 278 pounds in 2018.°

e U.S.-Mexico border: According to Thomas Overacker, executive director of the CBP Office of Field
Operations, “Most of the illicit fentanyl entering our country by weight does so at ports of entry (POES)
along our southwest border by private vehicles, pedestrian, and commercial vehicles.”” In 2019, CBP seized
more than 2,660 pounds of illicit fentanyl from Mexico compared to 1,500 pounds in 2018.2 The Mexican
government reported that seizures of illicit fentanyl at clandestine labs and ports increased six-fold in 2020,
suggesting Mexico is accounting for a greater share of the fentanyl trafficked directly into the United States
even though the precursor chemicals originate in China.® Reflecting on the impact of the Chinese
government’s decision to schedule fentanyl, in 2021 the DEA noted that Mexican cartels, “will remain the
primary source of supply for heroin and [finished] fentanyl smuggled into the United States, using
precursors primarily sourced from China.”*°

Major Developments since 2018

In November 2018, the Commission published a staff report, Fentanyl Flows from China: An Update since 2017.*
Since the report’s publication, there have been several significant developments:

e China scheduled fentanyl: At the December 2018 G20 Summit in Argentina, General Secretary of the
Chinese Communist Party Xi Jinping made a commitment to then President Donald Trump that China
would schedule or control fentanyl.* As a result of U.S.-China counternarcotic negotiations, in April 2019
China’s Ministry of Public Security, National Health Commission, and State Drug Administration jointly
announced that all fentanyl and analogues would be placed on the Supplementary List of Non-medicinal
Narcotic Drugs and Psychotropics Drugs, effectively controlling all types of fentanyl unless given a special
permit.}2 The DEA confirmed the controls went into effect in May 2019.'* According to David Prince,
deputy assistant director of transnational organized crime at U.S. Immigration and Customs Enforcement
(ICE), China’s scheduling has led to a decline in the number of Chinese manufacturers “willing to
sell/export [finished] fentanyl products.”**

*The CDC also continues to update its numbers as new data are made available. According to the CDC, overdose deaths were already
increasing in 2019 but further accelerated during the COVID-19 pandemic as a result of the “disruption to daily life due to the COVID-19
pandemic [which] has hit those with substance use disorder hard.” Although widely abused, fentanyl is also prescribed legally by medical
professionals for pain relief. As a result of the COVID-19 pandemic, opioid and licit fentanyl used to treat patients increased as well. U.S.
Centers for Disease  Control, Overdose Deaths  Accelerated during COVID-19, December 17, 2020.
https://www.cdc.gov/media/releases/2020/p1218-overdose-deaths-covid-19.html.

f The DEA assesses that fentanyl of such purity is produced by chemical companies in China, in contrast to fentanyl from Mexico, which has
a purity below 10 percent and is often mixed with other illicit drugs (e.qg., heroin, cocaine, and methamphetamines). U.S. Drug Enforcement
Administration, 2018 National Drug Threat Assessment, March 2019. https://www.dea.gov/sites/default/files/2018-11/DIR-032-
18%202018%20NDTA%20final%20low%20resolution.pdf; U.S. Drug Enforcement Administration, 2020 National Drug Threat Assessment,
March 2021. https://www.dea.gov/sites/default/files/2020-03/DEA_GOV_DIR-008-
20%20Fentanyl%20Flow%20in%20the%20United%20States_0.pdf.

t See Sean O’Connor, “Fentanyl Flows from China: An Update since 2017,” U.S.-China Economic Security and Review Commission,
November 26, 2018. https://www.uscc.gov/sites/default/files/Research/Fentanyl%20Flows%20from%20China.pdf.

U.S.-China Economic and Security Review Commission


https://www.cdc.gov/media/releases/2020/p1218-overdose-deaths-covid-19.html
https://www.dea.gov/sites/default/files/2018-11/DIR-032-18%202018%20NDTA%20final%20low%20resolution.pdf
https://www.dea.gov/sites/default/files/2018-11/DIR-032-18%202018%20NDTA%20final%20low%20resolution.pdf
https://www.dea.gov/sites/default/files/2020-03/DEA_GOV_DIR-008-20%20Fentanyl%20Flow%20in%20the%20United%20States_0.pdf
https://www.dea.gov/sites/default/files/2020-03/DEA_GOV_DIR-008-20%20Fentanyl%20Flow%20in%20the%20United%20States_0.pdf
https://www.uscc.gov/sites/default/files/Research/Fentanyl%20Flows%20from%20China.pdf

o U.S. increased efforts to stem illicit flows: U.S. enforcement agencies have stepped up enforcement against
Chinese drug traffickers. For example, since 2017 the U.S. Department of the Treasury’s Office of Foreign
Asset Control (OFAC) has designated at least 14 Chinese nationals and six Chinese entities on the Foreign
Narcotics Kingpin Designation list under the Kingpin Act, a significant increase from the 2000-2016
period, when only five Chinese nationals and two entities were designated.'® Additionally, the U.S.
Department of Justice (DOJ) has indicted at least 11 Chinese nationals on money laundering and drug
trafficking charges and convicted at least three Chinese nationals of drug-related crimes.

o lllegal drug traffickers in China began to adjust their operations: Although the Chinese government has
scheduled some precursor chemicals, drug producers can still access critical precursor ingredients from
China and manufacture new fentanyl analogues to avoid Chinese law enforcement.!’

Key Terms

Synthetic opioids: Substances produced in a laboratory using the same chemical structure (synthetic) as natural
opioids, which are a class of drugs extracted from the opium poppy plant.

Fentanyl (licit): A potent synthetic opioid approved by the FDA for pain relief, often for cancer patients, and as an
anesthetic. It is approximately 100 times more potent than morphine and 50 times more potent than heroin. Fentanyl
pharmaceutical products are available in lozenges, tablets, nasal sprays, skin patches, and injectable formulations.

Fentanyl (illicit): Fentanyl produced and sold illegally and typically found in powder or pill form, sometimes
mimicking pharmaceutical drugs such as oxycodone.

Drug schedules: Drugs, substances, and certain chemicals used to make drugs are classified into five distinct
categories or schedules depending upon the drug’s acceptable medical use and the drug’s abuse or dependency
potential. Schedule I drugs represent the greatest potential for abuse. Fentanyl is a Schedule 1l narcotic under the
U.S. Controlled Substances Act of 1970.

Controlled substance: A drug or other substance that is tightly controlled by the government because it may be
casily abused or cause addiction. The government “control” manages how the substance must be made, handled,
used, stored, and distributed.

Analogues: A drug that has been designed to mimic the pharmacological effects of the original drug and in some
cases is produced to avoid government controls. Some Fentanyl analogues include acetylfentanyl, furanylfentanyl,
carfentanil, which are all similar in chemical structure to fentanyl.

Precursor chemicals: Also known as “precursors,” these are substances used in manufacturing of other products.
Fentanyl precursors, like ANPP, NPP, or 4-AP, are used to produce fentanyl and more easily evade authorities.
Many precursors can be used to make both licit and illicit drugs.

Source: Various.'8

Chinese Illicit Fentanyl Producers Evade Authorities

China’s May 2019 fentanyl scheduling announcement has changed the way illicit vendors operate as Chinese
authorities have ramped up investigations of known manufacturing sites, cracked down on websites selling illicit
fentanyl, begun to enforce shipping rules, and created special investigation teams.™® In response, Chinese illegal

* As noted in the Commission’s 2017 fentanyl report, “the chemicals used to produce fentanyl and fentanyl-like products are illegally diverted
from legitimate pharmaceutical uses, with criminals taking advantage of inadequate enforcement protocols to produce unregulated
chemicals.” This makes it particularly challenging to identify which manufacturing sites are solely used for legal production and which
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fentanyl producers began seeking new ways to evade authorities, including developing new fentanyl precursors,
working with traffickers in other countries, and using technology to avoid detection. According to a 2020 DEA
report, Fentanyl Flow to the United States, fentanyl production is becoming a global operation (see Figure 1), which
has exacerbated illicit trafficking to the United States by introducing additional countries into the supply chain.?°
While the 2019 scheduling announcement brought heightened scrutiny to illicit fentanyl production, China’s
regulation and enforcement of its vast chemical and pharmaceutical industries remain weak. In his testimony before
the Commission in 2019, Ben Westhoff highlighted how “China’s clumsy, understaffed bureaucracy has a difficult
time controlling the country’s chemical industry. Different layers of government are sometimes at odds with one
another, local officials are corruptible, and industry regulations are confusing and poorly enforced.”? Without
effective regulation of China’s chemical and pharmaceutical industries, illicit fentanyl manufacturers have an easier
time operating.

Figure 1: Fentanyl Flows to the United States, 2019
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Fentanyls in powder form as well as unregistered pill presses, stamps, and
dies are shipped via mail services
@ The powder fentanyls are processed and mixed with heroin, sold as heroin,
or pressed into pills and sold in the Canadian drug market
€ Some fentanyl products are smuggled from Canada into the United States
for sale, on a smaller scale
© The powder fentanyls are processed and mixed with heroin, sold as heroin,
or pressed into pills and sold in the United States drug market
@ The powder fentanyls are cut and diluted for further smuggling, or pressed into
counterfeit prescription pills
@ Precursors for manufacturing fentanyls are shipped via mail services

@ Precursors are used to clandestinely manufacture fentanyls

o Precursors are likely smuggled across the Southwest border into Mexico to
manufacture fentanyls

Source: U.S. Drug Enforcement Administration, Fentanyl Flow to the United States, January 2020.

New Fentanyl Precursors: In January 2018, China added two fentanyl precursors, NPP and 4-ANPP, to the
controlled substance list. U.S. and Mexican authorities reported a decline in seizures immediately following China’s
2019 scheduling of fentanyl, but traffickers quickly adjusted, by developing alternative precursors that are not
scheduled. As reported by the U.S. Department of State, Chinese traffickers have shifted to alternative precursors
chemicals like 4-AP (see Appendix, Table 1).22 According to the Center for Advanced Defense Studies (C4ADS),
since the 2019 scheduling of all fentanyl, Chinese producers have developed at least four more precursor substitutes,

sites are dual-use. U.S.-China Economic and Security Review Commission, Fentanyl: China’s Deadly Export to the United States,
February 1, 2017, https://www.uscc.gov/research/fentanyl-chinas-deadly-export-united-states.
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which contribute to evading detection.?® Marketing on the internet for these four substitutes has become increasingly
common.?* The Chinese government has yet to ban these four precursors.?®

The State Department dubbed China’s precursor substitutes “indirect precursors” or “pre-precursors.” % Bryce
Pardo, an associate policy researcher at RAND Corporation, said this shift may set a worrisome precedent as
traffickers are exporting the pre-precursors to Mexico, where they are subsequently made into finished fentanyl.?”
The DEA’s 2020 Drug Threat Assessment Report also expresses concern that Chinese chemists are increasingly
focused on precursors to precursors, many of which have legitimate uses and are therefore hard to regulate.?®

Potential Production Shifts to India and Other Third Countries: In 2020, the DEA noted that India has begun
to emerge as a more prominent source country for Mexican drug trafficking organizations and that this trend could
accelerate “if China-based traffickers work with Indian nationals to circumvent China’s new controls on fentanyl.”?
U.S. law enforcement is also concerned that Southeast Asia’s “Golden Triangle” could become the next fentanyl
hotspot after India.™® The region is also known to have limited drug enforcement and regulation and is already a
major source for methamphetamines and other drugs.®!

Technological and Digital Evasion Methods: Traffickers continue to use the internet and technology to conceal
their illicit activities, and their methods have become increasingly more sophisticated. To avoid scrutiny and
detection, some Chinese sellers have used the numerical code, scientific names, and technical nomenclature of
fentanyl and related precursors in their advertisements on websites, social media, and e-commerce platforms.? The
complexity and abstract nature of chemical nomenclature and classification systems, rather than the more
recognizable terminology, makes it harder for law enforcement to track illicit fentanyl advertising online.®® This
method also allows the sellers to create many different naming combinations for marketing, further outpacing U.S.
and Chinese authorities. C4ADS reported that various drug groups operating online are using password-encrypted
websites and private groups on social media and messaging apps to operate platforms or virtual marketplaces that
connect illicit fentanyl consumers and sellers while avoiding detection by U.S. and Chinese law enforcement.® To
reduce potential public exposure, many of these websites and groups have deployed web moderators who serve as
gatekeepers to ensure only trusted individuals have access.*

Chinese Traffickers Increase Cooperation with Mexican Cartels

Mexican cartels have historically been involved in the production of poppies in Mexico that are used to make
heroin.® With Mexican anti-drug authorities ramping up the destruction of poppy fields across the country, however,
the cartels have shifted from heroin to synthetic opioids like fentanyl, which are cheaper to make and more
profitable.3” As Chinese traffickers sought to evade the Chinese government’s increased regulation in 2019,
Mexican cartels looked to maximize their role in the illicit fentanyl trade.

The China-Mexico connection grew when Chinese traffickers increased fentanyl precursor sales to Mexican
cartels.® Speaking in March 2021, Matthew Donahue, the deputy chief of foreign operations for the DEA, described
“an unlimited and endless supply of precursors chemicals ... coming from China to Mexico,” noting that Chinese
traffickers have virtually ceased making analogues to focus solely on precursors.®® Mexican officials have worked
with the DEA to dismantle established networks of manufacturing plants, or “pill mills,” in Mexico City, Mexicali,
and other places controlled by the Sinaloa cartel and the Jalisco Nueva Generacion (Jalisco New Generation) cartel.*

*According to the DEA’s 2020 National Drug Threat Assessment Report, “Although 4-AP is not a direct replacement for 4-anilino-N-

phenethylpiperidine (4-ANPP) in the synthesis of fentanyl, 4-AP can be converted into 4-ANPP in a one-step chemical reaction.” Only

direct replacements are considered precursors, but experts colloquially refer to 4-AP as a precursor due to its ability to synthesize 4-ANPP.

u.S. Drug Enforcement  Administration, 2020 National Drug Threat  Assessment Report, March 2021,

https://www.dea.gov/sites/default/files/2020-03/DEA_GOV_DIR-008-20%20Fentanyl%20Flow%?20in%20the%20United%?20States_0.pdf.

 The name “Golden Triangle” refers to the region where the borders of Burma, Laos, and Thailand meet. Historically, it is known for its
opium cultivation.  https://www.reuters.com/article/us-asia-drugs/asian-drug-lords-likely-producing-precursor-chemicals-in-golden-
triangle-idUSKBN2ACOKF.

£ The DEA noted in an interview with the Commission that in addition to supplying vast amounts of precursor chemicals, Chinese traffickers
are also shipping large-scale “industrial sized pill presses” to Mexico. Mexican cartels then press loose fentanyl power into pills. U.S. Drug
Enforcement Administration, interview with Commission staff, March 15, 2021.
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%0 These pill mills in Mexico made finished fentanyl from Chinese-sourced precursors to traffic across the U.S.-
Mexico border into the United States.*

The Sinaloa and Jalisco cartels are the main entities responsible for manufacturing precursor chemicals into finished
fentanyl and smuggling it into the United States.*> The Sinaloa cartel has developed relationships with suppliers in
China and India to purchase precursor chemicals or, in some cases, finished fentanyl powder.*® Fentanyl and
precursors are shipped from China to many ports of entry across Mexico’s Pacific coastline, such as Lazaro
Cardenas in Michoacan, Manzanillo in Colima, and Ensenada in Baja California.** Chinese nationals implicated in
trafficking have also been known to travel to Mexico.*®

A November 2020 investigation by Fox News highlighted an emerging trend of Chinese nationals involved in illicit
fentanyl operations in Mexico.%® The investigation focused on the Zheng DTO (Drug Trafficking Organization),
colloquially known as “Los Zheng Cartel,” which operates through multiple shell companies that seemingly offer
legitimate services such as chemical labs, veterinary care, computers, and retail. Intelligence professionals in
Mexico have described the Zheng cartel as having “the largest presence in Mexico for trafficking fentanyl and
methamphetamines.”*’ The Zheng cartel has developed extensive relationships with suppliers in China, can easily
import goods from China into Mexico, and has cultivated relationships on both sides of the U.S.-Mexico border.*®
According to media reporting, the Zheng cartel is suspected of having ties to both the Sinaloa and Jalisco cartels.*
Effectively, the Zheng cartel serves as an intermediary between suppliers in China and cartels in Mexico.

In 2018, the U.S. Attorney’s Office in Cleveland indicted two Zheng cartel leaders on 43 counts of manufacturing
and shipping fentanyl analogues and 250 other drugs to 37 states and 25 countries.>® According to the indictment,
since 2008 the Zheng cartel has “engaged in this conspiracy from its base of operations in Shanghai.”®* In August
2019, the Treasury Department designated Fujing Zheng, a Chinese national who leads the Zheng cartel, his father
Guanghua Zheng, and the Zheng cartel under the Kingpin Act.>? Additionally, in July 2020 the Treasury Department
added four Chinese nationals to the Kingpin list for their links to the Zheng cartel and fentanyl trafficking; it also
designated one company, Global United Biotechnology Inc., saying it was “a virtual storefront of Zheng DTO”
through its use of digital currency to launder illegal drug money.* Despite the designations and indictments, as of
January 2021 the Zhengs and their associates remain at large and continue operating in both China and Mexico.>
Chinese fentanyl traffickers have survived challenges like China’s 2019 scheduling of fentanyl and COVID-19
because of their vast networks inside of Mexico and the United States. Cartels like Los Zheng rely on coconspirators
in the United States, Mexico, and elsewhere to retrieve, package, and distribute their shipments.

Separate from the Zheng cartel, individuals and groups of Chinese “chemical brokers” are also operating in
Mexico.> According to the DEA, these chemical brokers are active in the state of Sinaloa, especially the capital of
Culiacan, where an estimated 2,000 Chinese nationals are working to facilitate and coordinate the importation of
precursors chemicals.%

Chinese Money Laundering in Mexico: A Transnational Web

In February 2020, the U.S. Department of the Treasury described Chinese money launderers as “key threats” and
vulnerabilities in the U.S. financial system.%” A December 2020 Reuters investigation found Chinese money
launderers “have come to dominate the international money laundering market.”*® The DEA reports having also
seen Chinese money launderers working with drug trafficking organizations in the Dominican Republic and
Colombia.*

In a high-profile case that shed light on the intersection of financial technology and drug trafficking, Xianbing Gan,
a Chinese national based in Chicago, was arrested by U.S. authorities in November 2018 on suspicion of money
laundering for a cartel. In March 2020, Gan was convicted on money laundering charges.®® In addition to the Gan
case, in October 2019 U.S. attorneys in Oregon charged Shefeng Su, Xinhua Li Yan, and Xiancong Su with money
laundering.®! In September 2020, Xueyong Wu was convicted in the U.S. District Court Eastern District of Virginia
in Richmond and sentenced to five years in prison for laundering money for a Mexican drug cartel .®? It is difficult
to know exactly how much money Chinese nationals have laundered for cartels, but in the Gan case alone, the
Department of Homeland Security (DHS) estimated his operation laundered between $25 million and $65 million.
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Chinese criminals use complex techniques to launder money for Mexican drug cartels. One common technique is
to use “mirror transactions” that involve cross-border currency swaps. In these transactions, an intermediary usually
receives one currency (e.g., accepts U.S. dollars earned by drug dealers) and deposits an equivalent amount of
another currency in a foreign bank (e.g., deposits renminbi [RMB] in a Chinese bank) (see Appendix, Table 2 for
an example of how mirror transactions work).5 These types of laundering schemes offer a mechanism for cartels
to access profits while limiting exposure and risk. Chinese money launderers leverage encrypted mobile
communications apps like WeChat to move vast sums of money from the United States to China then back to
Mexico with great speed, discretion, and efficiency.®

Since they are difficult to track, convertible virtual currencies or cryptocurrencies such as Bitcoin, Ethereum, or
Monero have become a popular medium.®® DEA spokesperson Michael Miller told Reuters that Mexican cartels
“are increasing their use of virtual currency because of the anonymity and speed of transactions” and that their use
“will only increase in the future.”®” The Reuters investigation revealed that once Chinese money launderers move
illicit drug proceeds into China’s financial system, some of that money is used to purchase consumer goods or more
precursor chemicals, recycling the money back into the economy.% The money, consumer goods, or precursors are
transferred back out of China to the drug cartel in Mexico.5°

U.S.-China Cooperation and Enforcement Efforts

Although U.S.-China enforcement cooperation on combating illicit fentanyl has improved, serious gaps remain.
While China has increased cooperation by scheduling all forms of fentanyl, participating in counternarcotic working
groups, and complying with U.S. shipping requirements, cooperation lags in money laundering investigations,
criminal prosecution, and legal assistance in ongoing cases. Chinese regulatory authorities continue to delay
requests for access to inspect and investigate potential sites of illegal chemical production where precursors are
made. Requests are often delayed for days, allowing any illegal operation to vacate or clean up the premises.

The United States and China first cooperated in a high-profile case that began in 2017, resulting in nine people
convicted on drug-related charges in Hebei Province.”® U.S. authorities carried out three major arrests in New York
and Oregon.” The DEA gave its Chinese counterparts intelligence that led to the discovery of a sprawling illicit
fentanyl network in China. > Yu Haibin, vice director of the Office of China National Narcotics Control
Commission, said in an interview that China has taken steps to crack down on “distributing, producing and
smuggling,” expressing hope that this could play a positive role with the United States.”

China has also complied with U.S. requests to better regulate its shipping and postal networks. In 2018, Congress
passed the Synthetics Trafficking and Overdose Prevention (STOP) Act, which required the U.S. Postal Service
(USPS) to receive Advanced Electronic Data (AED) on 100 percent of inbound package shipments from China by
December 31, 2018, and 100 percent from all other international shipments by December 31, 2020.”* AEDs provide
basic information about the shipper, the recipient, and package content—information used by postal authorities to
monitor potentially harmful or illicit content.” According to Gary Barksdale, the chief postal inspector of USPS,
China’s compliance with the STOP Act and USPS’s AED requirements has improved from 32 percent in October
2017 to 85 percent in May 2019—short of the 100 percent threshold but well above the average international AED
compliance score, which was 54 percent as of October 2020.7® Though China’s AED compliance is high, the country
is also the largest source of packages coming to the United States.”” The United States must continue to maintain a
strong screening process for all mail coming from China.

Since China moved to control all fentanyl in 2019, statements made during congressional testimony from
representatives of various U.S. law enforcement agencies have highlighted China’s continued cooperation:

o Department of Justice: In testimony during a January 2021 hearing before the House Judiciary
Subcommittee on Crime, Terrorism and Homeland Security, Amanda Liskamm, director of Opioid
Enforcement and Prevention Efforts at DOJ, said that through “bilateral communications and bridge-
building efforts,” DOJ has engaged Chinese counterparts “on the control of fentanyl and other psychotic
substances.””® According to Ms. Liskamm, “When China controls a drug or precursor chemical, we see a
significant drop in the use of the substance for illicit purposes in the United States.””

U.S.-China Economic and Security Review Commission



e Customs and Border Protection: During testimony to the Homeland Security Subcommittee on
Investigations on “Combating the Opioid Crisis” in December 2020, CBP Director Overacker said “CBP
now regularly shares targeting information with the China Ministry of Public Security (MPS) and the
General Administration of China Customs.”® He also said CBP has initiated a series of “regular meetings
between the CBP attaché in Beijing and the China Ministry of Public Security.”%

e Drug Enforcement Administration: During a July 2019 hearing on “Oversight of Federal Efforts to Combat
Ilicit Fentanyl” before the House Energy and Commerce Committee, Matthew Donahue, then the regional
director of the North and Central Americas Operation Division at the DEA, said, “The DEA is committed
to working with China in well-established bilateral efforts: liaison presence, the Counter Narcotics Working
Group, regular meetings with scientists; and enhancing collaboration with DEA interagency partners.”®? In
Congressional testimony, Mr. Donahue said he was encouraged by China’s 2019 fentanyl scheduling and
its potential to “prevent chemical workarounds to be exploited by clandestine synthetic opioid producers in
China by allowing the United States and China to cooperate on a broader range of cases.”®® The DEA
currently has an office in Beijing, and in 2020 China’s government approved the DEA’s request to establish
satellite offices in Shanghai and Guangzhou.™®*

e Immigration and Customs Enforcement: At the same July 2019 hearing, ICE Deputy Assistant Director
Prince noted collaborative efforts by ICE and DHS with China regarding information sharing on “certified
lab reports” and “shipping labels” and how these efforts led China to control all fentanyl variants and
analogues in May 2019.%

Despite these positive trends, there remain significant gaps in U.S.-China antidrug cooperation, especially in
enforcement and criminal prosecution. For example, the DEA reported it informally asked its Chinese counterparts
for assistance with the Gan investigation but did not receive Chinese support despite multiple requests.t® When
asked by Reuters about the lack of cooperation in the Gan case, China’s Foreign Ministry first deflected the question
and accused the United States of not requesting support, and later claimed the bank account holders U.S.
investigators inquired about were “legitimate enterprises and business holders” in China.®” Retired DEA agent
Jeffrey Higgins noted in 2018 that he felt “China is merely seeking to create the appearance of cooperating with
U.S. officials, while not enacting any reforms.”® Other retired U.S. law enforcement personnel echoed this
sentiment. In an interview with online investigative reporting project SpyTalk, former DEA agents anonymously
expressed frustration about the lack cooperation from China despite the DEA publicly touting Chinese cooperation
efforts.®

The State Department reported in the 2020 International Narcotic Control Strategy Report (INCSR) on Money
Laundering that “China has not cooperated sufficiently on financial investigations and does not provide adequate
responses to requests for financial investigation information.”® ICE Deputy Assistant Director Prince also
described China as “recalcitrant” in ICE’s conspiracy and cryptocurrency investigations, echoing the findings in
the State Department’s report.®! In a rare admission, in September 2019 the People’s Republic of China’s Office of
China National Narcotic Control Commission said U.S.-China cooperation on investigating and prosecuting
fentanyl remains “extremely limited.”

The United States, along with 40 other countries, is a signatory to a mutual legal assistance treaty that “allow[s] for
the general exchange of evidence and information in criminal and related matters.”®® The United States and China
also signed a mutual legal assistance treaty in June 2000.** As a signatory, China is required to comply with U.S.
requests for legal assistance. According to the State Department, however, “Many outstanding requests by both the
United States and China remain unfulfilled,” further hindering U.S.-China cooperation efforts.%

U.S law enforcement has noted that China’s relatively limited cooperation with the United States on curbing
fentanyl stands in notable contrast to China’s cooperation with Australia on methamphetamines.® In 2017, Australia
was the only Western country to have a joint task force with China’s National Narcotics Control Bureau.®” This

* The DEA noted that the field office in Shanghai is expected to improve anti-money laundering investigations, while the field office in
Guangzhou is expected to work with China to stem the flow of precursors. Guangzhou is the capital of Guangdong Province, a major
chemical hub in China. Official, U.S. Drug Enforcement Administration, interview with Commission staff, March 15, 2021.
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cooperation led to multiple convictions and drug seizures in Australia, including the 2017 seizure of almost 2,000
pounds of crystal meth, the largest seizure of drugs in Australia’s history.%

Conclusions and Considerations for Congress

The fentanyl challenge has grown in complexity since Chinese suppliers began to evolve their tactics in 2019. Drug
producers and smugglers in China are becoming more sophisticated in evading Chinese and U.S. authorities, and
the growing involvement of Mexican cartels and advanced money laundering schemes have exacerbated the
problem. Law enforcement agencies are struggling to keep pace with a rapidly changing illicit drug environment.
As Chinese fentanyl networks diffuse and seek alternatives to China as a source for precursor chemicals, U.S.
authorities will have to develop solutions that reflect the more globalized nature of the supply chains. Enforcement
can no longer be approached unilaterally or even bilaterally because fentanyl traffickers are operating
transnationally. This presents a potential opportunity for the United States to work with other countries on
counternarcotic enforcement.

Multilateral Cooperation: Abuse of illegally sourced fentanyl is not a problem for the United States alone. Fentanyl
is also being shipped to Canada, Europe, and other destinations via online direct-to-consumer websites and postal
delivery. As in the United States, China remains a primary source of illicit fentanyl in Canada, where opioid usage
has increased since the start of the COVID-19 pandemic.*® According to the DEA, fentanyl powder is shipped from
China to Canada and sold there or smuggled into the United States.® Europe is also a growing market for illicit
Chinese-sourced fentanyl, although not nearly on the same level as North America.*

Both China and Mexico are signatories to the 1988 UN Drug Convention. At the urging of the United States, in
October 2017 the UN required all parties who are signatories to the convention to schedule 4-ANPP and NPP, two
popular fentanyl precursors.1%? In January 2018, China scheduled the two precursors. Another key precursor, 4-AP,
has no legitimate uses but has not been listed in the UN’s schedules; currently, only the United States has scheduled
4-AP and has been urging China to do so as well. Historically, a multilateral approach through international bodies
has proven to be effective in pressuring China to introduce additional restrictions on fentanyl.

Joint Operations: In contrast to limited U.S.-China cooperation, the United States and India have achieved a degree
of joint operational successes in combating trafficking. For example, in 2017 U.S. and Indian authorities cooperated
in an operation leading to the seizure of over one billion tablets of illegally trafficked tramadol, a type of synthetic
opioid.1® In Operation Broadsword in January 2020, the U.S. Food and Drug Administration, CBP, and the Office
of Criminal Investigations in India jointly targeted and inspected 800 shipments entering the United States through
the international mail facility. These shipments “had been transshipped through third party countries to conceal their
place of origin,” and many contained counterfeit and illegal opioid drugs.'* The operations ultimately stopped
millions of counterfeit and illegal opioids.® The United States and China have yet to conduct similar coordination.

Congressional Role: Digital tools and advanced money laundering techniques are increasingly being used by
traffickers. Enforcement on these digital platforms remains highly challenging for U.S. authorities. According to
the 2020 Reuters investigative report, when asked about these new advanced forms of money laundering, a source
familiar with these operations said, “It is the most sophisticated form of money laundering that’s ever existed.”1%
Even though traffickers’ growing arsenal of tactics presents a unique and complex challenge, Congress could play
a significant role in countering these new avenues of illicit transactions. The 2021 National Defense Authorization
Act directed the Treasury Department to conduct a comprehensive report to Congress on the illicit financing and
money laundering risk posed by Chinese bad actors and to assess the role of Chinese regulations in permitting such
risk.1%” The findings from the report are likely to shed more light on this complex means of money laundering and
may provide insights into opportunities for future Congressional action.
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Appendix

Table 1: Popular Known Fentanyl Precursors China Has Not Banned

Masked substitutes: Chemically altered precursor e 4-AP
substitutes meant to escape detection, but can easily
be transformed into a controlled fentanyl precursor e 44-PIPERIDINEDIOL

Unmasked substitutes: Are not chemically altered * 1-BOC-4ANPP

precursors
e 1-BOC-4-PIPERIDONE

Source: C4ADS, “Lethal Exchanges: Synthetic Drug Networks in the Digital Era,” November 17, 2020. https://www.c4reports.org/lethal-
exchange.

Table 2: How Chinese Brokers Launder Money for Mexican Cartels

Step One A Mexican cartel wants to bring proceeds from U.S. drug sales back to Mexico. It
contacts Chinese money brokers operating in Mexico to see who offers the cheapest
rates.

Step Two The parties agree on a commission and the amount to be laundered, say $150,000.

Step Three Using encrypted phone messages, the Chinese broker sends the cartel member:

1) A code word,;

2) A number from a U.S. burner phone; and

3) A unique serial number from a $1 bill

Step Four The Mexican cartel shares those details with a cartel-linked drug dealer in the United
States, who calls the burner phone and identifies himself using the code word. He
arranges to meet a U.S.-based money courier working for the Chinese broker.

Step Five The drug dealer and the money courier meet in public somewhere in the United
States. The courier hands over a $1 bill with the unique serial number. When that
checks out, the dealer hands over the cash, keeping the bill as a “receipt.”

Step Six The courier takes the $150,000 to a U.S.-based Chinese merchant, who has a bank
account in China. The merchant then performs a currency swap known as a “mirror
transaction.” He takes possession of the U.S. cash and then transfers $150,000 worth
of Chinese RMB from his Chinese bank account to the money broker’s Chinese
account using an account number provided to him by the courier.

Step Seven The cartel’s drug cash is now sitting in a Chinese bank, outside the view of U.S. law
enforcement. The broker has two options to send it on to the drug cartel in Mexico.
Step Eight (option 1) Do another “mirror transaction.” The $150,000 worth of RMB is now

transferred from the money broker’s Chinese account to the Chinese bank account of
a Mexico-based businessperson. That Mexico-based businessperson then provides
$150,000 worth of pesos to the money broker in Mexico, who delivers that cash to the
cartel.

(option 2) The Chinese money broker buys $150,000 worth of consumer products in
China, such as clothing, and exports them to Mexico. The goods are then sold and the
proceeds are delivered to the cartel.

Source: Drazen Jorgic, “Factbox: Step by Step - How Chinese ‘Money Brokers’ Launder Cash for Mexican Drug Cartels,” Reuters,

December 3, 2020. https://www.reuters.com/article/us-mexico-china-cartels-factbox/factbox-step-by-step-how-chinese-money-brokers-
launder-cash-for-mexican-drug-cartels-idUSKBN28D1LW.
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» Unusual warning follows tensions over fentanyl trade
» China has been accused of operating own police stations abroad

By Jacob Gu
(Bloomberg) --

China issued an unusual warning to its citizens traveling to the US to beware of “entrapment” by
American law enforcement, in a fresh show of continuing bilateral tensions despite a recent step-up in
engagement.

“Chinese nationals who travel to the US should be more vigilant, and beware of falling into US snares
and arrest-entrapment,” the Ministry of Foreign Affairs in Beijing said Monday in a security advisory
posted on the official Wechat account run by its Department of Consular Affairs.

While Beijing has regularly reminded its citizens of gun and racial violence in the US, it’s rare to
explicitly point out the danger of arbitrary detention. China itself has frequently been charged of such
detentions of its own people. It's also faced accusations of running extraterritorial police operations to
go after Chinese individuals — something the government denies.

Read More: China Rejects Charge It Runs ‘lllegal’ Overseas Police Stations

Monday’s warning comes on the heels of a high-profile trip to Beijing by Treasury Secretary Janet
Yellen, the second Biden administration cabinet member to visit in recent weeks after Secretary of
State Antony Blinken. Yellen declared ties between the world’s two largest economies were closer to
a “surer footing.”

One area where the US has called for further Chinese efforts is curbing trade in illicit synthetic drugs,
to help confront the fentanyl crisis. China’s statement Monday alluded to disagreements in that
regard.

The statement cited arbitrary US arrests and the cross-border abduction of Chinese citizens,
characterizing the actions as based on fentanyl issues.

Last month, the Justice Department announced the arrest of two individuals and the unsealing of
three indictments charging China-based companies and their employees with fentanyl-related crimes.
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‘Malicious Smearing’

China’s Foreign Ministry statement also blasted the US for “malicious smearing of China’s pursuit of
fugitives.”

In April, the DOJ accused 44 individuals living in China and elsewhere in Asia of harassing Chinese
dissidents in the US.

China also asked its citizens in the US to pay close attention to local security situations, citing
frequent incidents of gun violence and discrimination against Asians.

To contact the reporter on this story:
Jacob Gu in Houston at jgu3@bloomberg.net

To contact the editors responsible for this story:
Kean Zhang at kzhang65@bloomberg.net
Christopher Anstey
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PRESS RELEASE

Justice Department Announces Eight
Indictments Against China-Based
Chemical Manufacturing Companies
and Employees

Tuesday, October 3, 2023 For Immediate Release

Office of Public Affairs

The Justice Department today announced the unsealing of eight indictments in the Middle and
Southern Districts of Florida charging China-based companies and their employees with crimes
relating to fentanyl and methamphetamine production, distribution of synthetic opioids, and
sales resulting from precursor chemicals.

The indictments build on prosecutions announced in June and mark the second set of
prosecutions to charge China-based chemical manufacturing companies and nationals of the
People’s Republic of China (PRC) for trafficking fentanyl precursor chemicals into the United
States.

The indictments complement actions taken today by the Department of the Treasury’s Office of
Foreign Assets Control (OFAC) to designate 28 individuals and entities involved with the
international proliferation of illicit drugs.

“We know that the global fentanyl supply chain, which ends with the deaths of Americans, often
starts with chemical companies in China,” said Attorney General Merrick B. Garland. “The United
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States government is focused on breaking apart every link in that chain, getting fentanyl out of

our communities, and bringing those who put it there to justice.”

“The international dimension to the deadly scourge of fentanyl requires the all-of-government
response that we are delivering today,” said Secretary of Homeland Security Alejandro
Mayorkas. “Through the dedication and investigative abilities of agents and officers from HSI,
CBP, and our federal partners, we are bringing accountability to ruthless organizations and
individuals resident in the People’s Republic of China and to the cartel members that seek to
profit from the death and destruction that fentanyl causes.”

“The charges announced today are another down payment on the Justice Department’s pledge

to every American family that has lost a loved one to fentanyl poisoning,” said Deputy Attorney
General Lisa O. Monaco. “Just as we did in the fight against terrorists and cybercriminals, we are

deploying a whole-of-government approach -sharing intelligence, combining resources, and
relentlessly pursuing justice -to attack the global supply chain fueling the fentanyl crisis. We
will not rest until we have rid our communities of this poison.”

“Fentanyl is the deadliest drug threat our nation has ever faced. These eight cases are the
result of DEA’s efforts to attack the fentanyl supply chain where it starts — in China. Chinese
chemical companies are fueling the fentanyl crisis in the United States by sending fentanyl

precursors, fentanyl analogues, xylazine, and nitazenes into our country and into Mexico. These

chemicals are used to make fentanyl and make it especially deadly,” said Drug Enforcement

Administration (DEA) Administrator Anne Milgram. “DEA will not stop until we defeat this threat.
We are grateful to our law enforcement partners whose collaboration and dedication have made
these actions possible. | am also deeply grateful for the incredible work by the DEA Miami Field

Division. Their pursuit of these organizations demonstrates the drive and determination of the
men and women, who are working as one DEA, to defeat the cartels and their entire global
supply chain.”

“This investigation of a narcotics trafficker utilizing counterfeit postage labels highlights the
unique jurisdiction of the Postal Inspection Service,” said Chief Postal Inspector Gary R.
Barksdale of the U.S. Postal Inspection Service (USPIS). “This indictment is a win in our battle
against counterfeit postage and those seeking to use the nation’s mail system to distribute
dangerous substances.”

The DEA led the investigations brought in both districts and used its unique authority to

specially schedule protonitazene and metonitazene as Schedule | controlled substances, which

was necessary as their adverse health effects, including death, pose an imminent threat to
public safety. As a result of that order, the regulatory controls and administrative, civil, and
criminal sanctions applicable to Schedule | controlled substances can be imposed on persons
who handle or propose to handle these substances. In addition, Homeland Security
Investigations (HSI) and U.S. Customs and Border Protection (CBP) seized more than 1,000
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kilograms of fentanyl-related precursor chemicals, and the USPIS also traced packages
containing the precursor chemicals mailed through the U.S. mail and analyzed their contents
after seizure.

Fentanyl is the deadliest drug threat facing the United States. Not only is fentanyl 50 times
more potent than heroin and 100 times more potent than morphine, a dose of as little as two
milligrams can kill a grown adult. Fentanyl analogues are similar in chemical structure and
effects as fentanyl. Fentanyl is the leading cause of death for Americans ages 18 to 49. From
February 2022 to January, at least 105,263 Americans died of drug overdoses, the majority of
which involved synthetic opioids such as fentanyl and fentanyl analogues.

Protonitazene and metonitazene are synthetic opioids that were emergency listed as Schedule |
controlled substances in April 2022. There are no approved medical uses for protonitazene and
metonitazene in the United States, or anywhere else in the world. Drug traffickers typically mix
protonitazene and metonitazene with other opioids, such as fentanyl, to create new and more
powerful cocktails of dangerous opioids. Methamphetamine overdose deaths are also surging in
the United States. Methamphetamine is becoming more deadly because it is more frequently
being mixed with highly potent fentanyl. There are currently no FDA-approved medications for
treating methamphetamine use disorder or reversing overdoses. Drug overdose deaths
involving psychostimulants, primarily methamphetamine, rose from 547 deaths in 1999 to
32,537 deaths in 2021.

The manufacture of fentanyl and methamphetamine begins with raw chemicals, known as
precursors. Fentanyl and methamphetamine precursors, opioid additives, and synthetic opioids
are manufactured and distributed by China-based chemical companies, many of which openly
advertise on the internet. These China-based manufacturers ship fentanyl and
methamphetamine precursors, opioid additives, and synthetic opioids around the world,
including to the United States and Mexico, where drug cartels and traffickers combine the
chemicals and then distribute fentanyl and methamphetamines throughout the United States to
individual users.

These China-based chemical companies often attempt to evade law enforcement by using re-
shippers in the United States, false return labels, false invoices, fraudulent postage, and
packaging that conceals the true contents of the parcels and the identity of the distributors. In
addition, these companies tend to use cryptocurrency transactions to conceal their identities
and the location and movement of their funds.

The primary distributors of fentanyl and fentanyl analogues in North America are the Sinaloa
Cartel based in Sinaloa, Mexico, and the Cartel Jalisco Nueva Generacién based in Jalisco,
Mexico. These two transnational criminal organizations have significant presences throughout
Mexico, maintain distribution hubs in various cities across the United States, and control
smuggling corridors into the United States.
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Organizations such as the Sinaloa Cartel and Cartel Jalisco Nueva Generacidn receive fentanyl
precursors from China that are then synthesized within clandestine laboratories into finished
fentanyl at scale. China-based precursor chemical manufacturers ship precursors from
mainland China by, among other methods, mislabeling the products being shipped and using
containers and other packaging to mask their illicit contents.

Middle District of Florida

Five indictments were unsealed in the Middle District of Florida charging five Chinese
corporations and eight Chinese nationals with the illegal importation of fentanyl and fentanyl-
related chemicals into the United States.

According to the indictments, the defendants openly advertised their ability to thwart U.S.
customs and deliver the chemicals used to make fentanyl to the Middle District of Florida and
elsewhere in the United States. The defendants used fake shipping labels and special delivery
procedures to ensure the illicit chemicals went undetected. The defendants played various
roles, such as coordinators and suppliers, and eight defendants are also charged with
international money laundering. According to the indictments, the Chinese companies
demonstrated past success delivering a stable supply of product to clients in Mexico for years.

“The protection of our country from the deadly scourge of fentanyl is a key priority of the
Department of Justice and my office,” said U.S. Attorney Roger B. Handberg for the Middle
District of Florida. “We will continue to pursue cases against Chinese chemical companies who
are knowingly manufacturing and exporting fentanyl precursors to profit on the pain and
suffering of people in the United States. We thank our partners at the Drug Enforcement
Administration for their tireless efforts in support of these prosecutions.”

Hebei Shenghao Import and Export Company, based in Shijiazhuang, Hebei Province, China, is
charged with fentanyl trafficking conspiracy, along with Chinese nationals Qingshun Li, 29, who
allegedly negotiates the sale of precursor chemicals and maintains a bank account for the
receipt of payments; Qingsong Li, 32; and Chunhui Chen, 33, both of whom allegedly maintain
cryptocurrency wallets for the remittance of payments of precursor chemicals; Chunzhou Chen,
30, who allegedly received Western Union payments on behalf of Hebei Shenghao.

Lihe Pharmaceutical Technology Company, based in Wuhan, Hebei Province, China, was
charged with fentanyl trafficking conspiracy and international money laundering, along with
Chinese nationals Mingming Wang, 34, who is the alleged holder for three bitcoin accounts
shared by sales agents for Lihe Pharmaceutical, and Xingiang Lu, 40, the alleged recipient of
funds via Western Union on the company’s behalf.

Henan Ruijiu Biotechnology Company, based in Zhengzhou, Henan Province, China, was
charged with attempted importation of fentanyl precursor and attempted international money
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laundering, along with Chinese national Yongle Gao, 30, who is the alleged registered owner of
the bitcoin wallet associated with Henan Ruijiu.

Xiamen Wonderful Biotechnology Company, based in Xiamen, Fujian Province, China, was
charged with attempted importation of fentanyl precursor and attempted international money
laundering, along with Chinese national Guo Liang, 34, the alleged registered owner of the
bitcoin wallet associated with Xiamen Wonderful.

Anhui Ruihan Technology Company, based in Hefei, Anhui Province, China, was charged with
attempted importation of fentanyl precursor and attempted international money laundering.

DEA investigated these cases.

Assistant U.S. Attorney Daniel Baeza and Special Assistant U.S. Attorney Michael Leath for the
Middle District of Florida are prosecuting the cases.

Southern District of Florida

Three indictments were unsealed in the Southern District of Florida charging three Chinese
companies and four officers and employees with fentanyl trafficking, synthetic opioid
trafficking, precursor chemical importation, defrauding the U.S. Postal Service, and making and
using counterfeit postage.

“Targeting those who fuel the opioid epidemic, regardless of who they are and where they are
operating from, is one of our district’s top priorities,” said U.S. Attorney Markenzy Lapointe for
the Southern District of Florida. “Today, we announced charges against the Chinese companies
and employees that manufacture and introduce the raw chemicals at the start of the fentanyl
and methamphetamine supply chain. This is only the beginning of our fight. The precursors and
synthetic opioids that are being marketed, sold, and shipped to the United States and Mexico
are being mixed and re-distributed into our local communities as powerful and potentially
deadly cocktails of controlled substances. We commend our partner agencies for their skill and
resourcefulness, as we work collectively to prosecute the sources of the poison and protect the
public.”

Hanhong Medicine Technology Company, a pharmaceutical company located in Wuhan, Hubei
Province, China, was charged in a four-count indictment, along with Chinese nationals
Changgen Du, 30, and Xuebi Gan, 28. According to the indictment, Hanhong has exported large
quantities of fentanyl precursors and non-opioid additives, like xylazine, to the United States
and Mexico, including to a drug trafficker in Pennsylvania and to a drug trafficker in the Sinaloa
cartel for the manufacture of fentanyl in Mexico for eventual distribution in the United States.
Xylazine is often mixed with fentanyl to increase the effects of the drug for users. Xylazine is a
non-opioid drug approved for veterinary use for purposes of sedation, anesthesia, muscle
relaxation, and pain relief in horses, cattle, and other animals. It is not approved for human use.
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Many opioid users are unaware they are taking xylazine. Overdose deaths involving xylazine
have steadily increased year over year. Drug users who inject xylazine, or drug mixtures
containing xylazine, often develop necrotic tissue resulting in disfiguring wounds or
amputation.

The Du Transnational Criminal Organization is listed on the United States Attorney General’s
Consolidated Priority Organization Target (CPOT) list. The CPOT list identifies the most
significant transnational criminal organizations presenting a priority threat to the United States,
including those international drug and money laundering organizations affecting the illicit drug
supply of the United States. The CPOT list identifies those criminal organizations by the name(s)
of their leaders. Du, as the criminal organization’s leader, is the director of Hanhong and
allegedly negotiates sales with customers. Gan is an alleged sales representative. Du and Gan
each operated a crypocurrency wallet that accepted payment for Hanhong’s sales. The four-
count indictment charges Hanhong, Du, and Gan with conspiracy to manufacture and distribute
fentanyl; conspiracy to manufacture and distribute a fentanyl precursor with intent to
unlawfully import it into the U.S.; manufacturing and distributing a fentanyl precursor with
intent to unlawfully import it into the U.S.; and conspiracy to commit money laundering.

Jiangsu Bangdeya New Material Technology Company, a pharmaceutical company located in
Jiangsu, China, was charged in an eight-count indictment, along with Jiantong Wang, 40, a
Chinese national and alleged owner and operator of Bangdeya. The indictment alleges that
Bangdeya advertises openly online as an export company for chemicals, including synthetic
opioids protonitazene and metonitazene. The introduction of these synthetic opioids into the
illicit drug market threatens to exacerbate the overdose problem in the United States. Drug
traffickers typically mix protonitazene and metonitazene with other opioids, such as fentanyl, to
create new and more powerful cocktails of dangerous opioids. Bengdeya has imported large
quantities of these synthetic opioids into the U.S., including to a drug trafficker in the Southern
District of Florida.

Bangdeya and Wang were charged with conspiracy to import protonitazene and metonitazene;
conspiracy to distribute protonitazene and metonitazene; multiple counts of distribution of
protonitazene; conspiracy to defraud the United States and make and use forged and
counterfeited postage; and making and printing unauthorized postage meter stamps.

Hubei Guanlang Biotechnology Company, a chemical company located in Shijaizhuang, Hebei
Province, China, was charged in a two-count indictment, along with Chinese national Wei Zhang,
28, who allegedly runs the day-to-day operations of the company and operates a
cryptocurrency wallet that accepts payment for the company’s sales of fentanyl precursors and
opioid additives.

According to the indictment, Guanlang openly advertises online and sells an array of chemicals,
including methamphetamine precursors like methylamine HCL, to customers in the United
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States and Mexico. Methylamine HCL is an essential precursor chemical that Mexican cartels
use to manufacture highly pure and potent methamphetamine. Currently, most of the
methamphetamine supply in the United States is produced by drug trafficking cartels in
Mexico.

Guanlang and Zhang are charged with conspiracy to manufacture and distribute a
methamphetamine precursor and unlawfully import into the U.S. and conspiracy to unlawfully
import a methamphetamine precursor into the U.S. with the intent to

manufacture methamphetamine; and the manufacture and distribution of a methamphetamine
precursor that was unlawfully imported into the United States.

The DEA Miami Field Division, HSI Miami, USPIS-Miami, IRS-CI Miami, and FBI Miami Field
Office investigated these cases.

Assistant U.S. Attorney Monique Botero and Jon Juenger for the Southern District of Florida are
prosecuting the cases. Assistant U.S. Attorney Michell Hyman for the Southern District of
Florida is handling asset forfeiture.

The U.S. Department of Treasury’s Financial Crimes Enforcement Network (FinCEN) provided
assistance with the indictments brought in both districts.

The indictments are a result of Organized Crime Drug Enforcement Task Forces (OCDETF)
investigations. The OCDETF mission is to identify, disrupt, and dismantle the highest-level
criminal organizations that threaten the United States, using a prosecutor-led, intelligence-
driven, multi-agency task force approach. OCDETF synchronizes and incentivizes prosecutors
and agents to lead smart, creative investigations targeting the command-and-control networks
of organized criminal groups and the illicit financiers that support them. Additional information
about the OCDETF Program may be found at www.justice.gov/OCDETF.

Members of the South Florida High Intensity Drug Trafficking Area (HIDTA) Task Force carried
out this case and prosecution. HIDTA was established in 1990. This program, which is made up
of federal, state, and local law enforcement agencies, fosters intra-agency cooperation among
law enforcement agencies in South Florida and involves them in developing a strategy to target
the region's drug-related and violent crime threats to public safety, as with the opioid epidemic,
fentanyl, and the cocaine threat to our nation. The South Florida HIDTA uses the funding
provided by the Office of National Drug Control Policy, out of the Executive Office of the
President of the United States, that sponsors a variety of law enforcement initiatives that target
the region'sillicit drug and violent crime threats to our community.

An indictment is merely an allegation. All defendants are presumed innocent until proven guilty
beyond a reasonable doubt in a court of law.
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PRESS RELEASE

Justice Department Announces Charges
Against China-Based Chemical
Manufacturing Companies and Arrests
of Executives in Fentanyl

[ ]
Manufacturing
Espanol
For Inmediate Release
Friday, June 23, 2023 Office of Public Affairs

Four China-Based Precursor Chemical Manufacturing Companies and Eight
Executives and Employees Charged in Global Supply Chain Disruption

The Justice Department today announced the arrest of two individuals and the unsealing of
three indictments in the Southern and Eastern Districts of New York charging China-based
companies and their employees with crimes related to fentanyl production, distribution, and
sales resulting from precursor chemicals. These indictments represent the first prosecutions to
charge China-based chemical manufacturing companies and nationals of the People’s Republic
of China (PRC) for trafficking fentanyl precursor chemicals into the United States. Specifically,
the indictments allege the defendants knowingly manufactured, marketed, sold, and supplied
precursor chemicals for fentanyl production in the United States in violation of federal law.

During these investigations, the Drug Enforcement Administration (DEA) seized more than 200
kilograms of fentanyl-related precursor chemicals, a quantity that could contain enough deadly



doses to kill 25 million Americans.

Fentanyl is a highly addictive synthetic opioid that is 50 times more potent than heroin and 100
times more potent than morphine. Fentanyl and its analogues have devastated communities
across the United States and are fueling the ongoing overdose epidemic, which the Centers for
Disease Control and Prevention (CDC) recently estimated killed approximately 110,000
Americans in 2022. Fentanyl is now the leading cause of death for Americans ages 18 to 49.
Fentanyl analogues, similar in chemical makeup and effect to fentanyl, can be even more potent
and lethal than fentanyl.

“When | announced in April that the Justice Department had taken significant enforcement
actions against the Sinaloa Cartel, | promised that the Justice Department would never forget
the victims of the fentanyl epidemic,” said Attorney General Merrick B. Garland. “l also promised
that we would never stop working to hold accountable those who bear responsibility for it. That
includes not only going after the leaders of the Cartels, their drug and gun traffickers, their
money launderers, security forces, and clandestine lab operators. It also includes stopping the
Chinese chemical companies that are supplying the cartels with the building blocks they need
to manufacture deadly fentanyl.”

“Today’s announcement is a down payment on our pledge to use every tool in the government’s
arsenal, in every corner of the globe, to protect American communities,” said Deputy Attorney
General Lisa O. Monaco. “The Justice Department will not rest or relent in investigating and
prosecuting every link of the fentanyl supply chain, including the PRC companies and
executives who produce and export vast quantities of the precursor chemicals the drug
cartels need to peddle their poison. There can be no safe haven.”

“Today’s announcement is a considerable step forward in our unrelenting fight against fentanyl,
targeting the threat where it starts,” said DEA Administrator Anne Milgram. “These companies
and individuals are alleged to have knowingly supplied drug traffickers, in the United States and
Mexico, with the ingredients and scientific know-how needed to make fentanyl -a drug that
continues to devastate families and communities across the United States, killing Americans
from all walks of life. Targeting entire criminal drug networks, from the source of supply to the
last mile of distribution, is critical to saving American lives. DEA will not stop until this crisis
ends.”

Southern District of New York

An indictment was unsealed in the Southern District of New York charging the China-based
chemical company Hubei Amarvel Biotech Co. Ltd., aka AmarvelBio, (Amarvel Biotech), as well
as its executives and employees Qingzhou Wang, 35, aka Bruce (Wang); Yiyi Chen, 31, aka
Chiron (Chen); and Fnu Lnu, aka Er Yang and Anita (Yang), with fentanyl trafficking, precursor
chemical importation, and money laundering offenses. Wang and Chen, both nationals of China,



were expelled from Fiji on June 8, arrested by the DEA, and presented before U.S. Magistrate
Judge Wes Reber Porter in Honolulu federal court on June 9. Wang and Chen were ordered
detained in Honolulu and will appear in Manhattan federal court following their arrival in the
Southern District of New York. Yang, also a national of China, is at large.

“The indictment unsealed today in the Southern District of New York is the next step in our fight
against fentanyl,” said U.S. Attorney Damian Williams for the Southern District of New York.
“Today, we target the very beginning of the fentanyl supply chain: the Chinese manufacturers of
the raw chemicals used to make fentanyl and its analogues. We've charged a Chinese precursor
chemical company. And that’s not all. We've charged and arrested some of the individuals who
work at the company. That includes a corporate executive and a marketing manager. They're in
American handcuffs. And they’re going to face justice in an American courtroom.”

According to the allegations contained in the indictment and other court filings, Amarvel
Biotech is a chemical manufacturer based in the city of Wuhan, in Hubei province, China, that
has exported vast quantities of the precursor chemicals used to manufacture fentanyl and its
analogues.

Amarvel Biotech has openly advertised online its shipment of fentanyl precursor chemicals to
the United States and to Mexico, where drug cartels operate clandestine laboratories,
synthesize finished fentanyl at scale, and distribute the deadly fentanyl into and throughout the
United States. Through its website and a host of other storefront sites, Amarvel Biotech has
targeted precursor chemical customers in Mexico, including by advertising fentanyl precursors
as a “Mexico hot sale;” guaranteeing “100% stealth shipping” abroad; and posting to its
websites documentation of Amarvel Biotech shipping chemicals to Culiacan, Mexico, the home
city of the Sinaloa Cartel, one of the dominant drug trafficking organizations in the Western
Hemisphere and which is largely responsible for the massive influx of fentanyl into the United
States in recent years.

Amarvel Biotech has also endeavored to thwart law enforcement interdiction of its precursor
chemical shipments. Amarvel Biotech has advertised, for example, the company’s ability to use
deceptive packaging -such as packaging indicating the contents are dog food, nuts, or motor oil
-to ensure “safe” delivery to the United States and Mexico.

Over the past eight months, during an undercover investigation by the DEA, Amarvel Biotech
and its principal executive, Wang, its marketing manager, Chen, and its sales representative,
Yang, shipped more than 200 kilograms from China to the United States of precursor chemicals
used to make fentanyl and its analogues. Amarvel Biotech, Wang, Chen, and Yang shipped the
precursors to the United States intending that the chemicals would be used to produce fentanyl
and its analogues in New York, and they agreed to continue supplying multi-ton shipments of
fentanyl precursors despite being told that Americans had died after consuming fentanyl made
from the chemicals that the defendants had sold.



For example, on or about Nov. 17, 2022, a DEA confidential source (CS-1) wrote to Yang using an
encrypted messaging application, “You know | making fentanyl,” and “Is not safe.” Yang replied,
“I know.” On or about Dec. 1, 2022, Yang wrote to CS-1, promising that CS-1 would be “happy with
our product” and noting that CS-1 would “be able to synthesize fentanyl.” In exchange for
payment in cryptocurrency, Amarvel Biotech thereafter shipped from China to New York
approximately 999.7 grams of the fentanyl precursor 1-boc-4-AP, approximately 1,002.6 grams
of the fentanyl precursor 1-boc-4-piperidone, and approximately 893.6 grams of the
methamphetamine precursor methylamine.

In or about March 2023, Wang and Chen met in person with an individual whom CS-1
represented was CS-1's boss but was in fact another DEA confidential source (CS-2). During the
meeting, Wang and Chen discussed Amarvel Biotech’s ability to supply ton-quantities of
fentanyl precursors to New York for CS-1 and CS-2’s fentanyl manufacturing operation. After
CS-2 stated that CS-2 wanted a different formula for manufacturing fentanyl and that several
of CS-2’s American customers had purportedly died, Wang and Chen advised they had “a lot of
customers in America and Mexico” who could provide technical assistance with fentanyl
production.

After March 2023, Amarvel Biotech, Wang, Chen, and Yang agreed to sell CS-1 and CS-2
approximately 210 kilograms of fentanyl precursors in exchange for payment in cryptocurrency.
During an April 10 video call with Wang and Chen, CS-2 stated that the approximately 210
kilograms of fentanyl precursors would be used to manufacture approximately 50 to 55
kilograms of fentanyl -an amount that, as noted above, could contain approximately 25 million
deadly doses.

In or about May 2023, Amarvel Biotech, Wang, Chen, and Yang sent to the United States the
shipment ordered by CS-1 and CS-2. On or about May 5, the DEA retrieved the precursor
shipment from a warehouse near Los Angeles. Lab testing confirmed the presence of a
precursor chemical for a fentanyl analogue. In an encrypted messaging group chat with CS-1,
CS-2, Wang, and Chen, Yang explained that “New York, the United States, has been strict in
checking the precursors of the ‘final product’ some time ago, so for the sake of safety, this time
it is sent to California.”

In or about June 2023, Wang and Chen met again with CS-2. During the meeting, Wang and
Chen discussed with CS-2 a multi-ton order of fentanyl precursor chemicals. Wang and Chen
also discussed the need to take additional measures to protect themselves from detection and
interdiction of their shipments “because recently American government. .. seized some
Mexican group and they followed the routes to China,” where the U.S. Government found “our
competitor in China” -an apparent reference to fentanyl-related charges filed in the Southern
District of New York and announced in April 2023 against, among others, leadership of the
Sinaloa Cartel and certain China-based precursor chemical company executives.



DEA’s Special Operations Division Bilateral Investigations Unit investigated the case, with
assistance from the DEA Bangkok Country Office, DEA Wellington Country Office, DEA Beijing
Country Office, DEA Honolulu District Office, DEA New York Organized Crime Drug
Enforcement Task Force (OCDETF), DEA Riverside District Office, DEA Special Testing
Laboratory, the Justice Department’s Office of International Affairs, the Royal Thai Police
Narcotics Suppression Bureau, the Fiji Police Force Narcotic Bureau, the Fiji Office of the
Director of Public Prosecutions, and the U.S. Attorney’s Office for the District of Hawaii.

The Southern District of New York’s Office’s National Security and International Narcotics Unit
is prosecuting the case.

Eastern District of New York

Two indictments were unsealed in the Eastern District of New York that detail criminal
conspiracies by companies and employees based in China to manufacture and distribute
fentanyl in the United States.

The first indictment charges Anhui Rencheng Technology Co. (Rencheng) Ltd.; Anhui Moker
New Material Technology Co.; Shutong Wang; and Shifang Ruan, aka Eva, with conspiracy to
manufacture and distribute fentanyl, manufacture of fentanyl, and other related offenses. In
addition, the indictment charges those same defendants, as well as Xinyu Zhao, aka Sarah, and
Yue Gao, aka Ellie, with illegally concealing their activities, including through customs fraud and
introducing misbranded drugs into the U.S. marketplace. The indictment also charges
Rencheng, Wang, and Ruan with conspiracy to distribute butonitazene, a controlled substance.

The second indictment charges Hefei GSK Trade Co. Ltd, aka Hebei Gesuke Trading Co. Ltd. and
Hebei Sinaloa Trading Co. Ltd.; and Ruiging Li with similar offenses, including conspiracy to
manufacture and distribute fentanyl, manufacture of fentanyl, conspiracy to distribute a List |
chemical, distribution of a List | chemical, customs fraud conspiracy, introducing misbranded
drugs into interstate commerce, and distribution of metonitazene, a controlled substance.

“As alleged, the defendants knowingly distributed the chemical building blocks of fentanyl to
the United States and Mexico, even providing advice on how they should be used to
manufacture this dangerous drug which inflicts untold tragedy in New York City, Long Island,
and across the nation,” said U.S Attorney Breon Peace for the Eastern District of New York. “This
prosecution shows that the companies and individuals who fuel our nation’s deadly opioid
epidemic -wherever they are located -will be found and prosecuted to the full extent of the

”

law.

As alleged in the indictments, the defendant companies supplied precursor chemicals to the
United States and Mexico, among other places, knowing they would be used to manufacture
fentanyl. The defendant companies openly advertised their products all over the world,
including to the United States and Mexico, on social media platforms. They also sent their



chemical products to the United States and Mexico by boat and by air, using public and private
international mail and package carriers. To prevent detection and interception of chemical
products at the borders, the defendant companies employed deceptive and fraudulent
practices, such as mislabeling packages, falsifying customs forms, and making false
declarations at border crossings. The chemicals distributed by the defendants included all the
materials necessary to manufacture fentanyl via the most common pathways.

The defendant companies attempted to obfuscate their distribution of fentanyl precursors by
adding “masking” molecules, which slightly alter the chemical sighature of the underlying
precursor chemicals. By changing the chemical signature, an altered substance could evade
testing protocols and relevant regulations by appearing to be a new substance. Such masking
molecules are easily removed, thus enabling the purchaser to return the substance to its
original form as a fentanyl precursor. The defendant companies not only produced and
distributed masked precursors, but also provided instructions about how to remove the masking
molecules upon receipt, thus helping their customers to more effectively obtain banned
precursors and produce fentanyl. The defendants also gave instructions on how to improve
fentanyl yield and advice on which chemicals to buy to replace banned precursor products.

Mexican drug trafficking organizations, including but not limited to the Sinaloa Cartel and the
Jalisco New Generation Cartel (CJNG), have increasingly availed themselves of the fentanyl
precursors and masked fentanyl precursors developed and distributed by the defendant
companies and companies like them. The chemicals provided by the defendant companies have
enabled such cartels and other drug trafficking organizations to produce fentanyl in clandestine
laboratories in Mexico on a massive scale, for subsequent distribution in the United States and
elsewhere. The materials and instructions provided by the defendant companies and companies
like them have directly caused and contributed to the influx of deadly fentanyl into the United
States.

DEA New York, DEA Mexico, DEA Diversion Control Division, DEA Special Testing and Research
Laboratory, U.S. Customs and Border Protection New York Field Office, IRS Criminal
Investigation New York Division, and U.S. Postal Inspection Service New York investigated the
case. The New York City Police Department, the New York State Police, and the Justice
Department’s Office of International Affairs provided assistance on the case.

The Eastern District of New York’s Office’s International Narcotics and Money Laundering
Section is prosecuting the case.

This effort is part of an OCDETF operation. OCDETF identifies, disrupts, and dismantles the
highest-level criminal organizations that threaten the United States using a prosecutor-led,
intelligence-driven, multi-agency approach. Additional information about the OCDETF Program
can be found at www.justice.gov/OCDETF




An indictment is merely an allegation. All defendants are presumed innocent until proven guilty
beyond a reasonable doubt in a court of law.
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Ambassador Qin Gang Takes an Interview with Newsweek on the Fentanyl Issue

2022/09/30 10:35

On September 29, 2022, Chinese Ambassador to the US Qin Gang took an exclusive interview with Newsweek Senior Foreign Policy Writer Tom O'Connor on the Fentanyl issue. The full text of 1

published on Newsweek’s website (Link attached here) as follows:

Newsweek: What is China's position on the ongoing opioid crisis in the United States and what is your response to claims that China is, in some part, responsible?

Qin: In my past year as Chinese Ambassador to the U.S., I have had many discussions with Americans on opioid overdose. A friend told me that his daughter struggled with drug addiction for yee
nephew even died of fentanyl overdose, something that really got me upset. As I understand the importance of this matter, I have paid personal efforts to bring about the dialogue between the U.S.
China National Narcotics Control Commission.

China was a painful victim of opium in history. In the 19th century, Britain profited immensely from smuggling opium into China. When China decided to ban the material to save its population ar
British launched the Opium War, which started a century of humiliation for China, marked by a slate of unequal treaties and waves of Western aggressions. The repercussions of history are felt eve
searing pains in our national memory, China holds an understandably stronger antipathy for narcotics than any other country, as displayed in its zero-tolerance attitude towards all narcotic drugs, a:
control and tough punishment measures. Thanks to these efforts, narcotics are not endemic in China.

This part of history has made China naturally empathize with the United States and other countries in their fight against narcotics, hence our proactive cooperation with global partners under the fr
United Nations conventions on counter-narcotics. This has been fully recognized and respected by the international community.

But to our regret, some Americans believe that China is the primary source of fentanyl in the United States. Some even fantasize that China is shipping fentanyl to the United States "as a form of p

Opium Wars," and that "North America has been flooded with precursor chemicals from China, stifling international efforts," as I read from some opinion articles. These comments are false and m
P p 2

Have the U.S. and China taken substantive measures toward curbing the flow of fentanyl precursors out of China to places such as Mexico and toward curbing the flow of fentanyl into
States?

Qin: China and the United States have had decades of productive cooperation in combating narcotics. Though not confronting prevalent fentanyl overdoses or any death case ourselves — becausc
control measures — China has done everything possible on our end, out of goodwill, to help the United States address this problem. On May 1, 2019, China permanently scheduled all fentanyl-rel
first country in the world to do so, while the United States has stopped short of doing the same.

On the judicial front, three legal documents have been formulated to support the filing, prosecution, conviction and sentencing of offenses involving these substances. To reinforce fentanyl testing
five sub-centers of the National Drug Laboratory have been established across the country.

On the operational level, fentanyl-involved enterprises and personnel have been clearly identified to get a full picture of the precursors and equipment they have and to prevent offenses from the sc
and parcel industry has been mandated to verify the real names of both senders and recipients and check the parcel contents, and equipment must be used for security screening, instead of visual in
particularly tight examinations for U.S.-bound parcels.

Key provinces and cities have also launched law enforcement operations to enhance inspection. Thanks to these solid efforts, not a single criminal case has been opened in China that involves the 1
trafficking and smuggling of fentanyl-related substances since their scheduling. In fact, according to the U.S. Customs and Border Protection, the United States has seized no such substances stemi
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since September 2019.
So just think how shocking it was for China, for all these efforts, to be sanctioned by the United States in May 2020, with its essential institutions on fentanyl profiling and control, such as the Insti
Science of China's Ministry of Public Security and the National Narcotics Laboratory, added to America's "entity list," only to curb China's capability to fight narcotics.
The latest accusations have shifted to link China with Mexico, claiming that China is shipping precursor chemicals to the country, where drug cartels produce the lethal drug and smuggle it overlar
fact is, however, that China has never received any report or data from Mexico on the use of Chinese precursor chemicals for drug production there, nor has the U.S. provided any evidence about t|

chemicals into Mexico for fentanyl production.

Has the United States asked China to take stronger measures against fentanyl flows given the scope of the crisis here, and what further steps could be taken to combat this crisis?

Qin: The United States asks China to monitor the diversion of uncontrolled chemicals and equipment in international flows. But like oil, iron, water and many other substances, uncontrolled chen
equipment have an array of legal usages. They are needed to ensure people's normal life. They can be produced, traded and used by any company without reporting to the government. To apply an
be used to manufacture both cars and guns, and you cannot ban steel just because you ban firearms.

At the same time, China has faithfully honored obligations under the UN 1988 Convention. China's import/export licensing and international verification system for all listed chemicals has effectiy
these chemicals from being diverted into illegal channels through international trade. But the "know your customer" practice that some in the U.S. have been asking about far exceeds the UN oblig
According to international practices, it is up to the importer and importing country to ensure that imported goods are not used for illegal purposes, not the exporter. Taking one step back, given the
international trade, it is simply impossible for the exporter to thoroughly verify its client located in a different territory. Mexico is a sovereign country; China has no right or capability to fulfill the
its behalf.

Ancient Chinese philosopher Mencius advised that if people fail to reach their goal, they should first examine themselves for the reason of their failure instead of blaming others. Blaming China is
way to address the fentanyl crisis. In fact, there are other workable ways, such as stepping up law enforcement operations, strengthening border control, enhancing oversight of fentanyl and its syn
penalizing over-prescription and overdose of medications, and raising public awareness. Also, it is high time for the United States to permanently schedule the fentanyl-related substances.

The fentanyl crisis in the United States was not created by China. On the contrary, China is a well-intentioned and sincere partner ready for international cooperation and for global co-governance

narcotics. We hope that the United States will act to stabilize and improve its relations with China and lift the sanctions on Chinese institutions to remove obstacles for such cooperation to proceed

It is my wish to see America resolve its fentanyl crisis and American people walk out of the shadow of narcotic drugs as soon as possible.

X

Ambassador Qin Gang Takes an Interview with NPR Morning Edition (2022-01-28)
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Thousands in China watch as 10 people
sentenced to death in sport stadium

Residents in Guangdong invited to see group sentenced
before they are taken away for summary execution in wake

of drugs crackdown
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O The scene of the public trial in Lufeng Photograph: The Paper

Benjamin Haas China correspondent
Sun 17 Dec 2017 23.34 EST

A court in China has sentenced 10 people to death, mostly for drug-related
crimes, in front of thousands of onlookers before taking them away for

execution.

The 10 people were executed immediately after the sentencing in Lufeng in
southern Guangdong province, just 160km (100 miles) from Hong Kong,
according to state-run media.



Seven of the 10 executed were convicted of drug-related crimes, while
others were found guilty of murder and robbery.

Four days before the event, local residents were invited
to attend the sentencing in an official notice circulated on social media. The
accused were brought to the stadium on the back of police trucks with their
sirens blaring, each person flanked by four officers wearing sunglasses.

They were brought one by one to a small platform set up on what is usually a
running track to have their sentences read, according to video of the trial.
Thousands watched the spectacle, with some reports saying students in
their school uniforms attended.

Beijing e

China Shanghai e

Lufeng

Guangzhou e l

People stood on their seats while others crowded onto the centre of the field,
some with their mobile phones raised to record the event, others chatting or
smoking.

China executes more people every year than the rest of the world combined,
although the exact figure is not published and considered a state secret. Last
year the country carried out about 2,000 death sentences, according to
estimates by the Dui Hua Foundation, a human rights NGO based in the
United States. China maintains the death penalty for a host of non-violent
offences, such as drug trafficking and economic crimes.

However, public trials in China are rare. The country’s justice system
notoriously favours prosecutors and Chinese courts have a 99.9% conviction
rate. The trend to reintroduce open-air sentencing trials is reminiscent of the



early days of the People’s Republic, when capitalists and landowners were
publicly denounced.

The most recent public sentencing and subsequent executions were not a
first for Lufeng. Eight people were sentenced to death for drug crimes and
summarily executed five months ago in a similar public trial, according to
state media.

The town was the site of a large drug bust in 2014, when 3,000 police
descended on Lufeng and arrested 182 people. Police confiscated three
tonnes of crystal meth, and authorities at the time said the area was
responsible for producing a third of China’s meth.

Although open-air sentencing hearings are rare in China, they have been
revived in recent years in some areas, most notably for cases of alleged
terrorism in the country’s far western region of Xinjiang.

A crowd of 7,000 watched as 55 suspects were sentenced in 2014, where at
least one person was sentenced to death.
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Follow the Money: The CCP’s Business Model Fueling the Fentanyl Crisis
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of

John A. Cassara

U.S. House Committee on Financial Services
Subcommittee on National Security, Illicit Finance, and International Financial Institutions

March 23, 2023

Thank you, Chairman Luetkemeyer, Ranking Member Beatty, and members of the House
Financial Services Subcommittee on National Security, Illicit Finance and International

Financial Institutions for the opportunity to appear before you today.

I am a former U.S. intelligence officer and U.S. Treasury Special Agent. Most of my
career has been involved with investigating and studying transnational crime and money
laundering. I have written six books on the subjects. My most recent book is China — Specified
Unlawful Activities: CCP Inc., Transnational Crime and Money Laundering. More information

about my background can be found at www.JohnCassara.com

In the following testimony, my intention is to give an overview of the CCP’s business
model that is fueling the fentanyl crisis. My colleagues will provide specifics that correspond to

their particular areas of expertise.

I begin the following testimony with a brief introduction as well as a definition of what I
call CCP Inc. Ithen list 12 categories of transnational crime or specified unlawful activities
(SUASs) for money laundering where CCP Inc. is the largest actor. I follow with a broad
overview of CCP’s involvement with the trafficking of fentanyl. The testimony continues with a
description of Chinese-centric money laundering methodologies and enablers which are part of
the CCP’s business model that is fueling the fentanyl crisis. The methodologies include trade-
based money laundering, black market exchanges, and fei-chien or flying money. I conclude

with recommendations that emphasize law enforcement.

John A. Cassara
www.JohnCassara.com



Introduction and Definition of CCP Inc.

Communist China is an ideological, military, economic, technical, commercial,
intelligence, and diplomatic rival of the U.S. and the West. The People’s Republic of China
(PRC) has a growing exploitative presence in the developing world. While these threats are
known, the Chinese Communist Party’s (CCP’s) involvement with transnational crime and

money laundering is not.

Yes, there are plenty of news stories about China’s theft of trade secrets and intellectual
property. It is widely reported that China is the number one manufacturer of counterfeit goods.
The average citizen might be somewhat aware that the African elephant and rhinoceros are
endangered because of China’s demand for ivory. Tropical forests are being destroyed to satisfy
the PRC’s demand for wood products. Some might have knowledge of China as the largest
manufacturing source of illicit tobacco products. Others might have experienced being priced out
of their local housing market due to suspicious Chinese capital flight pushing up property prices.
This hearing is about the CCP’s involvement in the trafficking of fentanyl. But all of these are
single issue, focused stories. What the U.S. and the West have been ignoring is the massive
totality of what I call CCP Inc’s transnational crime and uniquely Chinese-centric money

laundering methodologies and enablers that facilitate the criminality.

My most recent book is China — Specified Unlawful Activities: CCP/Inc., Transnational

Crime and Money Laundering (Amazon / Kindle Direct Publishing 2023). 1 wrote the book at

the end of my long anti-money laundering career because I am simply staggered by facts and
observations that demonstrate China’s criminal hegemony and how it launders illicit proceeds.
Similar to North Korea, today’s communist China is a corrupt party-state regime with a
significant crime portfolio. Criminal activity has seemingly become part of the CCP’s overall

strategy to grow its power.
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The CCP/Inc. subtitle of the book makes clear that I am talking about communist China’s
transnational crime and money laundering - not the Chinese people. In many ways, they are the

biggest victims of the CCP regime.

Simply referring to China alone or the CCP by itself is ambiguous, unfair, and inaccurate.
To be clear, what I am referring to in my book and in this testimony is the centralized autocracy
of the CCP and its heretofore unexamined linkages with illicit crime, corruption, and money
laundering. Although I will use the term ‘China,” and ‘Chinese’ in this testimony, that is solely
in reference to the Party’s dominance of the PRC’s governance apparatus, and should not be
misconstrued to be a condemnation of Chinese culture or the Chinese people, who have no
choice in what regime they live under. The “Inc.” is a term that signifies how the Chinese state
has leveraged its industrial, high tech, global trading, manufacturing might, and illicit
connections to turn the country into an economic superpower. It is an apt metaphor for the
“business model” that is the focus of this hearing. So, I will use “CCP Inc.” as a general

descriptor of the subject under discussion.

Specified Unlawful Activities

We cannot look at the fentanyl issue in a vacuum or as an isolated concern. CCP Inc. has
a business model that fuels the fentanyl crisis and many other sectors of transnational crime. In
my book, I examine perhaps the 12 most significant sectors of transnational crime. In 11 of the

12 categories, CCP/Inc. is the leading criminal actor. The 11 categories of crime are:

e Counterfeit goods

¢ Intellectual property theft and trade secrets

e Human trafficking, smuggling and forced labor
o Wildlife trafficking

e [llegal logging

e Illegal fishing

e Illicit tobacco

e Trade fraud
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e Arms trafficking and WMD proliferation
e Organ harvesting

e Corruption

Each of the above categories of crime are also “specified unlawful activities” (SUAs) or
predicate offenses to charge money laundering. Using SUAs and the estimates of illicit funds
generated is not an ideal way of assessing money laundering. Measuring the scale of illicit funds
derived from criminal or illegal activity is challenging. Likewise, estimating the magnitude of
international money laundering in general is fraught with difficulties. By definition, money
laundering is opaque and hidden. The Financial Action Task Force (FATF) states, “due to the
illegal nature of the transactions, precise statistics are not available and it is therefore impossible
to produce a definitive estimate of the amount of money that is globally laundered every year.”
With that caveat in mind, the International Monetary Fund (IMF) has estimated that money
laundering comprises approximately two to five percent of the world’s gross domestic product
(GDP) every year.! Recognizing the IMF approximation as imperfect is probably the best we
can do. Money laundering experts frequently use the IMF estimate when they need to discuss the

magnitude of money laundering.

Using 2021 IMF data, global GDP totals approximately $94 trillion USD.! So, in very
round numbers, the total amount of money laundered worldwide annually is somewhere in the
vicinity of roughly $2 to $5 trillion. Of course, the estimate could be far higher depending on
what is included in the count. For example, I don’t believe the IMF estimate includes tax
evasion, forms of trade fraud, or underground financial systems. Capital flight is another

category which could be considered money laundering but is generally ignored.

Putting things in context, let’s use $4 trillion as a rough estimate of the annual magnitude
of international money laundering. Using recognized estimates™ put forward by the Washington
D.C.-based non-profit Global Financial Integrity (GFI) and other sources, a solid argument can
be made that by examining China’s leading role in the above listed transnational SUAs, China is
responsible for introducing and laundering approximately $2 trillion dollars of illicit proceeds
into the world’s economy every year.” (Full disclosure: I am proud to sit on the Board of
Directors of GFI). In other words, China is responsible for approximately one-half of the money

laundered throughout the world every year as measured by SUAs.
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The number is staggering. It bears repeating. As measured by the largest categories of
SUAs for transnational crime, CCP Inc. and its associated actors are responsible for about half of
the money laundered internationally each year. No other country even comes close — not even the

United States.

My book, China — Specified Unlawful Activities, examines each of the above listed SUAs
and quotes recognized sources estimating the amount of illicit proceeds generated. For example,
roughly $600 billion is generated annually due to the theft of U.S. intellectual property alone.
Many observers feel the theft has been the largest transfer of wealth in world history. According
to a 2019 estimate by the European Union’s Intellectual Property Office (EUIPO) and the
Organization of Economic Development (OECD), global sales of counterfeit and pirated goods
amount to an enormous 3.3% of world trade."! Furthermore, according to the U.S. Chamber of
Commerce, greater China (including Hong Kong) is the source of 86% of the world’s counterfeit

goods."!! The other SUAs listed above likewise generate enormous illicit proceeds.

Having worked in the U.S. government as well as at one time being actively involved in
the Financial Action Task Force (FATF), I understand the political hesitation to officially make
the charge that CCP Inc. could be considered an ongoing criminal enterprise and the largest
money laundering actor in the world. However, the U.S. State Department does include China on
its annual list of “primary countries of concern” for international money laundering."'! The
National Defense Authorization Act (NDAA), enacted on January 1, 2021, calls for the U.S.
Department of the Treasury to conduct a study on the extent and effect of illicit finance risk
relating to the PRC. But, generally speaking, both the international community and the U.S.
government is silent on the magnitude of China’s involvement in transnational crime and money

laundering.

We shouldn’t be silent. CCP Inc. criminality is exposed. In my view, targeting CCP Inc.

via coordinated and comprehensive law enforcement action is where they are most vulnerable.
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Narcotics Trafficking and Fentanyl

The twelfth category of transnational crime and SUA for money laundering that I discuss
in my book is CCP Inc.’s involvement in narcotics trafficking. As opposed to the other 11
SUAs, China probably does not lead the world in narcotics trafficking. However, it is a very

significant player. CCP Inc. is the world’s largest producer of synthetic drugs.

According to the China National Narcotics Control Commission (NNCC), China’s
economic prosperity has turned recreational drug use into more than an $80 billion annual
domestic business.™ The estimate dates from approximately 2015. I have not been able to find
more recent numbers. In all likelihood, the situation today is much worse. The NNCC also
announced that over the last few years synthetic drugs—primarily methamphetamine and
ketamine—have surpassed heroin and other opioids as the PRC’s primary illicit drugs used in the
PRC.* As this hearing makes clear, China excels in the manufacture of synthetic drugs and

precursors.

However, we should be skeptical of all official statistics put forward by CCP Inc.
Communist regimes have always used government statistics as a propaganda and disinformation

tool. CCP Inc. wants and produces numbers that reflect well upon the state. Truth is relative.

The government of China does not, as a matter of government policy, encourage illicit
drug production or distribution, nor is it officially involved in laundering the proceeds of the sale
of illicit drugs. However, some senior government officials have been severely punished for
taking bribes and laundering illicit profits related to drug trafficking. In fact, in recent years,
China has initiated an aggressive campaign of cracking down on narcotics trafficking that affects
domestic consumption. There is no doubt that China faces growing and significant drug

consumption challenges.

China shares borders with drug source countries in both Southeast Asia and along
Mekong’s Golden Triangle and remains a major destination and transit country for heroin
produced in these areas. Its numerous coastal cities with high-volume seaports and its vast
network of major international airports make China an ideal destination and transit country for
illicit drugs, as well as a major source of synthetic drugs, new psychoactive substances (NPS),
and precursor chemicals used to produce illicit drugs. Unsurprisingly, the production of these
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drugs and the manufacturing of precursor chemicals is strongly linked to the country’s developed
and dynamic chemical and pharmaceutical industries. Domestic Chinese criminal organizations
traffic illicit drugs within China. And in recent years Chinese authorities have noted the presence
of international drug trafficking organizations originating from Africa and Mexico operating

within the country through joint criminal ventures with Chinese syndicates.

Some may ask: “Since the U.S. is the largest consumer of drugs in the world, how can it
be said that China is perhaps the most significant actor?”” I am definitely not discounting the
insatiable U.S. demand for illegal drugs and readily acknowledge that demand is the catalyst for
international narcotics trafficking. For generations, the U.S. drug habit has been a national
disgrace. But make no mistake, China is a leading global producer of NPS and related illicit

drugs.

As imprecise as they are, let’s examine some numbers. According to the GFI report
referenced earlier, worldwide drug trafficking is estimated at about $426 billion to $652 billion
per year. According to a 2014 study prepared for the U.S. Office of National Drug Control
Policy (ONDCP), the U.S. illegal drug habit is approximately $100 billion a year.* That
number has also probably increased over the years, particularly due to opioids and other
synthetic drugs flooding the U.S. market—more on that below. But in law enforcement and
policy circles, $100 billion continues to be used as the most common estimate of illegal drug
consumption in the United States. Per the above, according to China’s own estimate, recreational
drug use in that country is about $80 billion annual domestic business. The Chinese estimate was
released in the same time frame as the U.S. study. Without a doubt, U.S. demand is greater than
China’s and the U.S. population is not as large. Per capita illegal drug consumption in the U.S.
far exceeds that of China’s. But it appears the illicit proceeds gap is not as pronounced as

thought.

What differentiates China from the U.S. and other Western countries that are large
consumers of illegal drugs is Chinese actors’ direct and indirect involvement in facilitating
international narcotics trafficking and laundering the proceeds. And in some instances, CCP Inc.
tacitly supports aspects of the international drug trafficking by looking the other way as it does
with the fentanyl trade.
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In addition to domestic drug trafficking, Chinese organized crime groups increasingly
traffic in international markets. Chinese triads were involved in narcotics trafficking long before
it became a global phenomenon; the groups have grown as the trade has expanded. Chinais a
major source of NPS and other synthetic drugs, including fentanyl and methamphetamine that

are flooding into the U.S., Canada, and increasingly other Western countries.

Fentanyl is similar to morphine but is 50 to 100 times more powerful. Fentanyl is often
reported as a single drug, but it is often mixed with other drugs such as heroin, cocaine,
methamphetamine, and even processed into counterfeit pills under brand names such as Xanax,
Percocet, Adderall, and Oxycontin. It takes very little fentanyl to produce a high, making it not

only an addictive, cheaper option, but often times, a more deadly drug.

As testimony from other witnesses in this hearing make clear, deaths due to fentanyl in
the United States have been rising. Each individual death and overdose is a tragedy. More than
100,000 Americans died from drug overdoses in 2021; approximately 80,000 died using opioids,
including fentanyl and its derivatives found in other drugs.X To put things in perspective, in the
20-year period from 1955 - 1975 approximately 58,000 Americans died in the Vietnam War. Or,
using a more current statistic, from 2020 - 2021 about 53,000 Americans between the ages of 18
and 49 died of Covid-19. In the same age group, fentanyl has also claimed more lives than car

accidents, suicide, gun violence, and breast cancer, among others.*"

What accounts for the continuing rise in fentanyl deaths despite China’s public claims
that it has cracked down? According to the U.S. State Department, “following the PRC’s
implementation of class-wide controls on fentanyl in May 2019, fentanyl-related overdoses and
seizures have continued to increase in the United States. Traffickers have adapted their
strategies, resulting in the shipment of synthetic opioid precursor chemicals from the PRC to
Mexico [and Canada] as well as greater fentanyl production and shipment from Mexico to the

United States.” *I

This is where the “CCP business model fueling the fentanyl crisis” enters into the
equation. Chinese companies make chemical compounds sold globally for legitimate purposes
in medicine and industrial processes. Opioid vendors shield themselves behind these companies

and layers of other interlinked companies sometimes in related fields such as biotechnology.
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[llicit production and distribution are assisted by layer upon layer of traders, brokers, and freight
forwarders that we see in other SUAs briefly discussed above. Moreover, Chinese trafficking
organizations deliberately misuse this labyrinth to transport drugs, precursors, and contraband
through shipping containers that are intentionally mislabeled; however even without the
mislabeling it can be difficult for law enforcement and customs, “to track the origin of precursor
chemicals or clandestinely-produced fentanyl because of the intricate network of freight
forwarding companies commonly employed by criminal groups to conceal the origin of the
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product.

In other words, despite periodic crackdowns by the authorities, some Chinese vendors
created new distribution strategies by producing and selling the precursor chemicals to foreign
clients so they could make fentanyl. Precursors were not banned. Boutique suppliers also
tweaked their formulas taking advantage of regulatory and enforcement loopholes. New transport
and mail routes were developed sending the banned substances into Mexico and sometimes other
third countries. It’s a very effective and efficient business model. The U.S. is the final

destination for most of the finished product.

Over the last few years, there have been increasing cases involving Mexican and Chinese
criminal groups cooperating in the manufacture of fentanyl and fentanyl-laced products
including candies that target children. They are subsequently smuggled into the U.S. The
fentanyl that still enters the U.S. directly from China primarily arrives in small amounts via

international mail, express mail, and parcel packages sometimes routed through third countries.

The reality is that in 2021 the DEA announced that U.S. customs and law enforcement
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seized enough doses of fentanyl to "kill every single American.

Also troubling is that Chinese actors aggressively use the internet and social media
platforms to advertise, market, and ship their products. A report by the Senate Permanent
Subcommittee on Investigations found that Chinese websites selling fentanyl and carfentanil
rapidly and efficiently respond to online orders for the drugs and that they are confident in their
ability to get drugs into the United States.*! Carfentanil is 100 times more powerful than
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fentanyl and 10,000 times more potent than morphine.
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The Chinese criminals use the open worldwide web to market their illegal and dangerous
products in English. They blatantly target Western consumers. In contrast, websites based in the
United States only sell fentanyl on the dark web because of law enforcement vigilance in
tracking the sale of these illegal drugs. It is difficult for host platforms outside the United States
to be taken down. Sometimes crypto-currencies are used for payment. Investigators have found
Chinese online merchants are in some cases willing to accept Western Union, PayPal and even
credit cards for their product. CCP Inc. has also developed its own robust new payment methods

that are web and mobile based.

For example, the Shanghai-based Zheng Drug Trafficking Organization (DTO), run by
Fujing Zheng and his father Guanghua Zheng, sold synthetic narcotics including fentanyl and
advertised their products on multi-language websites. For more than a decade, the Zhengs ran an
agile and sophisticated operation. The Zheng labs manufactured more than 250 different drugs,
which were shipped to at least 25 countries.*™ They were able to quickly modify the formulas of

these drugs—creating an analogue—in order to get around China’s narcotics “controls.”

C4ADS, a nonprofit organization specializing in data-driven analysis and evidence-based
reporting on transnational security issues, reports that various Chinese drug groups operating
online are also using password-encrypted websites. The Chinese DTOs facilitate private groups
on social media and messaging apps and operate platforms or virtual marketplaces that connect

illicit fentanyl consumers and sellers while avoiding detection by law enforcement.™

Researchers at Terrorism, Transnational Crime, and Corruption Center (TraCCC) at
George Mason University studied over 350 English language websites advertising fentanyl on
open-web Chinese hosted web platforms. (Full disclosure: I am a proud Senior Fellow at
TraCCC). The TraCCC team primarily used the Chinese search engine Baidu Research. The
following findings are taken from a 2020 paper prepared by Dr. Louise Shelley, University
professor and Omer L. and Nancy Hirst Endowed Chair at the Schar School of Policy and
International Affairs at George Mason University and founder and executive director of

TraCCC.*

TraCCC research identified the registration information of Chinese companies

advertising on the websites. The researchers were also able to recognize the countries where
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fentanyl products were shipped and the key hubs for transport. The analysis was possible
because 40% of the websites advertising illicit fentanyl were tied to officially registered Chinese
companies. This TraCCC research is important because it contradicts frequently expressed

statements that illegal fentanyl is produced primarily by rogue producers in China.

The researchers were also able to follow some of the layering involved. For example,
many of the companies in advertisements are fronts, but the use of electronic identifiers and
broader economic context facilitated identification to registered legitimate pharmaceutical
companies. The TraCCC researchers were able to map and identify the global trade relationships

of these chemical and pharmaceutical companies.

One of the prime networks identified through the TraCCC research was the Yuancheng
Group, a Chinese chemical company based in Wuhan, China. The Yuancheng Group is
comprised of at least 34 companies in China and Hong Kong. Studying identifiers from these
companies reveals that the companies have posted advertisements for fentanyl and have
registered at least 112 websites, including some devoted to the advertisement and sale of
steroids. Further records indicate the Yuancheng Group has shipped to 43 countries across North

America, South America, Europe, Africa, Asia, and Australia.

The fact that CCP Inc. allows hundreds of websites advertising fentanyl and its
precursors to remain online is deeply troubling. It is important to remember that the PRC is a
command state. China controls what its citizens can, or cannot, access, on the internet. It
routinely blocks, censors, and takes down sites that do not meet its approval. If the CCP was to
direct its robust censorship apparatus that is very effective in thwarting websites it deems a threat
to its regime, it could easily do the same with companies’ websites advertising fentanyl and other

dangerous and illegal drugs. But the authorities do not act. Rather, they allow it flourish. Why?

While some observers blame Chinese organized crime groups for the international
trafficking of narcotics, CCP Inc.’s refusal to eradicate websites (which, once again, they can do
easily enough) that advertise such poisonous and deadly precursor chemicals and illicit drugs for

foreign sales is a major factor in demonstrating official complicity.

There is another troubling indicator. As Channing Mavrellis of GFI writes, “while much

of China’s response to drug abuse, production, and trafficking could be considered draconian—
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such as proactive identification and registration of drug users, compulsory detoxification centers
and labor camps for addicts, and the death penalty for traffickers—the punishment for
mislabeling shipments of precursor chemicals, the most common diversion tactic, is significantly
lighter, typically involving civil penalties and small fines. It is interesting to note the disparity in
punishment between those crimes that directly affect the state internally and those that have
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external impact (i.e., on other countries).

Further exploration of Chinese involvement in other transnational SUAs for money
laundering also shows that CCP Inc. has different internal and external standards and
enforcement. This necessitates an important question. Is CCP Inc. using or permitting narcotics
trafficking to the West as a form of asymmetric warfare to advance its long-term strategic goals?
As noted, China’s fentanyl trafficking is responsible for the annual death totals of tens of
thousands of lives in the United States, and globally. Related products and precursors sourced
from China are also responsible for countless ruined lives, families, and communities. Chinese-
produced fentanyl and associated products cost the U.S. hundreds of billions of dollars annually
in lost productivity, health care, and criminal justice costs. If China perceives itself to be in a

silent or cold war with the U.S. these are all very effective and efficient outcomes.

Drug use has long been considered a form of asymmetric warfare. Others have advanced
the premise that CCP Inc. is flooding the U.S. and the West with opioids as payback for the
Opium Wars during the mid-19" century.

Of course, the ultimate responsibility lies with the user. And without question the U.S.
has failed both in both drug interdiction and treatment, not only with fentanyl but also with
heroin, opium, and other domestic illegal and legal drugs such as OxyContin. Our unsecured
border makes the situation even worse. But from a law enforcement perspective, we must
examine the source. And according to a 2020 report by the DEA, “China remains the primary
source of fentanyl and fentanyl-related substances trafficked through international mail and
express consignment operations environment, as well as the main source for all fentanyl-related
substances trafficked into the United States.” ! Moreover, increasing Mexican-Chinese
transnational criminal organizations (TCOs) collaboration on crime and money laundering are

significant national security threats to the U.S. homeland.
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Money Laundering Methodologies and Enablers

In my book, China — Specified Unlawful Activities, 1 discuss a number of money
laundering methodologies and enablers with “Chinese characteristics.” (The term Chinese
characteristics is used by the CCP itself). Many examples are given. Collectively, they are
intertwined in the CCP’s business model. Some of the methodologies I explore include Chinese
underground banking or CUBS, capital flight, gambling, real estate, and the use of offshores and
secrecy jurisdictions. Corruption can be both methodology and also a SUA. T also call
corruption “the great enabler” for money laundering. Bribery is part of the CCP Inc. business
model and gameplan. CCP Inc. has taken their domestic corruption and exported it overseas.
The modus operandi abroad is using corruption and “corrosive capital” as instruments of foreign
policy. This is further augmented by “elite capture” and sophisticated influence operations. This
occurs in the United States and against American interests abroad. Other enablers I discuss in my
book include Chinese organized crime, espionage, social monitoring, the promotion of Chinese
control of Free Trade Zones (FTZs), lack of Chinese cooperation with international law

enforcement, and poor Chinese money laundering compliance.

Three methodologies that are part of the CCP business model and directly impact the
trafficking of fentanyl are trade-based money laundering, black- market exchanges, and fei-chien

or flying money. I will provide an explanation of each.

Trade-based money laundering (TBML)

Perhaps the most extensive or widespread form of Chinese (and global) money
laundering comes from “trade-mis-invoicing” or trade fraud. Trade fraud or customs fraud is a
SUA for money laundering. Depending on its form, it can also be a money laundering
methodology. In fact, I believe it is the largest and most widespread methodology for both China

and the world at large. It is also the least understood, recognized, and enforced.

For a detailed examination of TBML, please see my book Trade-Based Money
Laundering: The Next Frontier in International Money Laundering Enforcement, Wiley, 2016
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Most forms of trade mis-invoicing revolve around invoice fraud and manipulation.
Generally speaking, invoice fraud means the contents, description, and/or the value of goods is
deliberately misrepresented. Sometimes this is done to facilitate simple customs fraud, i.e.,
minimize the payment of taxes and duties, avoid currency controls, or move capital or value
offshore. International trade via invoice manipulation is also a very common means used by

criminals and criminal organizations to illegally transfer value across international borders.

TBML is defined by the FATF as “the process of disguising the proceeds of crime and
moving value through the use of trade transactions in an attempt to legitimize their illicit
origins.”*" The key word in the definition is value. Instead of following the money trail via
cash or the electronic bits and bytes of a bank-to-bank wire transfer, with TBML we examine the
shipments of commodities and trade goods. Their sale and transfer—real and fictitious—very
effectively launders money, evades taxes and tariffs, and transfers value between cooperating

parties in the transaction(s).

TBML is very broad. It includes customs fraud, tax evasion, export incentive fraud,
value-added tax (VAT) fraud, capital flight or the transfer of wealth offshore, evading capital
controls, barter trade, underground financial systems such as hawala and fei-chien (the Chinese
“flying money” system), black market exchange systems, and even forms of commercial TBML

such as trade diversion, transfer pricing, and abusive trade mis-invoicing.

For money launderers and terrorist financiers, transferring value via trade goods is
particularly attractive because it generally does not trigger financial transparency reporting
requirements or the filing of financial intelligence or, as it is commonly called in the U.S., “Bank
Secrecy Act data.” Financial intelligence promotes a degree of financial transparency and is our

primary AML/CFT countermeasure.

The most common forms of trade mis-invoicing are:

. Over and under invoice pricing

. Multiple invoicing for the same goods

. Falsely described goods

. Mis-representation of the quantity being shipped
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. Mis-representation of voyage to disguise origin from sanctioned countries
. Mis-representation of shipment origin and voyage to evade customs duties

Most of the above are self-explanatory. But I do want to briefly explain how over and
under invoicing is used to transfer value and launder money, because I will refer to this below

when I discuss the Chinese underground “flying money” system.

The key element of this technique is the misrepresentation of trade goods to transfer
value between the importer and exporter or settle debts/balance accounts between the trading
parties. When an importer and exporter are working together, they can easily manipulate the
invoice to reflect a price that does not adhere to true market value. The shipment (real or
fictitious) of goods and the accompanying documentation provide cover for the transfer of
money. Invoice fraud is generally considered customs fraud. And customs fraud is the primary

predicate offense or specified unlawful activity in TBML cases.

What are the most common invoice scams? First, by under-invoicing goods below their
fair market price, an exporter is able to transfer value to an importer while avoiding the scrutiny
associated with more direct forms of money transfer. The value the importer receives when
selling (directly or indirectly) the goods on the open market is considerably greater than the

amount he or she paid the exporter.

For example, Company A located in China ships one million widgets worth $2 each to
Company B based in Mexico. On the invoice, however, Company A lists the widgets at a price
of only $1 each, and the Mexican importer pays the Chinese exporter only $1 million for them.
Thus, extra value has been transferred to Mexico, where the importer can sell (directly or
indirectly) the widgets on the open market for a total of $2 million. The Mexican company then
has several options: it can keep the profits; transfer some of them to a bank account outside the
country where the proceeds can be further laundered via layering and integration; share the
proceeds with the Chinese exporter (depending on the nature of their relationship); or even
transfer them to a criminal organization that may be the controlling interest behind the business

transactions.
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To transfer value in the opposite direction, an exporter can over-invoice goods above
their fair market price. In this manner, the exporter receives value from the importer because the

latter’s payment is higher than the goods’ actual value on the open market.
Here is a simple way of looking at things:
To move money/value out:
. Import goods at overvalued prices or export goods at undervalued prices
To move money/value in:
. Import goods at undervalued prices or export goods at over-valued prices

Unfortunately, the magnitude of TBML has never been systematically examined by the
FATF, international financial institutions (IFIs) —e.g., IMF or World Bank—or the U.S.
government. Trade-based value transfer is also not closely examined by intelligence, law
enforcement, and customs services. But some academics and non-profits have done very useful

work examining TBML and estimating the extent of the challenge.

In the United States, Dr. John Zdanowicz, an early pioneer in the study of TBML,
conducted research that identified glaring anomalies in U.S. trade data. For example, he found
plastic buckets from the Czech Republic imported with the declared price of $972 per bucket!
Toilet tissue from China imported at the price of over $4,000 per kilogram. Bulldozers shipped
to Colombia at $1.74 each! Why are non-industrial diamonds being exported to France for $2.32
per carat but imported from South Africa for $929,390.82 per carat? Dr. Zdanowicz compares
the declared value of the trade good or commodity against true market value. By examining 2021
U.S. trade data, Dr. Zdanowicz found that approximately $784 billion was moved into the U.S.
via over-valued exports and under-valued imports. China was the trading partner for about $85
billion of the total. Approximately $640 billion was moved out of the U.S. via undervalued
exports and over-valued imports. Approximately $70 billion was moved out to China via suspect
trade. He then compared those numbers to the overall value of U.S. imports and exports. He
found (depending on import or export) approximately 14 to 17% of U.S. trade could well be
tainted by customs fraud and perhaps TBML.**¥
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(The above has serious fiscal ramifications. Examining 2021 U.S. trade anomalies, per
the above, Dr. Zdanowicz estimates that the U.S. Treasury lost about $640 billion of taxable
profits due to trade-based tax evasion and TBML.*™"! The same type of trade fraud revenue loss

occurs in every country.)

China is the world’s largest trading nation. In 2019, the total value of Chinese exports
worldwide was $ 2.5 trillion. The total value of Chinese imports was a bit over $2 trillion.*"!! In
2021, according to CCP Inc.’s own numbers, even factoring in the worldwide pandemic, China's
foreign trade volume hit a record high of $6.05 trillion.™"iil So, if we use a very conservative
estimate that only ten percent of trade is suspect, mispriced, or related to forms of trade fraud,
that could mean that suspect and possibly illicit Chinese trade is approximately $600 billion a
year and could very easily be much higher than that!

By its volume and sheer dominance of international trade, Chinese actors are assuredly
involved with a massive amount of trade fraud. In addition, trade also masks money laundering
methodologies and value transfer schemes that are instrumental in the trafficking of fentanyl and

other forms of contraband.

Black Market Exchanges

Illicit proceeds are the catalyst driving the tragedies surrounding the unsecured U.S.
border. Yet few realize the quiet ascendency of Chinese money launderers. They are displacing

Colombians and Mexicans.

Although various schemes are used to launder illicit proceeds from the sales of narcotics
in the United States, for years the preferred methodology has been the Black-Market Peso
Exchange (BMPE). It is arguably the largest and most effective money laundering methodology
in the Western Hemisphere. The evolution of the BMPE is an excellent case study of how
international criminal networks adapt and how CCP Inc. has incorporated this form of TBML

into its business model.
Ironically, the BMPE was not created to launder drug money. In 1967, Colombia
enacted regulations that strictly prohibited citizens’ access to foreign exchange. Colombian
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merchants who wanted to import U.S. trade goods — for example, John Deer tractors, Bell
helicopters or Marlboro cigarettes — through legitimate banking channels had to pay stiff
surcharges above the official exchange rate. To avoid these steep add-on costs, importers often
turned to Colombian underground peso brokers, from whom they could buy U.S. dollars on the

black market for less than the official exchange rate to finance their legitimate trade.

By the 1980s, the underground peso situation was taking on a new dimension. As U.S.
cities found themselves awash in Colombian cocaine, narco-traffickers and cartels were faced
with a logistical problem. They had to devise ways to launder and repatriate approximately 20

million pounds of U.S. currency they annually accumulated in North America.

The criminal organizations found a partial solution in the first law of economics. Supply

met demand in the form of the BMPE.

Consider a Colombian drug cartel that has sold $3 million of cocaine in the United States.
A representative of the cartel sells these accumulated dollars to a Colombian peso broker at a
discount. The cartel is now out of the picture, having successfully sold its drug dollars in the

United States and, in return, obtains pesos back in Colombia.

To complete the BMPE cycle, the peso broker must take two more steps. First, he directs
his representatives in the United States to “place” the purchased drug dollars into U.S. financial
institutions, using a variety of techniques designed to avoid arousing suspicion or triggering

financial intelligence reporting.

Second, he takes orders from Colombian businesses for U.S. trade goods, arranging for
their purchase using the laundered drug money he owns in the United States. Some businesses
should know better. Via “willful blindness,” they don’t ask the questions they should. The

broker has laundered the $3 million in drug money he purchased from the drug cartel.

This money laundering methodology was so successful that the Colombian BMPE
became the premier money laundering methodology in the Western Hemisphere in the 1980s,

1990s, and the first decade of the 2000s.
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In 2014 there was a turning point. A large law enforcement investigation called Operation
Fashion Police showed how Los Angeles—based garment dealers took U.S. drug money and

exported their product not to Colombia but to Mexico.

In addition, some of the clothing exporters mixed customs fraud into the BMPE
conspiracy. “Made in China” labels were removed from thousands of imported garments. The
fraud saved the co-conspirators from paying taxes on the “Made in China” imports because on
paper they appeared to be “Made in the USA,” and exempt from customs duties under the North
American Free Trade Act (NAFTA).

Once again, with the Mexican BMPE, the proceeds from narcotics trafficking stay on the
U.S. side of the border. The same is now true with the cartels’ U.S. involvement in human
trafficking, trade in opioids, kidnapping, stolen cars, and other illegal activities. In return, trade

goods are shipped to Mexico.

About five to ten years ago, the BMPE shifted focus once again. Now, investigators are
finding that Chinese manufactured goods are becoming favored instruments in the BMPE and

that similar BMPE financial systems are found around the world.

In 2000 bilateral trade between China and Mexico was about 1 billion dollars. By 2021,
trade between China and Mexico topped 100 billion dollars. Mexican authorities have said that
the surge has allowed drug cartels and their money launderers to piggyback on this burgeoning

trade relationship.™* Some of the piggybacking includes TBML, value transfer, and the BMPE.

Fronts for Mexican drug trafficking organizations use illicit proceeds to buy container
loads of cheaply made Chinese goods. Using the TBML technique of over-invoicing discussed
above, low-quality Chinese manufactured items are made to appear on paper as being worth

significantly more. Payment for the goods is sent out of the country. That’s the wash.

We see the result of this in our cities and towns but we don’t recognize or understand
what is going on. Massive quantities of cheaply manufactured Chinese goods including
counterfeits are found in black markets as well as souks, bazaars, marketplaces, dollar stores,
Mom and Pop shops, swap meets, street kiosks, “China shops,” and warehouse stores around the

world.
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In some cases, brokers under-invoice Chinese products. A variety of goods including
electronics, garments, small household appliances, are purchased, imported, and sold in many
“China shops” and on the black market in countries around the world. Via this form of value
transfer, funds are used to buy contraband including drugs, ivory, endangered and illegal wildlife
and their parts, and heavily regulated flora and food items that are later shipped to China. This is
why I noted earlier in my testimony that the CCP business model and its involvement with

various SUAs are intertwined and cannot be examined in isolation.

The BMPE has evolved further still as Mexican and other foreign national buyers and
brokers travel directly to China to place orders for the goods or they avail themselves of e-
commerce brokers to purchase consumer products that are made in China. Generally speaking,
Chinese merchants also practice willful blindness. They do not conduct customer due diligence

and do not care if they are being paid with illicit proceeds.

Chinese organized crime has entered the mix. Chinese actors working with the Mexican
cartels have pioneered the growing use of “mirror accounts” or “mirror swaps” to launder the

proceeds of crime.

With “swaps,” Chinese brokers often working with Chinese organized crime groups and

the cartels identify Chinese/American cash intensive businesses that are willing to cooperate.

How do the swaps work? The Chinese/American businessperson receives the drug cash
from the Chinese broker working with the cartels. The business later “places” the proceeds of
crime into its revenue flow and represents the drug cash as legitimate proceeds from the
business. Or, the cash is used to assist other Chinese that want to circumvent Chinese capital

flight restrictions and, for example, purchase U.S. property, housing or other high-ticket goods.

Meanwhile, these complicit businesses are asked to transfer a designated amount of
money through Chinese phone apps to accounts based in China. Using a currency converter app
on a smartphone, the participants agree on the exchange rate between the U.S. dollar and the
Chinese yuan. Once the money is offshore in China, the value can be further re-routed to

Mexico or elsewhere per the instructions of the cartels.

It's called a “swap” because the participating businessperson takes possession of the drug

cash, while simultaneously transferring the equivalent in Chinese yuan from his/her account in
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China to the account provided by the broker. Of course, the Chinese/American businessperson

also receives a commission.

During the original Colombian BMPE, the average commission for the black-market peso
broker was about 15%. The Chinese are doing it for 1 to 2% on average.™* And the speed is
almost instantaneous. For the traffickers, the big plus is that the Chinese organized crime groups

involved absorb all the risk. The cartels know they will get paid.

Communications are generally accomplished via Chinese apps such as WeChat. Law
enforcement is reportedly challenged to monitor the communications and monetary transactions.
Yet the same transactions are easily monitored by the platforms involved as well as Chinese
intelligence entities. Mirror swaps also avoid U.S. financial intelligence reporting requirements

— our primary anti-money laundering countermeasure.

I discuss Chinese espionage and Chinese organized crime in my book China — Specified
Unlawful Activities. 1believe China’s 2017 National Intelligence Law is pertinent to “swaps”
and the use of Chinese/American businesses. The Law requires Chinese organizations and
citizens, wherever they are in the world, to support, assist, and cooperate with PRC intelligence

services.

Fei-Chien or Flying Money

Chinese underground finance or alternative remittance systems are primarily used to
remit wages from the Chinese diaspora back to the homeland. Authorities have no wish to
interfere with hard-working immigrants sending money “back to the home country” to help
support extended family in China. Most of these money transfers are perfectly benign.
Unfortunately, these low-cost and highly efficient financial systems are also abused by criminals
to move, transfer, and launder illicit proceeds. Increasingly, the transfers are multi-directional.
The system is very attractive to criminals because by its very nature it is opaque. Generally
speaking, U.S. law enforcement does not understand or recognize Chinese underground finance.
There are few trails for authorities to follow. Chinese underground finance or alternative

remittance systems also avoid government scrutiny, taxes, and traditional countermeasures such
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as the filing of financial intelligence reports. Chinese flying money is used primarily in the

layering stage of money laundering.

It is believed that fei-chien, sometimes known as “flying money,” was started during the
T’ang Dynasty (618 to 907 AD).** At the time, there was a growing commodity trade within
China. Some historians believe it was the rice trade and others the tea trade that were the
catalysts for this new financial system. Ironically, as opposed to modern day practices, the
transfer schemes were not invented as underground methods of payment transfers, but were
rather systems devised by the government to facilitate taxation. Merchants sold their goods and
then brought their revenues to provincial “memorial offering courts.” The government collected
taxes. In turn, the merchants were issued certificates for the remaining value of the commodity
sales. When the merchants returned to their home provinces, they would present the certificates
to the provincial government for payment. Interestingly, some scholars believe these certificates
were the forerunner of the paper banknotes that appeared during the Song dynasty (960 — 1279
AD). The fei-chien system became an efficient way of payment. Completing transactions in this
way spared both the merchants and government the risk of transporting large sums of money and

ensured all parties to the transaction would get paid.

Over the centuries, the fei-chien system continued to evolve. Chinese workers
increasingly began to migrate to remote provinces, and then overseas. The Silk Road trade
between China, Central Asia, and Europe created a demand for brokers at the ends of the major
trade routes who were prepared to settle each other’s debts. Negating the need for physical
currency or gold to travel was an important security consideration. In addition, families back
home needed financial support to maintain their livelihoods. Expatriate Chinese businesses
began to develop side businesses of remitting money back to China. The international Chinese
diaspora spread this indigenous financial system further still. Today, modern Chinese businesses
as well as “Chinatowns” and “China shops” and Chinese organized criminal groups are found
around the world. So too is Chinese flying money. Chinese underground banks are a new
iteration of an age-old financial system, re-purposing informal value transfer techniques for

today’s world.

Strong Chinese family bonds are incorporated into “guanxi,” which is an overarching

social system of rules that govern relationships and social behavior. Guanxi is the guarantor of
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both secrecy and the integrity of the parties to the transaction. Those who violate its prescriptions
find themselves as social outcasts, essentially shunned in all circles. Guanxi is an integral
component of fei-chien. In other words, similar to hawala and other better known indigenous
informal value transfer systems, an essential element is trust. The trust is based on family, clan,
social mores, friendship, and culture. As a result, it is very difficult for outsiders to penetrate the

fei-chien underground financial networks.

Let’s use a simple scenario to illustrate how Chinese flying money works: Wang in
Guangdong province wants to send 200,000 Chinese renminbi (RMB) to his brother in New
York City. Wang wants to protect his hard-earned money by investing in dollars and the United
States. He uses a series of underground flying money transfers to avoid the PRC’s tight capital
restrictions. Wang gives the Guangdong “flying money” broker the RMB and in turn receives a
code number. He trusts the broker as they have a familial relationship. The “flying money”
broker in Guangdong directs his counterpart in New York (perhaps a member of the same
family) to pay the equivalent in U.S. dollars (approximately $28,000) upon presentation of the
code. The code could be transferred in a telephone call or a message contained in an e-mail or
perhaps the Chinese messaging system, WeChat. Not many years ago, a playing card or a portion
of a currency note with a specific chop, marking, wax seal, or other physical sign would be
presented to the broker as a sign of authentication. If it is a recurring transaction, codes aren’t
necessary. Upon receipt, the New York “flying money” broker pays Wang’s brother in New
York City. The RMB did not physically leave China. The dollars were already in the U.S.
Similar to hawala, the system can be described as “money transfer without money movement.”
xxil Wang’s brother safeguards the $28,000 and following transfers. His brother’s capital is now

in the United States and authorities are none the wiser.

Money and value are also sent back to China. Like all immigrant groups, Chinese send
money back home to help support their families. The same fei-chein brokers are involved. Even
though “flying money” largely operates on trust and community ties, the brokers are in business
to make money. Occasionally they have to settle accounts. Transactions are multi-directional.
Using the above example, the New York broker might be running a deficit or a surplus with his
counterpart in Guangdong. Various methods are used to settle accounts including banks, cash

couriers, online payment services, mirror accounts, and trade-based value transfer.
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Surplus credits could also be used by a client unrelated to the original transaction(s). For
example, credits could be used for the purchase of foreign real estate. For a fee, the client that
wants money outside China pays RMB in China to a flying money broker and receives credit in

the desired foreign location in local currency.

One of the most popular methods of getting RMB or yuan out of China involves finding a
willing foreign contact who would like to set up a private exchange for Chinese RMB. Flying
money networks are sometimes used but so are informal personal networks and business
associates. For instance, the overseas person puts their dollars into an account in Hong Kong or
Singapore belonging to the Chinese individual. The Chinese individual in China puts the Chinese
RMB in an account in Beijing that is connected with the overseas investor who wants the money

in China.

What is often overlooked in hawala, flying money, and other informal underground

financial systems is that historically and culturally trade is most often used in the settling of

accounts between brokers. Recall the discussion of trade fraud, value transfer, and TBML. Of

particular relevance is the section on over-and-under invoicing. Trade-based value transfer has
been used as an efficient and effective settlement system for thousands of years. Most “flying
money”’ brokers are directly involved or associated with trading companies - especially now that

China is a global economic and trade power.

How do the “flying money” brokers profit? Although commissions are paid to the
brokers at both ends of the transaction, the fees are less than banks or traditional money remitters
such as Western Union charge. In comparison to large brick-and-mortar banks and money
transfer chains, expenses are small. Often the brokers use legitimate businesses as fronts. The
businesses include restaurants, “China shops,” and trading companies. Of course, in the
underground remittance segment of their business they skirt regulations and taxes. In the United
States, the flying money brokers are technically classified as a money service business (MSBs)
for the purposes of registration, licensing, and reporting financial intelligence. They must
register with FinCEN and be licensed in 48 of the 50 states. They are also supposed to file

financial intelligence. They do not comply.
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After the September 11 attacks in the United States, law enforcement and intelligence
agencies began to focus on hawala and its links with terror finance. As a result, hawala has
received much worldwide attention and notoriety. There have been a number of successful
investigations into how hawala is misused by criminals and terrorists. Because of the worldwide
Chinese diaspora, I believe the magnitude of “flying money” is larger than hawala. Together,
underground remittance systems could be valued at over $1 trillion per year. il The important
point to note is that both of these culturally-based systems are efficient and historically and

culturally rely on trade-based value transfer.

I have the utmost admiration and respect for these underground financial systems. They
are fast, efficient, reliable, functional, and provide much needed low-cost financial and
remittance services for millions of people around the world. The primary drawback, of course, is
that criminals take advantage of the systems’ opaqueness and anonymity. Flying money is used
to launder the proceeds of crime. These “underground,” “parallel,” or “alternative remittance
systems” are very difficult for law enforcement and intelligence services to monitor. Most law
enforcement at the federal, state, and local levels are not even aware of the existence of flying

money. There are very few investigations.

Recommendations

CCP Inc.’s criminal activities are increasingly exposed. I believe CCP Inc. is vulnerable
via a systematic and coordinated law enforcement approach. The following suggestions are
offered in no particular order or priority. Most of them focus on law enforcement and related
topics. I have made recommendations for combatting individual SUAs and money laundering
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methodologies elsewhere.
Investigate, Prosecute, and Convict Criminals
It all comes down to enforcement.

There are a large number of academic, think-tank, non-profit, and journalistic exposés of
CCP Inc. criminality. As noted previously, they generally examine one case or perhaps study one

SUA but do not examine the totality of CCP Inc. transnational crime and the corresponding CCP
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Inc.-centric money laundering methodologies. Nevertheless, these studies educate diverse
communities around the world and are helpful. Unfortunately, scholarship does not solve the

problem.

With a few exceptions, we have the laws, rules, and regulations that are necessary to
investigate, prosecute, and convict CCP Inc. actors involved with transnational crime and money
laundering. U.S. federal criminal investigators have the resources to make cases that
meaningfully target China’s corruption and criminality by investigating, prosecuting, and
convicting criminals. We have the ability to follow the illicit money and value trails and take
away the criminals’ proceeds of crime. The civilized world is predicated on the rule of law, equal
justice and holding wrong-doers accountable. Unfortunately, when it comes to CCP Inc. what is
missing is political will, policy, consensus, mandate, and an articulated mission. Enforcement is

the key.
Develop a U.S. Law Enforcement Strategic Plan Focused on CCP Inc. Crime

Every U.S. government department and agency has a mission statement. They have a
number of strategic plans, five-year plans, performance goals, etc. Most importantly, the plans
are used to allocate funding and resources. (Unfortunately, these five-year plans are seldom
reviewed five years later. The failures in achieving the articulated goals are rarely noted and
those responsible for the failures are never, I repeat, never held accountable.) Having a strategic
plan is simply how government bureaucracies work. We do not have an all-encompassing law
enforcement-oriented strategic plan to confront PRC-focused crime in the United States and

abroad. We need one.

In February 2022, the “China Initiative” targeting CCP Inc. crime—particularly
espionage and IPR theft—was cancelled. That same month, the FBI’s Director Christopher Wray
said that Chinese spying had become so prevalent in the U.S. that on average, the FBI was
opening on average two counterintelligence investigations a day, with more than 2,000 such
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cases already underway.

As disappointing as the cancelation of the China Initiative was, even still the emphasis
on just one or two SUAs is not enough. In addition, an effective strategic plan should not fall

under the purview of one government department or bureau. CCP Inc. criminality is extensive
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and wide ranging. There are multiple SUAs that demand attention. Crimes should be looked at as
parts of a whole. The target should be considered an on-going criminal enterprise. The totality of
CCP Inc. transnational crime and money laundering needs to be understood. These transnational
crimes cut across the mandates of several U.S. intelligence, law enforcement, and regulatory
agencies. Therefore, I encourage the current administration to review its policies vis a vis CCP-
affiliated criminality. Perhaps Congress via the power of the budget and executive branch
oversight could mandate a U.S. government-wide law enforcement oriented strategic plan that
investigates and holds accountable those involved with CCP Inc. transnational crime and

corruption.
Establish CCP Inc. Task Forces

In the United States, the FBI has the mandate to pursue most of the CCP Inc.’s SUAs,
money laundering methodologies, and enablers found in the United States. The criminal
networks also have overseas ties. Fortunately, the FBI has 63 legal attaché offices—commonly
known as legats—and more than two dozen smaller sub-offices around the world, providing
coverage for more than 180 countries, territories, and islands. Other federal agencies and
departments as well as state and local law enforcement offices have roles to play as well. Some,

like the DEA and ICE, also have a large overseas presence.

According to FBI Director Christopher Wray, China poses the biggest threat to the U.S.,
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more than any other nation. Wray has made numerous statements about the dangers of
Chinese espionage and IPR theft. The wide variety of other SUAs do not receive enough
attention by the Bureau. There is also a general lack of understanding within the FBI of TBML
and how it impacts so many crimes including China-centric money laundering methodologies.
All of the above, and many other methodologies and enablers with “Chinese characteristics” are

part of the CCP Inc. business model.

Over the last decades, U.S. law enforcement has enjoyed considerable success
establishing task forces comprised of federal, state, and local law enforcement. There may be
concurrent jurisdiction when, all at the same time, a crime is a violation of federal, state, and
local law enforcement. Task forces typically focus on terrorism, organized crime, narcotics,

gangs, and human trafficking. Some of the best-known national task forces are the Organized
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Crime Drug Enforcement Task Forces (OCDETF) and the Joint Terrorism Task Forces (JTTFs).
The Director of National Intelligence and other U.S. intelligence agencies often assist the task

forces in gathering and analyzing intelligence related to national security threats.

I propose establishing new task forces comprised of federal, state, and local law
enforcement that specifically target the CCP Inc. threat domestically. And, understanding and
adhering to the constraints posed by venue and jurisdiction, investigate the Chinese criminal
presence overseas. This must be done in concert with our partners. Foreign investigations should
include Chinese triads’ involvement in illicit trade in ports, FTZs, BRI projects, transnational
crime of all sorts, cross-border money laundering operations, and corruption. Per the above,
certain CCP Inc.-backed crimes are currently being investigated—for example, espionage and
IPR theft. But, once again, we need an understanding of the “totality” of what is going on
including the relationships between criminal networks and their enablers engaged in a variety of
SUAs. We need to focus on uniquely Chinese ways of laundering money and transferring value.
We have to better understand the relationship between the government of China, its intelligence
services, and organized crime. An isolated FBI field office or even a task force dedicated, for

example, solely to narcotics trafficking is not going to be able to do that.

The new China Inc. task forces should be directed by Assistant U.S. Attorneys that have

an aggressive approach but fully adhere to the law and respect and safeguard civil liberties.
Really, Truly, Finally Go After the Money

U.S. law enforcement has consistently talked about the importance of “following the
money” and taking away the proceeds of crime from criminals and criminal organizations. Yet in
practice those self-evident goals have not been emphasized. To take just one notorious example,
in our “War on Drugs” our efforts have been concentrated on interdicting the participants and the
products. Another strategy the DEA and other law enforcement organizations pursue is to go
after the “kingpins” or the leaders or heads of criminal organizations. The strategy is to
decapitate the boss of bosses and kill the organization. A further tactic is to go after the low-level
participants—the street-level dealers and the mules and follow them to the top of the
organizational structure. However, the most common counter measure of all is to go after the

product, from bags of fentanyl and opioid products smuggled across the border to tons of cocaine
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seized on the high seas. The history of the drug wars over the last 30 years has shown that none

of these tactics have been effective.

Having been in federal law enforcement, I’ll tell you the truth: We go after the
participants and the product because it is far easier than going after the money. Also, the product
is not just drugs. It similarly holds true for human beings in trafficking networks, counterfeit
goods, illicit tobacco, wildlife trafficking, etc. All of the above and many more are SUAs for
CCP Inc. money laundering. Criminals do not traffic in drugs for the sake of drugs or any other
illegal good or service. They engage in crime for the money. Following the money trail and
taking away proceeds of crime will hurt the criminal organization far more than a prison term or
a seizure of contraband. Our emphasis on product and participants has led to failure. But the law
enforcement bureaucracies persist in their efforts primarily because of careerism, bureaucratic
culture, and lack of imagination. In order to change that paradigm, we need to emphasize the
money and value trails including in the trade, cyber, and digital arenas. In other words, we must
target and prioritize the proceeds of crime. To make that happen, we have to change the
incentives and the culture of the law enforcement bureaucracies. I have written about this
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important topic elsewhere.
Civil Forfeiture

I have little expertise in international law. I am not an attorney. So, the following is
simply an idea that could be explored by victims of CCP Inc. criminal actions including the

trafficking of fentanyl.

Sovereign immunity is a long-standing doctrine that grants immunity to a foreign country
against the jurisdiction of the courts in another country. There have not been many exceptions to
this principal, yet there may be one that is relevant to our situation with China. The 1976 Foreign
Sovereign Immunities Act, or FSIA for short, presents the legal context that allows individuals or
organizations to bring a civil lawsuit against foreign states or their representatives as well as
foreign organizations. FSIA lists procedures to be followed when suing a foreign country as well
as how assets are to be attached for international debt recovery purposes. It is still quite difficult
under FSIA and international law to hold foreign countries liable for criminal offenses; however,
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there are exceptions. Some of these include:
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. When a foreign state conducts commercial activities in, or when those activities directly

affect the United States
. When there’s a dispute over property taken in violation of international law

. When monetary damages against a foreign country are sought for loss of or damage to

property, death, or personal injury resulting from its tortious conduct in the United States

For example, fentanyl and its precursors are produced in China. CCP Inc. could seriously
crack down on the production, advertising, sales, and distribution of fentanyl and other opioids
and their precursors. It chooses not to. An aggrieved plaintiff in the United States, perhaps the
parent of a son or daughter that is a victim of fentanyl, working with an aggressive attorney,
could bring a case against the PRC under the FSIA exceptions. Perhaps it could be a class action
lawsuit. The same reasoning could hold under CCP Inc.’s peddling of dangerous counterfeit
goods in the United States as well as IPR theft, toxic foods and medicines, and possibly other

crimes.

The evidence is becoming increasingly clear that Covid-19 was developed in a lab in
Wuhan. At the time of the time of Covid-19’s release, domestic flights in and out of Wuhan
were shut down. International air travel was allowed to continue. The policy spread Covid-19
around the world. Perhaps, one day China could even be held accountable for the development

and intentional international spread of Covid-19.

It's currently impossible to go after China-based assets of criminal actors involved in
illegal trade. However, there are plenty of Chinese assets in the United States. According to FBI
Director Christopher Wray, “Effectively all Chinese companies are in the pockets of the Chinese
Communist Party (CCP). . .those [companies] that aren't owned outright are effectively beholden
to the government all the same, as Chinese companies of any size are required to host a
Communist Party cell to keep them in line.... almost like silent partners."*** Therefore, since
CCP Inc. is an authoritarian state and ultimately all assets belong to the government that
condones criminality, in theory, CCP Inc. assets could be subject to civil asset seizure and

forfeiture.

Formulate Intelligence Collection Taskings
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I am out of the U.S. intelligence and law enforcement communities now, but it appears
the concerned bureaus, agencies, and departments are for the most part ignorant about the totality
of CCP Inc. transnational crime and, in particular, money laundering methodologies. This will
only change when policymakers make it a matter of import. I urge the President of the United
States to task the Office of Director for National Intelligence to include in the National
Intelligence Priorities Framework (NIPF), and through Intelligence Community directives, to
have the Central Intelligence Agency (CIA), National Security Agency (NSA) and other
applicable intelligence agencies develop intelligence reporting requirements for HUMINT and
SIGINT and other collection means that target Chinese transnational crime and money
laundering globally. I further urge the release of unclassified overlays of global illicit markets
with significant Chinese corruption and criminality (e.g., BRI). Within classification guidelines,
criminal investigators should be given access to the finished intelligence products to assist them

in their targeting and investigations.
The FATF Should Name and Shame China

In the world of anti-money laundering/counter-terrorist financing (AM/CFT), it is the

Financial Action Task Force (FATF) that makes things happen.

The FATF was created in 1989 by the G-7 to combat international money laundering.
The FATF is an international AML/CFT policy making-body. It does so primarily through its 40
recommendations and periodic mutual evaluations that ensure countries adhere to the
internationally accepted AML/CFT guidelines. I have been directly involved with the FATF in
its annual plenary meetings and the mutual evaluation process serving as a law enforcement
“expert.” While the FATF, and FATF-style regional bodies, have done much good and have
been highly successful in bringing attention to the scourge of international money laundering, the
FATF has simply not fulfilled its original mission—curtailing international money laundering.
What is not openly discussed is that by the “metrics that matter,” i.e., money laundering
convictions and asset forfeiture, over the last 30 years our efforts have been disappointing. As
Raymond Baker, the Founding President of Global Financial Integrity said, “Total failure is just
a decimal point away.”*! Money laundering enforcement has failed both in the U.S. and around

the world. The reasons are many and I have written about them elsewhere.*!
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Internationally, one reason for failure is that the FATF 40 Recommendations and mutual
evaluation process have evolved into a procedural box checking exercise. The boxes reflect
debate about whether or not a country is “compliant” with a recommendation/s. What’s lost in
the discussion is the original founding intent of the FATF and the effectiveness of AML/CFT as
measured by the metrics that matter. Moreover, countries are afraid of being put on the FATF
“blacklist” (something that doesn’t really exist) because of bad publicity and international risk,
ratings and credit concerns. So, in response to FATF pressure, countries often pass legislation or
create rules or make promises to get the FATF off their back. This is all well and good.
Unfortunately, I have seen in my career that after the evaluation process and the checking of
boxes some countries soon go back to business as usual. Countries posture and make promises.
However, they don’t have the political will to use their own initiative and truly combat
AML/CFT. And, unfortunately in the arena of combating international money laundering, we are
only as successful as the weakest link. The Peoples Republic of China is a classic example of a

very weak link. There are others.

In the most recent 2019 FATF mutual evaluation of China, none of the issues raised in
this testimony were addressed. In my opinion, the mutual evaluation was simply another box
checking exercise with political overtones if not unspoken pressure (China held the presidency of
the FATF during the evaluation process) that did nothing to confront CCP Inc.’s involvement

with transnational SUAs and money laundering.

As I state in my book China — Specified Unlawful Activities, measured by SUAs and
China-centric money laundering methodologies and enablers, CCP Inc. represents the greatest
money laundering threat in the world. Thus, despite China’s latest mutual evaluation report, I
urge the U.S. FATF delegation to build consensus within FATF to “name and shame” China.
Other like-minded delegations should join the call. The same should happen in the FATF-style
regional bodies of which China is a member — the Asia Pacific Group and the Eurasian Group on

Money Laundering.

The FATF Should Create a New Recommendation that Specifically Addresses TBML

I have written about this elsewhere,*!! and have also addressed it in previous

Congressional testimony, but the international community will never seriously make progress
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against trade-based money laundering (TBML) and associated crimes such as black-market
exchanges and flying money unless and until the FATF creates a new recommendation that
specifically addresses the issue.*! Trade fraud is a very significant SUA for money laundering.
Depending on its varied forms, TBML can also act as a money laundering technique or
methodology. I believe it is the largest and most prevalent of all the money laundering
methodologies. Moreover, trade fraud and TBML are inextricably intertwined with many of the
CCP Inc. criminal activities and money laundering discussed. It has become part of CCP Inc.’s
business model. It is time the FATF addressed the issue and create a specific anti-TBML

recommendation.
Control the Border

Controlling the border is the single most important countermeasure to combat the scourge

of fentanyl, human trafficking, money laundering and other related criminal activity.
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Abstract - The Golden Shield Project aka the Great Firewall
of China is one of the most popular and vital information
security and censorship technology project that is being used
very strictly and extensively in the country since 2008. The Great
Firewall has been preventing Internet users in China from
visiting many foreign websites for one reason or the other and
blocking them completely. This particular firewall implements
information access control through some stringent security
policies and takes the responsibility of controlling and censoring
the flow of data. The Great Firewall makes China one of the
strictest countries in the world when it comes to the internet
freedom of the netizens residing in the mainland. In this paper,
we will focus on the development of the Great Firewall that
includes the timeline of its development, the censorship policy
used for its implementation, its effects and the principles behind
the technology used for its application. We will discuss where it
stands after a decade of its implementation. We will also present
a study of techniques like using a VPN to circumvent the heavily
monitored firewall. These circumvention techniques have
become very popular in the mainland because of severe
information censorship. With this research, we aim to offer a
clear understanding of the Great Firewall to the people from
across the world.

Keywords - Great Firewall, Firewall, VPN, Access control,
Censorship, Circumvention

I. INTRODUCTION

The ‘Golden Shield Project’ of China started in 1996, but
its actual implementation happened in 2008. [1] The foreign
media calls it “The Great Firewall’ to indicate the seriousness
and extent of the information block it poses on the entire
country. According to the definition of the Chinese
government, the intention behind the Golden Shield Project is
only to filter and censor wrong information originating from
outside of China to protect the society from its influence. From
the time of its inception two decades ago, the project has
evolved and turned into a highly secure, heavily monitored
system which is very well described by the term, ‘the Great
Firewall’ as it mesmerizes the rest of the world. The most
significant side effects of the Great Firewall implementation
can be seen from the fact that some of the most popular social
networking apps and websites in the world like Facebook,
YouTube, Twitter, WhatsApp, and Instagram are all blocked in
the mainland.

A decade has gone by since the Golden Shield Project has
been officially implemented in the country, and there is no sign
whatsoever of it being removed shortly. The government and
the local citizens believe that the Great Firewall contributes to
stabilizing Chinese society, both online and offline.

The Great Firewall is not only a powerful political tool but
also an exquisitely designed network security program.
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However, at the same time, it also brings endless worries to
some people, especially those who live in China and have to
communicate with people from other countries for personal,
business, or academic purposes. To scale the wall, they turn
towards using VPN applications, which are not necessarily
cheap, safe, and stable. From time to time, there is always a
government crackdown on VPN sellers and users, causing
many issues for everyone involved.

To help people in getting a full understanding of the Great
Firewall, this paper researches its development process and the
technology behind it. The paper is structured as follows:
Section I introduces the topic. Section II presents the related
work. In section III, the development of the Great Firewall and
the network censorship situation in other countries of the world
are discussed. In section IV, the paper talks about the
technology behind the Great Firewall. This includes the
discussion of the kind of technical methods adopted and the
methods implemented during the last two decades. The
technology behind VPN is introduced in section V while
various conditions concerning the privacy and security issues
in using VPN for circumventing the censorship is listed in
section VI. In section VII, the paper presents a survey result on
local people’s view on the Great Firewall and VPN to show
how well they know about the network censorship in China
and whether they can protect themselves from all kinds of
online attacks and information theft that happens while they
are trying to scale the wall. Finally, we present our conclusion
in section VIII and discuss the future works that can be carried
on by someone interested.

II. RELATED WORK

During the research for this paper, we found that the
already published articles on this topic mostly focus on various
aspects of the Great Firewall individually. Some of them focus
only on the technology, some only on cultural and social
impact and some only on the issues related to the local laws
and policy.

Hounsel, Mittal, and Feamster [10] use natural language
processing and search engines to automatically discover a
much more extensive range of websites that are censored in
China. They focus only on keyword blocking technology,
which is just one aspect of the techniques used behind running
the Great Firewall.

Stevenson [12] examines the methods of internet
censorship employed by China and other nations and proposes
a novel combination of existing legislative proposals,
recommendations from the Electronic Frontier Foundation, and
international cooperation as the best way to address the
problem of internet censorship. It provides background
information about legal and economic trade for our paper.
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Farnan, Darer and Wright [17] considers the legitimate
responses from the DNS servers themselves and present the
argument that this type of attack may not be primarily targeted
directly at users but at the underlying DNS infrastructure
within China. However, the evidence they present needs more
experimental data for the verification of their argument.

Zhang et al. [22] talk about secured VPN technology, but
we have extended the idea of using VPN technology
specifically as a countermeasure to the Great Firewall.

In this paper, we discuss the development of the Great
Firewall for over ten years from the technology to the
government policy behind it. We have also analyzed some of
the significant loopholes of the Great Firewall that other
published papers on this topic have not mentioned. We have
also connected the Great Firewall and its effects to its
countermeasure, known as VPN.

III. THE DEVELOPMENT OF THE GREAT FIREWALL

3.1 The Timeline of the Great Firewall

The Great Firewall is the nickname, which the western
media gave to a sub-system of the Golden Shield Project in
1997. The Golden Shield Project also called as ‘National
Public Security Work Informational Project,” is a project that
includes security management information system, criminal
information system, exit and entry administration information
system, supervisor information system and traffic management
information system. This nationwide network-security
fundamental constructional project was started by the Central
Cyberspace Affairs Commission of the People's Republic of
China. [33]

The Internet first arrived in China in 1994. As the
availability of the Internet gradually increased with time, it
became the most common communication platform and tool
for trading information like everywhere else in the world. [15]
With the Internet, also came the western ideologies, which the
government was reluctant to embrace. Hence, the birth of the
Golden Shield Project.

The entire project was implemented in different phases.
The main tasks of the first phase (1998-2006) of the project
were the construction of the first level, second-level, and the
third-level information communication network, application
database, shared platform. The second phase was initiated in
2006, which took only two years to complete. It was mainly
focused on enhancing the terminal construction while trying to
formalize public security work. [13]

To increase the final construction, along with the public
security business application system, the Chinese government
started the phase II project in 2006. Compared to phase I,
phase II emphasized more on information application types of
the public security business and public security information.
The primary goals of phase II included the application system
construction, system integration, the expansion of information
center, and information construction in central and western
provinces of the country. With the completion of phase II in
2008, internet censorship in China became more powerful than
ever [13]. Table 1 shows a brief timeline for this project.
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TABLE 1. THE TIMELINE OF THE GREAT FIREWALL IN CHINA

Year Major Events
1996 The Great Firewall was first set up
The services of keyword screening and sensitive words masking were
2004 . )
introduced by Cisco.
2004 Wikipedia got blocked for the first time (It is accessible now) [4]
2007 YouTube launched Hong Kong substation, and somehow its use in
Chinese mainland started being blocked.

2008 Facebook got blocked
2009 Twitter got blocked

Google claimed that it was attacked by Chinese hackers because it
2010 refused to allow the Chinese government to control its server in

Beijing. A few days later, Google was blocked.

2014 Instagram was blocked.
2015 All foreign websites with a domain name co.jp are blocked

Table 2 shows some most common types of information
that are censored online. [9]

TABLE 2 CHARACTERS OF FILTERED INFORMATION
Classification Example

Politically Sensitive Information Facebook\Twitter\New York Times

Pornographic Information Baidu.jp

Online scams and other crimes Some online gambling websites

3.2 The Technology Development of the Great Firewall

This section talks about the four stages of technology
developments of the Great Firewall from 1998 to 2018.

1). First stage: The Golden Shield blocks domain names and
IP addresses

The first generation of the Golden Shield project proposed
an internal filter that blocked specific domain names and
server’s IP addresses. A multi-level system was implemented
to track Internet users who violated the rules. As a result, all
Internet cafes in the country are required to install surveillance
software either provided or approved by the local police. This
system monitors traffic on all computers in the café, including
the screens of each user. The system also has direct access to
the policy network system. Users at Internet cafes are required
to present their ID cards before they can access the Internet. If
a violation occurs, the Internet cafe owners will submit their
personal information to the local police immediately via the
Internet [11]. Many Internet service providers (ISP) for
residential users are also required to verify every user’s ID
information. Many of the web-based forums prohibit
anonymous posting. Real names are required to register an ID
to submit articles [21]. Many popular smartphone apps also
need their users to register using their original ID to be able to
keep track of every user’s online activities.

2). Second stage: The Golden Shield implements keyword
censorship

In the second stage, the keyword-filtering system of
Golden Shield was upgraded to detect the content of the
websites that netizens visit, even if the internet connection is
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going through a proxy. If there is some “sensitive content”
communicated along with the network connection, the
Transmission Control Protocol (TCP) is reset automatically.
For example, some phrases that refer to any political dissents,
such as “Officials called on," “Persecution activities,” “Illegal
detention,” and “Declared anti-communist” will be censored.
[10]

3). Third stage: Great Firewall begins detecting VPNs and
other circumvention tools

With support from the government, the developers of the
Great Firewall finally managed to identify weaknesses in
VPNs [44]. They found that there are some distinct features of
the commonly used VPN protocols, such as IPSec,
L2TP/IPSec, and PPTP, which often use specific ports. When
processing the encrypted connection, it leaves a distinctive
trace. Again, the Great Firewall was upgraded to detect such
connection traces. As a result, there is a very long list of VPNs
that cannot be used functionally because the Great Firewall
stopped the connection traces, such as Free VPN, Green VPN,
Jiguang VPN, Tianxing VPN and many more. [21]

4). Fourth stage: Cybersecurity laws target anonymity and
VPNs

In addition to continually upgrading the technology behind
the Great Firewall, Beijing has also introduced new laws to
criminalize VPN service providers. The first primary law to
regulate Internet content was released in 1996. This law was
about the “Interim Provisions Governing Management of
Computer Information Networks in the People’s Republic of
China connecting to the International Network.” These
provisions were amended and enhanced in 1998 and 2000 by
the “Provisions for the Implementation of the Interim
Provisions Governing Management of Computer Information
Networks in the People’s Republic of China.” [12] The law
stated that all Internet information services must be licensed (if
commercial) or registered with the authorities (if private). ISPs
must record and retain data about the number of time users
spend online, their account numbers, their IP addresses, and
their dial-up numbers. The latest addition to this string of
regulations came in 2005, which deals specifically with
providers of “Internet news information services.” [18]

On January 22, 2017, the Chinese Ministry of Industry and
Information Technology (MIIT) announced a “Notice on
Clearing Up and Regulating the Internet Access Service
Market,” which forbids the unapproved creation of dedicated
lines or other information channels to conduct cross-border
business activities. It means providing VPNs to the users
without official permission is illegal in China now. Table 3
shows the development of cyber laws for VPNs in China. [6]

In December 2017, a man called Xiangyang Wu was
sentenced to 5.6 years in prison and fined 500,000 Yuan (73K
USD approx.) for illegal business operations of VPNs. [39]
According to announcements made by Shanghai Baoshan
District People’s Court in October 2018, Dai Mou was also
sentenced to three years in jail and was fined RMB 10,000 (US
$1,446) for selling and using VPN services in China illegally.
[38]
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TABLE 3 THE DEVELOPMENT OF CYBER LAWS FOR VPNS IN CHINA

Time Development
the Chinese Ministry of Industry and Information
January 22, Technology (MIIT) announced a “Notice on Clearing
2017 Up and Regulating the Internet Access Service
Market” [6]
January 2017 - A large amount of Taobao shops were shut & the VPN
March 2018 applications were removed from iPhone market [40]
Xiangyang, the VPN service provider, was sentenced
December 2017 to jail for being guilty [39]
Dai Mou has been sentenced to three years in jail and a
October 2018 fine for selling and using VPN services.[38]

3.3 Internet Censorship in China vs. the Rest of the World

China is not the only country in the world to implement
censorship on its cyberspace. Besides China, there are more
than 20 countries around the world that seriously monitors and
censors the online activities of their netizens. Apart from these
countries, some other countries keep implementing censorship
temporarily during some protests or demonstration against its
government or when some social disturbance happens in their
territory. They do this mostly to control the news from
spreading, both real and fake and causing more disruption in
society. Given the different cultural background and values,
each country's Internet censorship presents a very different
picture. [20]

In Table 4, we briefly list the primary methods used by
some countries for the censorship of their network. Most of the
countries do not directly block access to any legal, foreign
websites. Also, there is no official verification system adopted
in any other countries as China does. [1]

TABLE 4 CENSORSHIP IN CHINA VS. THE REST OF THE WORLD

Country Censorship
China Great Firewall
North Korea Closed LAN
Cuba Limit the number of Internet users
Myanmar Closed Internet

Turkmenistan High Internet access costs

Vietnam Limit speed and comments

Iran Internal Intranet.

IV. THE GREAT FIREWALL — AN EXTENSION OF A GENERAL
FIREWALL

4.1 The Firewall Technology

The core technologies behind any general firewall include
the concept of Packet filtering, Application Proxy, Stateful
Inspection, and Complete Content Inspection.

4.2 Methods used behind the Great Firewall

The Great Firewall technologies combine multiple firewalls
technologies, as mentioned in section 4.1. For example, the IP
address checking and filtering technology in the Packet
Filtering Firewall and the connection blocking technology in
the data detecting technology in the Application Proxy
Firewall. The Chinese government employs multiple

Authorized licensed use limited to: University at Buffalo Libraries. Downloaded on February 03,2023 at 21:25:18 UTC from IEEE Xplore. Restrictions apply.



approaches for censorship that includes both technical and
non-technical means. [24, 17]

The following section talks about the leading methods that
are used behind the Great Firewall:

1) DNS poisoning technology: One of the essential technical
methods used by the Great Firewall is DNS poisoning. When
the Great Firewall observes DNS queries to specific domains,
it responds by sending a poisoned DNS response to the
requesting DNS resolver. Due to its position in the network,
this typically reaches the requesting DNS resolver before the
response from the DNS server. This results in the requesting
DNS resolver caching the poisoned DNS response and
ignoring the response from the DNS server itself. [17]

2) Self-Censorship: According to laws and regulations
mentioned in section 3.2, Chinese companies are responsible
for their content, and any violations can lead to severe
penalties ranging from hefty fines to closures. Therefore, many
large companies have set up their law enforcement teams to
monitor and ensure that their platforms do not contain banned
topics. [44]

3) Manual enforcement: To enforce censorship and filter
harmful content considered detrimental to the progress of
China, a large number of Internet watchdogs are employed.
These people are contracted by the authorities to monitor
online content and inform about any potential violations to the
assigned government officials to make an on-site investigation.
Some sites offer back-end access, allowing these watchdogs to
edit content directly. Recently, advancement in Al technology
has allowed the monitoring processes to be automated on a
large scale. [44]

4.3 The Working principle of the Great Firewall

The Great Firewall blocks a specific site for many
different reasons. However, these reasons entirely depend on
the choice of the government. The Great Firewall aims to
eliminate criticism and prevent people from being infiltrated
by the information that the government decides to be harmful
to the peace and harmony of the people in the country [24]. It
can include a ban on sensitive words, which can insinuate
national leaders, violation of the constitution or reactions that
can influence the peace of society. There is much censorship
regarding social issues becoming widespread and known to the
public or outside world as well. Similar news coming from the
outside world that the government feels might spoil the mind
of the local citizens is censored as well. Fig.1 shows the
working principle of the Great Firewall [5]. Between the times
a user submits their request, and the server sends back the
response, four things can go wrong [27]. The following points
explain how it works in steps.

1) DNS Blocking: When a netizen enters a URL, the DNS finds
the corresponding IP address. If DNS is set as not to return that
particular IP address, then the user cannot access the site. As
shown in Fig. 1, the message displayed on the screen is "Cannot
find the webpage.” Around 2002, China began to use ‘Domain
Name Hijacking.” They use IDS (Intrusion Detection Systems)
monitoring systems provided by routers to hijack domain
names, preventing people from accessing filtered websites. At
the same time, to prevent advanced users from directly using
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Fig.1 The working principle of the Great Firewall

different domain name servers with normal functions, China
has also begun to block overseas DNS servers and has blocked
hundreds of North American DNS servers. [17]

2) Connection Phase: The monitor will compare the user’s
request to the list of banned IP addresses [5]. If it belongs to a
banned address, the server aborts the request. As shown in
Fig.1, the error message displayed is, "The connection is
reset.”

3) URL Keyword Blocking: Although the URL is not on the
blacklist, the connection is reset if the requested URL contains
forbidden words [19]. Advanced routing equipment from
companies such as Cisco, which supplies 80 percent of China's
routers, has helped China achieve keyword filtering. As shown
in Fig.1, the error message displayed is, “The server is
redirecting the request.” [10]

4) Webpage Scanning: Once a user enters their requested site,
the monitoring system scans the entire page to see if it can pass.
Users may not be able to access the site for a few minutes or
even an hour. As shown in Fig.1, the error message displayed
is "Unable to display the web page."

4.4 The Aftereffects of the Great Firewall

4.4.1  Effects on Society

The firewall is not meant to separate the Chinese internet
from the overseas internet, but it is mainly used to implement
targeted blocking of individual foreign websites, mobile
applications, and specific web pages. It is important to note
that these interception points add up to a tiny fraction of the
vast ocean of overseas internet. Some people take the blocking
very seriously because some blocked websites used to be very
popular among Chinese netizens. For example, Google,
Facebook, Twitter, and other mainstream websites in the
United States. There are two dominating views about
censorship. One is that the western world has taken this as a
prominent example of China's "lack of Internet freedom."
Moreover, the other half includes the local people who are not
at all interested in the blocked sites in any way and do not get
affected by its absence. For them, the problem is almost non-
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existent. The reality is that both sides are deepening or
expanding in their respective directions. [2]

4.4.2
related

A. In China

In the past few years, the Golden Shield project has
brought a significant impact on the nation when it comes to the
e-business. The first thing to notice is the rapid growth of local
internet companies, typically the “BAT” (Baidu, Alibaba, and
Tencent). Without any powerful competitor from the outside
world, these companies have gained almost unlimited and
unopposed resources in the Chinese market, including the
government’s support. [16]

Effects on Businesses — Private and government-

In 2018, the use of Baidu as the only search engine reached
60% of the overall purpose of the local search engine market
[42]. The success of Baidu has grown tenfold after Google quit
the Chinese market in 2010. Though a survey conducted by
‘China Internet Watch’ in, August 2018 suggests that over
70% of Chinese will choose Google over Baidu if it ever
returns. [43]

The Internet industry in China, without powerful foreign
competitors, is prospective yet still in chaos. Big companies
like the “BAT” keep ignoring the internet’s ethics principles
from time to time. For example, Weibo (Twitter’s equivalent),
a social website where users can post pictures, short videos,
and text contents, was denounced by its users for a series of
violations of government policies including stealing users’
account to post and re-post commercial advertisements and
randomly blocking posts from accounts which are not VIP
accounts in order to push people to buy its VIP services.
However, Weibo is still one of the most popular social
websites in the country. In addition, after learning lessons from
mistakes made by Facebook and Twitter, Weibo cooperates
with the Chinese government very closely.

The Great Firewall not only encourages the growth of
local internet enterprise but it also brings profits to VPN
service providers even when most of the free VPN applications
have been defined as illegal in the last two years. Apart from
the restrictions set by the government, there are some side
effects, which increases the operating costs of all the foreign
and local companies who have a business in other countries.
Also, they have to adopt a VPN to ensure their regular
communication between their overseas branches and clients.
Even though such communications will not be targeted directly,
but the ban on non-state sanctioned VPNs and the cost for
building VPN servers are still expected to grow extensively.
[41]

B.  International influence

In China, the cybersecurity law was officially
implemented from June 1, 2017. Many enterprises in Europe
and the United States, industry associations with a government
background, government departments, and mainstream media
expressed varying degrees of concern, disappointment, and
even anxiety about the Chinese cybersecurity laws. Foreign
critics said that the law could shut out foreign technology
companies from "important" departments and lead to

controversial rules, such as requiring companies to store data
on servers in China. Such actions were already taken before the
new cyber laws were implemented. For example, Google
decided to quit the Chinese market only because it refused to
store data in servers under government surveillance, located in
Beijing. [1]

4.5 Technology Tricks and Loopholes

Although the Great Firewall is growing to be stronger,
there still exists some loopholes that users find very hard to
understand. For example, some users can access a few blocked
websites such as YouTube, when they use an external LAN
port for connecting to the LAN. Some of these problems are
still not settled, but some can be explained. For example, some
users find that they can still receive notifications from blocked
social media apps such as Facebook and Twitter. Take Apple’s
APNS (Apple Push Notification Service) as an example. The

operation behind it can be seen in Fig.2.

APNS || notiﬁcatiobD[ nntiﬁcati0>
1 3
The Provider is the background server of users’ program.

iphone

The Provider server is blocked, but the APNS server is not as it
is in foreign countries (mostly more than one). It can
communicate freely with the provider. Therefore, there is no
communication problem between APNS and iPhones. As a
result, Facebook and other blocked apps can send messages to
APNS, and then APNS can push those messages to the iPhone,
bypassing the wall as seen in Fig. 3. This also applies to
Android phones where users can get a push notification from
the blocked app, but they cannot open it.

@ YOUTUBE

New from Sephora
How To: Strengthen Hair & Reduce Breakage ft.
Olaplex | Sephora

Fig.2 Apple’s official APSN mechanism

now

now

‘j FACEBOOK

Nouridine Abdoulaye sent you a message.

Fig.3 Example of YouTube and Facebook users receiving message
notifications

Fig.4 The messages above shows some error messages received while trying
to open and access some blocked sites
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Except for a few loopholes, the Great Firewall technology
is robust enough to censor everything else without fail. Some
local versions of some universal apps like QQ music can even
detect that the users are using a VPN to connect and hence
decline the users’ access to their server.

V. THE TECHNOLOGY TO CIRCUMVENT GREAT FIREWALL -
VPN

VPN (Virtual Private Network) refers to a private
communication environment built on public communication
facilities, which is characterized by private and virtual
communication. The goal of a VPN is to establish a logical
network independent of the physical topology of the system,
which allows a geographically distributed set of hosts to
interact with each other and can be managed as a separate
network [31]. It is commonly used in enterprise-level office
systems, but because of the Internet censorship on such a
massive scale in China, many people use VPN to scale the wall.
VPN provides an end-to-end transmission system, and it is
very convenient for users to log in to the company gateway
from a remote location with an untraceable IP address.
Because of this approach, it can easily avoid institutional
scrutiny.

5.1 The Technologies used by a VPN

The mainstream applications that claim to provide VPN
services are using one of the following three techniques: Proxy,
IPSec, and SSH.

1) Proxy Server: A proxy server is like a courier service
which is responsible for nothing but transcending the message.
The work of proxy servers is conducted in the HTTP layer and
Socket layer in the Open System Interconnection (OSI) model
under most circumstances. [21]

2) IPSec: TP security is the most common method used by
VPN applications. It works in the third layer of the Open
System Interconnection (OSI) model, which is the Network
layer. [21]

3) SSH: It is an encrypted channel that needs to be combined
with the proxy server to overcome the blocked network. Hence
the tool that is used to scale the blocked network which is
usually called SSH is, in fact, an SSH agent. It can be
considered as an encrypted agent, where the package is kept in
a safe case while being sent to the courier. In the TCP/IP five-
tier model, SSH is the security protocol that applies to the
application layer and transport layer. SSH is a remote shell, an
application based on SSL. Although many people use SSH to
transmit data, they merely use the SSL proxy function of
SSHD software to get this job done. [21]

A. The awareness of Chinese citizens about GFW and VPN

Table 5 shows the results from an online survey that
shows the data from the citizens who visited the blocked
websites [24]. This survey aimed to find out the awareness of
the local netizens regarding GFW and how many still choose
to visit the blocked websites. Figure 5 shows the motivation of
people who tried to visit those websites. [24]
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TABLE 5 THE SURVEY RESULTS OF THE NETIZENS WHO VISITED THE
BLOCKED WEBSITES

Relevant factors The result of the Survey

Gender 92% male

73% of the participants were
university students

22-25 yrs.
Students from an IT background

Education background

Age group

Occupation

Methods used to visit the blocked

websites Mostly free VPN

The frequency to scale the wall 66% visited every day

Money spent on scaling the wall | 88% paid less than 10 yuan per month

I 52

Obtain academic resources

Visited the blocked websites for )
; I
entertainment

Read the news on foreign media
websites

I 2

Have fun on Twitter and other social
networking sites

I 5

Just wanted to normally use the basic
services of Google and other websites

I <0

0% 20% 40% 60% 80% 100%

Fig.5 The motivation of people who tried to use VPNs

5.2 Privacy and Security Issues in using a VPN

When it comes to dealing with the Great Firewall, VPN is
an inevitable technology. In the past few years, more and more
netizens around the world have chosen to use VPN to cover up
their online traces. However, the various pros and cons cannot
be neglected when it is about paid and free VPNs. Table 6
summarizes the advantages and disadvantages of using various
paid and free VPNs. [29] [30] [28]

Also, here are the research results that the researchers
found after analyzing the original coding and network behavior
of 283 VPN apps in Android’s Play store. [7]

1) 18% of VPNs do not encrypt any data, leaving users
vulnerable to man-in-the-middle attacks when using open
networks like public Wi-Fi.

16% of VPNs embed code in users' network data, such as
image transcoding. The purpose of image transcoding is
to make the image load faster. Two apps embed Java
scripts that push ads and tracks user behavior in their
data. JavaScript can be easily modified into malware.

18% of VPNs do not encrypt any data, leaving users
vulnerable to man-in-the-middle attacks when using open
networks like public Wi-Fi.

16% of VPNs embed code in users' network data, such as
image transcoding. The purpose of image transcoding is
to make the image load faster. Two apps embed Java
scripts that push ads and tracks user behaviour in their
data. JavaScript can be easily modified into malware.

2)

3)

4)
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TABLE 6 THE ADVANTAGES AND DISADVANTAGES OF USING A VPN

Advantages Examples Disadvantages Examples
Betternet,
The I]Zliggrzss can VyprVPN,
& PureVPN
Betternet,
Betternet, Unstabl CrossVPN,
Psyphon, nstable WhatsVPN,
Anonymous use, No UltraVPN, Astrill
Tracking ExpressVPN,
VyprVPN,
PureVPN
Registration and login Betternet
not needed to use
Too many ads Betternet
CrossVPN,
Easy to install and use Psyphon,
NordVPN
WhatsVPN,
Multiple devices CrossVPN,
allowed per ExpressVPN,
connection PureVPN, S L.
VyprVPN ceurity is not CrossVPN
guaranteed
ExpressVPN,
Support steverfl VPN PureVPN,
protoco’s Astrill

5) 84% of VPNs leak traffic when using IPv6. 66% of VPNs
even leak DNS information making users more
vulnerable to surveillance or modification attacks.

67% of apps claim to enhance privacy, but 75 percent use
third-party tracking codes to monitor users' online
behavior. 82% require users to provide sensitive
information, such as access to user accounts and text
messages.

38% of VPNs contain code classified as malicious by
VirusTotal. VirusTotal, provided by Google, is a
collection of more than 100 antivirus software antivirus
services.

6)

7)

VI. RELEVANT GOVERNMENT POLICIES AND CURRENT
SITUATION OF THE GREAT FIREWALL

6.1 Chinese Government’s policies towards the Great

Firewall

Under normal circumstances, there is no privilege given to
anyone at any point of time to access the blocked sites in the
country. However, during some very significant international
sporting, political or business events like G-20 Summit, World
Expo, Youth Olympic Games, etc. the government does allow
the visitors from foreign countries to have the privilege of
accessing the Internet without any censorship. This exceptional
privilege service is provided by the telecom operators and is
only allowed within an exclusive scope of a limited zone.
These free internet access zones are just set for a limited period
for the guests and media reporters until the event ends. Table 7
shows some examples of such events when a censorship-free
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zone was created for people visiting China from overseas for
the same. [32]

TABLE 7 EXAMPLES OF THE GREAT FIREWALL FREE ZONE

Free Zone Place Time
World Expo Shanghai May 1, 2010- October 31, 2010
G-20 Hangzhou September 45, ég i 2— September
Asian Games Guangzhou November 12, 22%11%— November 27,
Youth Olympics Nanjing August 16, 2014- August 28, 2014

6.2 Chinese Government’s policies towards VPN

Although there are many VPN applications available in the
market that can help in getting access to the blocked content
but selling and using a VPN without an official license is
illegal in many cases in China [37]. In January 2017, the
Ministry of Industry and Information Technology (MIIT)
issued the notice on clearing and regulating the Internet
network access service market, which stated: “It is not allowed
to establish or rent special channels (including VPN) to carry
out cross-border business activities, without the approval of the
telecommunications authorities.” Through this announcement,
we can see that unapproved VPN cross-border business
activities are explicitly prohibited [6]. During the time between
January 2017 to March 2019, a large number of Taobao shops
got shut for selling illegal VPN software. At the same time, a
lot of illegal VPN applications have been removed from the
iPhone market as it is monitored by the local government now
after its local data center moved to Guizhou, a province in
southwest China, in March 2018 [36]. Although fears of a
blanket block on services have not materialized, VPN
connections often face outages during the time of major
political events in China. [30]

6.3 Current Situation and Future Plans

The government regulation allows foreigners to invest in
China’s virtual private network but caps foreign ownership at
50% [3]. The government intends to turn Hainan province into
a free trade zone to let Hainan become the foundation of an
international tourist center and encourage overseas companies
to establish regional headquarters there. Google has been away
from China for eight years, but now the company has been
quietly testing the waters by investing in different products in
China. Google has launched its Drive and Docs products in
Shenzhen in China, adding to a growing list of services it
wants to offer in the world’s biggest Internet market [26]. On
January 19, 2018, Tencent and Google announced that they
had signed a cross-licensing agreement for patents covering a
wide range of products and technologies, and they said they
would be open to further collaboration on future innovations.
[35]

VII. CONCLUSION & FUTURE WORK

As a result of this research, we have concluded that there
are four stages in the technology development of the Great
Firewall. We talked about the leading technologies used behind
the Great Firewall, including DNS poisoning, Proxy server
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technology, and Network address translation technology. We
can also conclude that the Great Firewall is being developed
and updated continuously. Therefore, the power of the Great
Firewall cannot be ignored. The increasing importance of the
Internet attracts people’s attention on network and data
security. The Great Firewall plays a vital role in protecting
national information security. It has been preventing Internet
users in China from visiting certain foreign websites, which the
rest of the world considers as a prominent example of China's
"lack of Internet freedom." Blocking some external sites is
proving out to be extremely beneficial for the rapid growth of
local internet companies. Organizations and netizens are
rampantly using VPNs to circumvent and scale the wall.
However, nowadays, there have been some new local laws that
prohibit users and sellers from using and selling VPNs,
respectively. Overall, we hope that our work can be used as a
complete reference to learning more about the principles and
policies of the Great Firewall.

Further study needs to be done on how to improve the
firewall technology to better prevent illegal users from entering
the Intranets. We hope that our work on the Great Firewall can
help others to learn and know more about the Great Firewall.
This paper offers a reference for studying the technologies and
development of the firewall.
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Background Information

China is known for its strict policies regarding information control in comparison to the regulations adopted in
other countries. The Golden Shield Project, often called the "great firewall of China", is an initiative managed by
the Ministry of Public Security division of the Chinese government. As the nickname implies, the focus of this
project is to monitor and censor what can and cannot be seen through an online network in China. This project
started in 1998 and is still continually improving in restriction techniques through multiple methods. The
OpenNet Initiative performed an empricial study that concluded that China has "the most sophisticated content-
filtering Internet regime in the world". Some technical methods used are IP blocking, which denies the IP
addresses of specific domains, packet filtering, which scans packets of data for controversial keywords, credit
records, and speech and facial recognition.

To get an idea of how strict the policy is, http://www.alexa.com/topsites/countries/US consists of a list of the
most popular sites in the United States. Google, Facebook, and Yahoo are the top 3; of these top 3, none are
allowed in China. This is to be expected due to the quick information dissemination possible through these social
domains. The website http://www.greatfirewallofchina.org/ lets users see whether their inputted domains are
blocked in China, and is a convenient tool for demonstrating the widespread filtering employed by China.

https://cs.stanford.edu/people/eroberts/cs181/projects/2010-11/FreeExpressionVsSocialCohesion/china_policy.html 1/2
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China's primary search engine and most accessed website, Baidu, employs heavy censorship within its own
search algorithms. Baidu "has a long history of being the most proactive and restrictive online censor in the
search arena" (China Digital Times). Baidu claims to do this to help enforce existing censorship policies. In
April 2009, certain Baidu documents that reveal some topics the search engine looks to censor have been leaked.
These topics range from "Letters" to "Rights".
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China’s Search Engines Have More Than
66,000 Rules Controlling Content, Report Says

Researchers from the Citizen Lab, a cybersecurity research group, found that the
most diligent censor in China is Microsoft’s search engine Bing, the only foreign
search engine operating in the country.

@ By Steven Lee Myers

April 26, 2023

China’s internet censorship is well known, but a report has quantified the extent of
it, uncovering more than 66,000 rules controlling the content that is available to
people using search engines.

The most diligent censor, by at least one measure, is Microsoft’s search engine
Bing, the only foreign search engine operating in the country, according to the
report, which was released on Wednesday by the Citizen Lab, a cybersecurity
research group at the University of Toronto.

The findings suggested that China’s censorship apparatus had become not only
more pervasive, but also more subtle. The search engines, including Bing, have
created algorithms to “hard censor” searches deemed to be politically sensitive by
providing no results or by limiting the results to selected sources, which are
usually government agencies or state news organizations that follow the
Communist Party’s line.

“You might get no results if it is a very sensitive topic, but if your query is subject
to this kind of self-censorship, what happens is you actually appear to get results
as normal, but that’s not actually happening,” said Jeffrey Knockel, a senior

https://www.nytimes.com/2023/04/26/business/china-censored-search-engine.html
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researcher at Citizen Lab and an author of the report. “You’re getting results only
from certain pre-authorized websites.”

The organization’s researchers studied eight online platforms that offer search
tools: the search engines Baidu, Sogou and Bing; the social media sites Weibo,
Douyin, Bilibili and Baidu Zhidao; and the e-commerce giant Jingdong.

All are subject to extensive legal restrictions that have long censored criminal
activity, obscenity, pornography, violence and gore, in addition to virtually any
political, ethnic or religious content viewed as threatening to Communist Party rule
and social stability.

More recent restrictions have extended to defamation of the country’s heroes or
martyrs, illegal surrogacy and misleading or false information about Covid-19 in
Beijing.

Each of the companies have created mechanisms to comply with the government’s
ever-evolving restrictions.

The report found that Weibo, China’s equivalent of Twitter, restricted search results
for the term “Chinese spy balloon” so that only information from official Chinese
sources would appear to those seeking to learn about the surveillance airship shot
down by the United States in February.

Baidu blocked all results for searches that included the country’s leader, Xi Jinping,
President Vladimir V. Putin of Russia and the international warrant for the Russian
president’s arrest issued days ahead of Mr. Xi’s visit to Moscow in March.

The report said that the Chinese tech companies had adopted more rules than
Bing, one of the few foreign tech platforms allowed in the country, but compared
with Baidu, Bing’s rules were broader and affected more search results. They also
on average restricted results from more domains.

Caitlin Roulston, a spokeswoman for Microsoft, said the company would look into
the findings but had not yet fully analyzed them. “We are reaching out to Citizens
Lab directly to get more information so that we can conduct any further

https://www.nytimes.com/2023/04/26/business/china-censored-search-engine.html 2/3
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investigation needed,” she said.

Microsoft is one of the few foreign technology companies that still operates inside
China, and it has acknowledged that to do so required complying with the country’s
censorship laws, something other companies, most prominently Google, refused to
do.

Conditions in China have often been fraught for Microsoft, with the company’s
products facing crackdowns from the authorities. In 2019, Bing itself was blocked
temporarily. In 2021, Microsoft shut down LinkedIn in China after seven years in
the country, citing regulatory and competitive obstacles.

Mr. Knockel said the study reinforced the argument that foreign tech companies
could do little to restrict censorship or other demands from the government. China,
for example, has signaled that it will restrict the operations of artificial intelligence
in chat bots, which Microsoft has already unveiled for Bing.

“Just simply allowing American tech companies to do business in China isn’t going
to solve any of the censorship or larger human rights issues that we would like to
be solved in China,” Mr. Knockel said.

Steven Lee Myers covers misinformation for The Times. He has worked in Washington, Moscow, Baghdad

and Beijing, where he contributed to the articles that won the Pulitzer Prize for public service in 2021. He is
also the author of “The New Tsar: The Rise and Reign of Vladimir Putin.” More about Steven Lee Myers
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050323.pdf)

@ This report has an accompanying FAQ (https://citizenlab.ca/2023/04/faq-a-comparison-of-search-

censorship-in-china/).

Key findings

¢ Across eight China-accessible search platforms analyzed — Baidu, Baidu Zhidao, Bilibili, Microsoft Bing,
Douyin, Jingdong, Sogou, and Weibo — we discovered over 60,000 unique censorship rules used to
partially or totally censor search results returned on these platforms.

o Weinvestigated different levels of censorship affecting each platform, which might either totally block all
results or selectively allow some through, and we applied novel methods to unambiguously and exactly
determine the rules triggering each of these types of censorship across all platforms.

¢ Among web search engines Microsoft Bing and Baidu, Bing’s chief competitor in China, we found that,
although Baidu has more censorship rules than Bing, Bing’s political censorship rules were broader and
affected more search results than Baidu. Bing on average also restricted displaying search results from a
greater number of website domains.

¢ These findings call into question the ability of non-Chinese technology companies to better resist
censorship demands than their Chinese counterparts and serve as a dismal forecast concerning the ability



of other non-Chinese technology companies to introduce search products or other services in China
without integrating at least as many restrictions on political and religious expression as their Chinese
competitors.

Introduction

Search engines are the information gatekeepers of the Internet. As such, search platform operators have a re-
sponsibility to ensure that their services provide impartial results. However, in this report, we show how search
platforms operating in China infringe on their users’ rights to freely access political and religious content, by im-
plementing rules to either block all results for a search query or by only selectively showing results from certain
sources, depending on the presence of triggering content in the query.

In this work we analyze a total of eight different search platforms. Three of the search platforms are web search
engines, including those operated by Chinese companies — Baidu and Sogou — and one operated by a North
American company — Microsoft Bing — whose level of censorship we found to in many ways exceed those of
Chinese companies. While China’s national firewall blocks access to webites, the role that Baidu, Microsoft, and
Sogou play in controlling information is in overcoming two of the firewall’s limitations. First, due to the increas-
ingly ubiquitous use of HTTPS encryption, China’s firewall can typically only choose to censor or not censor en-
tire sites as a whole. However, these search engine operators overcome this limitation by selectively censoring
sites depending on the type of information that the user is querying. Second, China’s firewall operates opaquely,
displaying a connection error of some kind in a user’s web browser. By hiding the very existence of sites contain-
ing certain political and religious content, Baidu, Microsoft, and Sogou aid in preventing the user from being in-
formed that they are being subjected to censorship in the first place.

We also examine search censorship on Chinese social media companies, namely Baidu Zhidao, Bilibili, Douyin,
and Weibo. Perhaps more familiar to non-Chinese audiences are Douyin and Weibo. Douyin, developed and op-
erated by TikTok’s ByteDance, is the version of TikTok operating in China, and Weibo is a microblogging platform
similar to Twitter. Perhaps less known are Baidu Zhidao and Bilibili. Baidu Zhidao is a question and answer plat-
form similar to Quora operated by the same company as the Baidu search engine, and Bilibili is a video sharing
site similar to YouTube. We also look at e-commerce platform Jingdong, which is similar to Amazon.

Given the strict regulatory environment which they face, users in China have limited choice in how they search
for information. However, even among those limited choices, we nevertheless found important differences in
the levels of censorship and in the availability of information among these search platforms. Most strikingly, we
found that, although Baidu — Microsoft’s chief search engine competitor in China — has more censorship rules
than Bing, Bing’s political censorship rules were broader and affected more search results than Baidu. This find-
ing runs counter to the intuition that North American companies infringe less on their Chinese users’ human
rights than their Chinese company counterparts.

The remainder of this report is structured as follows. In “Background” and “Related work”, we summarize the le-
gal and regulatory environment in which Internet companies in China operate as well as existing research on
Chinese search censorship. In “Model”, “Methodology”, and “Experimental setup”, we describe how we model
censorship rules, the manner in which we discover each platform’s censorship rules, and the conditions in which
we executed our experiments. In “Results”, we reveal our findings of over 60,000 unique censorship rules being



discovered, and we attempt to characterize which platforms censor more of what kinds of material. Finally, in
“Limitations” and “Discussion”, we discuss the limitations of our study, what our findings say about non-Chinese
companies entering the Chinese market, and implications for future research.

Background

Internet companies operating in China are required to comply with both government laws concerning content
regulations as well as broader political guidelines not codified in the law. Multiple actors within the government
- including the Cyberspace Administration of China and the Ministry of Public Security - hold companies respon-
sible for content on their platforms, either through monitoring platforms for violations or investigating online
criminal activity. Companies are expected to dedicate resources to ensure that all content is within legal and po-
litical or ideological compliance, and they can be fined or have their business licenses revoked

(https://firstmonday.org/ojs/index.php/fm/article/view/2378) if they are believed to be inadequately controlling

content. China’s information control system is characteristically one of intermediary liability or “self-discipline
(https://www.mcclatchydc.com/opinion/article24570625.html)”, which allows the government to push responsi-

bility for information control to the private sector.

To understand the kind of information which is expected to be censored by companies in China, we can lean on
at least four kinds of sources: (1) state legislation and regulations, (2) official announcements about state-led in-
ternet clean-up campaigns, (3) government-run online platforms where users can report prohibited material,
and (4) official announcements about what kinds of prohibited material has been reported to the authorities.

Chinese government legislation and regulations have included provisions specifying what kinds of online con-
tent are prohibited. These documents include the Measures for the Administration of Security Protection of

Computer Information Networks with International Interconnections (https://www.lehmanlaw.com/resource-

centre/laws-and-regulations/information-technology/computer-information-network-and-internet-security-

protection-and-management-regulations-1997.html) (1997), the Cybersecurity Law
(https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-
june-1-2017/) (2017), Norms for the Administration of Online Short Video Platforms and Detailed Implementation
Rules for Online Short Video Content Review Standards (https://www.chinalawtranslate.com/en/norms-for-the-

administration-of-online-short-video-platforms-and-detailed-implementation-rules-for-online-short-video-con-

tent-review-standards) (2019), and Provisions on the Governance of the Online Information Content Ecosystem

(https://wilmap.stanford.edu/entries/provisions-governance-online-information-content-ecosystem) (2020).

Many of the categories of prohibited content are shared among these four documents, as indicated in Figure 1.
Shared categories include pornography and attacks on China’s political system. However, it is also clear that
more recent documents - in particular, the 2019 Norms for the Administration of Online Short Video Platforms and
the 2020 Provisions on Ecological Governance of Network Information Content - have provided new categories of
prohibited content. These include specific prohibitions against “harming the image of revolutionary leaders or

heroes and martyrs (https://www.chinalawtranslate.com/en/norms-for-the-administration-of-online-short-

video-platforms-and-detailed-implementation-rules-for-online-short-video-content-review-standards/)” [{R

FErpdimh. ZIEZITFZS] and more vague prohibitions against material which promotes “indecency, vulgarity,
and kitsch (https://wilmap.stanford.edu/entries/provisions-governance-online-information-content-ecosys-

tem)” XA, A, 1BMAL




Measures for the Administration of Security Protection of Computer Information
Networks with International Interconnections (1997)

Article 5:

No unit or individual may use the Internet to create, replicate, retrieve, or transmit the following kinds of
information:

1. Inciting to resist or breaking the Constitution or laws or the implementation of administrative
regulations

2. Inciting to overthrow the government or the socialist system

3. Inciting division of the country, harming national unification

4. Inciting hatred or discrimination among nationalities or harming the unity of the nationalities

5. Making falsehoods or distorting the truth, spreading rumors, destroying the order of society

6. Promoting feudal superstitions, sexually suggestive material, gambling, violence, murder

7. Terrorism or inciting others to criminal activity; openly insulting other people or distorting the truth to
slander people

8. Injuring the reputation of state organs

9. Other activities against the Constitution, laws or administrative regulations

Cybersecurity Law (2017)

Article 12:

Any person and organization using networks shall abide by the Constitution and laws, observe public order,
and respect social morality; they must not endanger cybersecurity, and must not use the Internet to engage

in activities endangering national security, national honor, and national interests; they must not incite sub-
version of national sovereignty, overturn the socialist system, incite separatism, break national unity, advo-
cate terrorism or extremism, advocate ethnic hatred and ethnic discrimination, disseminate violent, obscene,
or sexual information, create or disseminate false information to disrupt the economic or social order, or in-
formation that infringes on the reputation, privacy, intellectual property or other lawful rights and interests of
others, and other such acts.

Norms for the Administration of Online Short Video Platforms and Detailed
Implementation Rules for Online Short Video Content Review Standards (2019)

4. Technical Management Regulations:

Based on the basic standards for review of online short video content, short video programs broadcast on-
line, as well as their titles, names, comments, Danu, emojis, and language, performance, subtitles, and back-
grounds, must not have the following specific content appear (commonly seen problems):




10.

11.

12.

13.

14

15.

16.

17.

18.

19.

20.

21.

. Content attacking the national political system or legal system

. Content dividing the nation

. Content harming the nation’s image

. Content harming the image of revolutionary leaders or heroes and martyrs
. Content disclosing state secrets

. Content undermining social stability

. Content harmful to ethnic and territorial unity

. Content counter to state religious policies

. Content spreading terrorism

Content distorting or belittling exceptional traditional ethnic culture

Content maliciously damaging or harming the image of the state’s civil servants such as from people’s
military, state security, police, administration, or justice, or the image of Communist Party members

Content glamorizing negativity or negative characters

Content promoting feudal superstitions contrary to the scientific spirit

. Content promoting a negative and decadent outlook on life or world view and values

Content depicting violence and gore, or showing of repulsive conduct and horror scenes

Content showing pornography and obscenity, depicting crass and vulgar tastes, or promoting
unhealthy and non-mainstream attitudes towards love and marriage

Content insulting, defaming, belittling, or caricaturing others

Content in defiance of social mores

Contents that is not conducive to the healthy growth of minors

Content promoting or glamourising historical wars of aggression or colonial history

Other content that violates relevant national provisions or social mores and norms

Provisions on the Governance of the Online Information Content Ecosystem (2020)

Article 6:

A network information content producer shall not make, copy or publish any illegal information containing

the following:

1. Violating the fundamental principles set forth in the Constitution

2.

3.

Jeopardizing national security, divulging state secrets, subverting the state power, or undermining the
national unity

Damaging the reputation or interests of the state




4. Distorting, defaming, desecrating, or denying the deeds and spirit of heroes and martyrs, and insulting,
defaming, or otherwise infringing upon the name, portrait, reputation, or honor of a hero or a martyr

5. Advocating terrorism or extremism, or instigating any terrorist or extremist activity
6. Inciting ethnic hatred or discrimination to undermine ethnic solidarity

7. Detrimental to state religious policies, propagating heretical or superstitious ideas
8. Spreading rumors to disturb economic and social order

9. Disseminating obscenity, pornography, force, brutality and terror or crime-abetting

10. Humiliating or defaming others or infringing upon their reputation, privacy and other legitimate rights
and interests

11. Other contents prohibited by laws and administrative regulations

Article 7:

A network information content producer shall take measures to prevent and resist the production, reproduc-
tion and publication of undesirable information containing the following:

1. Using exaggerated titles that are seriously inconsistent with the contents

2. Hyping gossips, scandals, bad deeds, and so forth

3. Making improper comments on natural disasters, major accidents or other disasters

4. Containing sexual innuendo, sexual provocations, and other information that easily leads to sexual
fantasy

5. Showing bloodiness, horror, cruelty, and other scenes that causes physical and mental discomfort
6. Inciting discrimination among communities or regions
7. Promoting indecency, vulgarity, and kitsch

8. Contents that may induce minors to imitate unsafe behaviors, violate social morality, or induce minors
to indulge in unhealthy habits

9. Other contents that adversely affect network ecology

Figure 1: Types of prohibited online content listed in government legislation and regulations.

The government legislation and regulations listed in Figure 1 are not the only official sources detailing what
kinds of online content are either legally prohibited or are politically undesirable. Another indicator of what on-
line material is censored are official descriptions of internet clean-up campaigns. Since 2013, China’s cyber regu-

lator (https://digichina.stanford.edu/work/behind-the-facade-of-chinas-cyber-super-regulator/) the Cyberspace
Administration of China (http://www.cac.gov.cn/), the Propaganda Department’s Office of the National Working

Small Group for “Combating Pornography and Illegal Publications” (https://www.shdf.gov.cn/), the Ministry of

Public Security (https://www.mps.gov.cn/), and other party-state organs have conducted annual special opera-
tions for internet purification (https://archive.ph/CZA6j) it MEIMEEL{ TN, abbreviated as 1% R]. These




special operations involve identifying websites, platforms, and accounts which contain prohibited content, com-
pelling the removal of content, and punishing those responsible through warnings or administrative or criminal
penalties.

Internet purification operations initially concentrated on “obscene pornographic information
(https://archive.ph/XjLE]j)” (EMEIB(SE]. But between 2013 and 2022, the focus of these special operations as
stated in annual and semi-annual announcements widened to include a broader range of legally or politically

prohibited content. An aggregate list of the targets of internet purification campaigns mentioned in these an-
nouncements is provided in Figure 2. Prohibited content mentioned in these announcements has recently in-
cluded material which is “emotionally manipulative (https://archive.ph/AytbF)” [lE&¢#E1=] (mentioned in 2020),
“historical nihilistic (https://archive.ph/qgjalQ)” [l REFSE X ] (mentioned in 2021), or promotes “divination
and superstition (https://archive.ph/3dM76)” [df N{S] (mentioned in 2022). An indication of the increasing
breadth of these operations can be found in annual or semi-annual announcements made online by the
Cyberspace Administration of China (https://archive.ph/E7N3Y) and the Ministry of Public Security,
(https://archive.ph/TAU6t) about the progress of these operations. These announcements include information

of the kinds of prohibited content which authorities have identified and removed. It is not clear if these annual
announcements provide a full list of the material authorities targeted for removal during the year in question.
Nonetheless, these announcements make clear that state-led internet purification campaigns routinely identify
and remove not only pornographic online material, but many other kinds of prohibited content listed in relevant
legislation.

¢ Political rumors; historical nihilism; misusing the 100th anniversary of the founding of the Communist
Party to engage in commercial activity; tampering with the history of the Party and the nation;
slandering heroes and martyrs; opposing basic Constitutional principles; information which threatens
national security

¢ Violence; weapons; terrorism

e Harmful material related to ethnic groups and religion; promotion of heterodox faiths, feudal
superstitions, and online divination

e Pornographic and vulgar content; socially harmful material; flaunting wealth and money worship;
emotionally manipulative websites and platforms

e Gambling

e Fraud;illegal collection, editing, and publishing of financial information; publication of false
information; blackmail; illegally buying and selling bank cards; sale of rare and endangered animals
and plants

e lllicitdrugs

o False advertising; false job recruitment posts; underhanded “black public relations”; paid internet
posters

¢ False pharmaceutical information; sale of counterfeit drugs; copyright infringement and counterfeiting

e lllegal surrogacy; dishonest marriage websites




¢ Unauthorized providing of online news services; fake news; misleading or false information on the
epidemic situation in Beijing

e Managing disorderly fan communities and online user accounts

Figure 2 : Aggregate list of targets of special operations for internet purification mentioned in annual or semi-
annual announcements, compiled from 2013 (https://archive.ph/XjLE]j), 2014 (https://archive.ph/lO6TR), 2015
(https://archive.ph/4J1x5), 2016 (https://archive.ph/KyTkm), 2017 (https://archive.ph/E7N3Y), 2018
(https://archive.ph/Z1Pw4), 2019 (https://archive.ph/TAU6t), 2020 (https://archive.ph/AytbF), 2021
(https://archive.ph/gjalQ), and 2022 (https://archive.ph/3dM76).

Beyond the targets of internet purification campaigns noted in Figure 2, further insight into what kind of online
content is censored can be found on the Cyberspace Administration of China’s Illegal and Undesirable
Information Reporting Center (https://archive.ph/s8eir) [FHRMNES (ERBEMERDLE) HEFITRE
BEZRH). As part of the special operations for internet purification, the Cyberspace Administration of China

encourages domestic internet users to make named or anonymous reports of prohibited “undesirable content”
[FARISENZE] or “harmful information” [§E{5&] through the Reporting Center. As part of the reporting
process, users are asked to identify the kind of prohibited content they have found according to nine categories
provided by the Reporting Center, which are listed in Figure 3: politics, violent terrorism, fraud and blackmail,
pornography, vulgarity, gambling, rights infringement, rumors, and a broadly defined category of “other.” The
nine categories listed in Figure 3 broadly match both the kinds of content proscribed under Chinese government
legislation and regulations covering online content, as well as the targets of internet purification special opera-
tions listed in announcements made by the Cyberspace Administration and the Ministry of Public Security.

Politics

e Violent terrorism

e Fraud and blackmail
e Pornography

e Vulgarity

e Gambling

e Rightsinfringement
e Rumors

e Other, including: online borrowing and lending; online criminal activity; online commercial disputes;
online false and illegal advertising; online extortion and post deletion; email and telephone
harassment; intellectual copyright infringement; piracy; fake media and fake journalists; gang activity;
online cultural market activity including music, performance, and animation; and telecommunications
user services




Figure 3 : Categories of prohibited material listed by the Cyberspace Administration of China’s Illegal and
Undesirable Information Reporting Center.

Online announcements made by the Cyberspace Administration of China about the number of reports of prohib-
ited content also suggest the kinds of content the Chinese state seeks to censor. These announcements arrange
prohibited content into various categories, which only partially match those listed by the Reporting Center. Over
the years these subcategories have included pornography, politics, vulgarity, gambling, rights infringement, ru-
mors, terrorism, fraud, online extortion, paid post deletion

(https://www.cyberctm.com/zh TW/news/mobile/detail/2364079), and other forms of content.

We performed searches on Google and Baidu for terms associated with these announcements — “£[EMZEEHR
ZIBfE )" [national situation of the handling of online reports] and “£E M4AR RIS %" [national distri-
bution of categories of online reports] — during February and March 2023. We collected websites which pro-
vided breakdowns of the categories reports of prohibited content made by Cyberspace Administration offices
across China (“£E&t/{573”) and specific websites (“&}Jid”). We found some of these announcements on
websites run by the national Cyberspace Administration of China (https://archive.ph/WOshY) or reporting web-

sites run by provincial authorities (https://archive.ph/ISXed), while others were published on news media web-
sites (https://archive.ph/cFadf).

These announcements do not appear to be consistently available, and we were only able to find ten announce-
ments: nine monthly announcements released between January 2016 and January 2017, and one annual an-
nouncement for the year 2020, which are presented in Table 1. Nonetheless, the announcements which are
available indicate the kinds of material that are reported and censored across platforms and websites in China.
In addition, these announcements provide statistical information on the number of reports of prohibited con-
tent per category. We have provided a breakdown of this statistical data in Table 1. Based on the statistical data
contained in these announcements, the majority of reported prohibited content is pornographic, followed by ei-
ther political content or “other” material which does not fall into any of the other categories.

2016 Jan (https://archive.ph/ISXed) 2016 May (https://archive.ph/4

Pornography 64.7 60.4
Politics 8.9 12.9
Vulgarity n/a n/a
Gambling 1.4 1.3
Rights Infringement 2.5 5.7
Rumors n/a n/a
Terrorism 0.1 2.1
Fraud 4.5 8.2
Online Extortion and Paid Post Deletion 0.2 0.1

Other 17.7 9.3



Table 1: For announcements spanning 2016 to 2020, the % of reports in that announcement spanning each prohib-
ited online content category. Archived copies for these announcements are linked through the respective date.

Other Chinese government announcements give an indication of which platforms are responsible for hosting
prohibited content. These reports provide monthly or annual totals of the number of pieces of prohibited con-
tent reported to the authorities, broken down according to the website or platform on which the content was
found. Alongside warning, fining, or in other ways punishing companies for hosting prohibited content, these
public reports have the function of naming and shaming companies for failing to fully comply with Chinese laws
on online content management.

Platform # of Reports
Weibo 53.126 million
Baidu 25.961 million
Alibaba 11.689 million
Kuaishou 6.59 million
Tengxun 6.309 million
Douban 3.514 million
Zhihu 2.143 million
Jinri Toutiao 2.063 million
Sina Wang 934,000
Sogou 331,000

Table 2: For different Internet platforms, the number of reports of prohibited content for 2021

(https://archive.ph/w4h0x).

The most recent announcement we found concerning reports of prohibited content broken down by platform is
for the year 2021. The statistical data contained in this announcement, presented in Table 2, indicates that
Weibo was subject to the majority of reports of prohibited content with 53.126 million reports, followed by
Baidu (25.961 million) and Alibaba (11.689). The ten platforms listed in Table 2 account for roughly 110 million
reports. According to the government announcement from which these data come, these 110 million reports are
75.6% of the 166 million reports of online prohibited content made in 2021.

Related work

There is a large body of previous research analyzing search platform censorship in China. Much of the earliest
work focused on comparing censorship across web search engines accessible in China. In 2006, Reporters

Without Borders tested (https://rsf.org/en/test-filtering-sohu-and-sina-search-engines-following-upgrade) by
hand six keywords across multiple search engines accessible in China, finding that Yahoo returned the most pro-
Beijing results among the first ten results compared to other search engines. In the same year, Human Rights
Watch tested (https://www.hrw.org/sites/default/files/reports/china0806webwcover.pdf) by hand 25 keywords

and 25 URLs, finding that Baidu and Yahoo were the most censored. This earliest work was limited in analyzing
keyword-based censorship by attempting to characterize and compare the top n results for a searched keyword.



This type of analysis is limited due to its subjectivity and its inherent assumption that the search engine with the
most politically sensitive results must be the least censored when there may be other explanations for fewer
sensitive results than the application of censorship rules.

In 2008, in a follow up to the previous studies, Citizen Lab researchers tested (https://citizenlab.ca/wp-

content/uploads/2011/08/nartv-searchmonitor.pdf) 60 hand-picked keywords across multiple search engines

using an approach in which search queries were formed by combining a keyword with a web domain preceded
by the “site:” operator to determine which domains were censored from the results of which keywords. Of all of
the previous work we review, this work is the closest to ours. However, there are nevertheless fundamental dif-
ferences. The work, like its predecessors, was limited to small sample sizes and relies on hand-picked samples.
More importantly, its methods also cannot differentiate between a search query which is censored and one that
genuinely has no results. While this may not seem significant in the context of testing hand-picked keywords, in
our work we develop a method which can test whether a string of text triggers a censorship rule even when it
would ordinarily return no results, and our method can isolate the exact keyword or keywords present in that
string which are triggering its censorship. This capability was necessary for bridging the gap between testing
lists of curated keywords versus testing long strings of arbitrary text, which is a necessary component for auto-
mated and ongoing testing of strings of text from sources such as news articles.

In a 2011 work, to instrument automated and ongoing censorship testing, Espinoza et al. developed a novel
method using named entity extraction (https://en.wikipedia.org/wiki/Named-entity_recognition) to select

(https://www.cs.unm.edu/~amajest/focill.pdf) interesting keywords from a long string of news article text to

use in search engine testing. Specifically, their method was designed to extract certain nouns, namely, the
names of people, places, and organizations. The significance of this work is that it facilitates automatic censor-
ship testing which does not rely on hand curation of keywords but instead can take as input long strings of arbi-
trary text, such as from news articles, automatically selecting from that text certain keywords to test. However,
itis limited in that it makes assumptions about what type of content is likely to be sensitive, namely, certain
kinds of nouns, and was used to test keywords for censorship individually. In contrast, we have found that cen-
sorship rules often require the presence of multiple, typically related keywords and commonly consist of a vari-
ety of parts of speech. Instead of selecting interesting keywords from a long string of text to test individually, our
method tests a long string of text for the presence of censored content as a whole, even if it would not otherwise
have any search results. We can then, using additional search queries, isolate the exact keyword or keywords
triggering the censorship of that text. Our method is completely agnostic to and requires no assumptions con-
cerning parts of speech, semantics, word boundaries, or other aspects of language and effortlessly generalizes
to Chinese, English, Uyghur, and Tibetan languages, among others.

In another 2011 work, Zhu et al. use automated methods to test (https://arxiv.org/pdf/1107.3794.pdf) curated
keywords consisting of the 44,102 most-searched keywords on Baidu and Google.cn, 133 keywords known to be

censored by China’s national firewall, 1,126 political leaders of the Chinese government, and 85 keywords cho-
sen by hand based on current events. This work is to our knowledge the first to speculate about the existence of
different “white lists” of domains allowed to appear in the results for censored queries, whereas previous work
has been framed in measuring which domains were blocked. In our work, we confirm the existence of these lists
of authorized domains and attempt to quantify how many different lists exist, characterize when each list is ap-
plied, and measure which domains appear on each one.



More recently, in 2022 Citizen Lab researchers analyzed (https://citizenlab.ca/2022/05/bada-bing-bada-boom-

microsoft-bings-chinese-political-censorship-autosuggestions-north-america/) Microsoft Bing’s autosuggestion

system for Chinese-motivated political censorship, finding that not only was it applied to users in mainland
China but that it was also applied, partially, to users in North America and elsewhere. While this work is unlike
ours in that it analyzed for Chinese censorship queries’ autosuggestions as opposed to the queries’ results
proper, it is related to our work in that it studies the censorship of Bing, the only remaining major non-Chinese
web search engine accessible in China.

Most recent work studying search platform censorship in China has analyzed the search censorship performed
by social media platforms, namely that of Chinese microblogging platform Sina Weibo. For instance, in 2014, as
part of the ongoing Blocked on Weibo (http://blockedonweibo.com/) project, Ng used automated methods to

test (https://citizenlab.ca/2014/11/tracing-path-censored-weibo-post-compiling-keywords-trigger-automatic-

review/) for the censorship of 2,429 politically sensitive keywords previously curated
(https://docs.google.com/spreadsheet/ccc?key=0Aqe87wrWj9w dFpJWjZoM19BNkFfV2JrWS1pMEtYCEE) by
China Digital Times, finding that 693 were censored with explicit notifications. In a follow-up study months later,

Ng found that most of these no longer had explicit censorship notifications but still returned zero results. Ng
speculated that this may be due to either the removal of keywords from search censorship which were still being
applied to post deletion censorship or due to Weibo transitioning to a more covert form of censorship. Our find-
ings in this report suggest that both hypotheses for his findings could be true, as in Appendix A we demonstrate
a method for evading Weibo search censorship but which often still yields zero results due to a simultaneous ap-
plication of search censorship rules to post deletion, but also much of our analysis of Weibo focuses on a form of
soft censorship which subtly restricts which results can appear for sensitive queries.

Often work looking at Weibo censorship is ad hoc and non-methodological, performed quickly in response to
ongoing events, often to be featured in news articles or social media. For example, in 2017, Citizen Lab re-
searchers studied (https://citizenlab.ca/2017/07/analyzing-censorship-of-the-death-of-liu-xiaobo-on-wechat-

and-weibo/) Weibo search censorship of human rights advocate Liu Xiaobo leading up to and in the wake of his
passing. They found that censorship of his name and surrounding topics intensified immediately following his
passing but eventually returned to baseline levels. In our work we facilitate a method to automatically and
methodologically detect search censorship rules introduced in response to developing news events with the in-
tention to aid such rapid investigations.

In response to a 2022 incident in which Canadian Prime Minister Justin Trudeau had a heated, public conversa-

tion (https://www.bbc.com/news/world-asia-china-63654337) with Chinese President Xi Jinping, journalist
Wenhao Ma tweeted (https://mobile.twitter.com/ThislsWenhao/status/1593056079403167750) his discovery
that “4F222” [Trudeau], “/N\T=" [little potato] (a Chinese nickname for Trudeau), and the English word
“potato” were censored by Weibo search. We highlight this example for two reasons. First, Ma identified these

keywords as being censored even though they had search results because their search results seemed to only
contain results from official accounts with blue “V” insignia, recognizing that Weibo was applying a more subtle,
softer form of censorship compared to simply displaying zero results. In our work, we develop a method to mea-
sure unambiguously when such keywords are subject to this type of censorship without attempting to glean it
from the number of results from official accounts. Second, however, Ma’s claim that the English word “potato”
was censored by Weibo was, while correct, misleading in that its censorship had nothing to do with Trudeau or



potatoes but because it contains the substring “pot”, a slang term for marijuana. To avoid this type of inadver-
tent misattribution, in our work, we use a carefully designed algorithm to extract the exact keywords or combi-
nation of keywords triggering the censorship of a string of text.

In previous work (https://www.usenix.org/system/files/focil9-paper xiong.pdf) studying automatic censorship

of messages on WeChat, we determined that WeChat automatically censors messages if they contain any of a
number of blocked keyword combinations, and we had defined a keyword combination as a set of one or more
keywords such that, if each keyword in the combination was present somewhere in a text, the text would be
censored. For instance, if WeChat censors the keyword combination {“Xi”, “Jinping”, “gif”}, then any message
containing all of these keywords, anywhere in the message, in any order, is censored. Thus, this combination
would censor “Xi Jinping gif” and “gif of Xi Jinping” but not “Xi gif”. In this model, keywords can overlap as well,
so even “Xi Jinpingif” would be censored since it contains the strings “Xi”, “Jinping”, and “gif” somewhere in the
message, although the latter two overlap.

To our knowledge, this manner of modeling WeChat’s automated chat censorship rules as a “list of unordered
sets” of blocked keywords completely captured WeChat’s censorship behavior. However, other censorship sys-
tems fitted with different censorship implementations may not be able to be adequately modeled using this
model. For instance, a “list of ordered sequences” censorship system might require that the keywords appear in

a specific order. For example, the rule (“Xi”, “Jinping”, “gif”) would censor “Xi Jinping gif” but not “gif of Xi
Jinping”. A censorship system which implemented rules as a series of regular expressions

(https://en.wikipedia.org/wiki/Regular_expression) would not only require the keywords to appear in an order

but also that they not overlap. For example, the regular expression /Xi*Jinping.*gif/ would censor “Xi Jinping
gif” but neither “gif of Xi Jinping” nor “Xi Jinpingif”. Finally, a censorship system might use some machine learn-
ing algorithm to classify which queries to censor. However, we have not previously observed such systems used
to perform real-time, political censorship, likely due to the requirements of such a system to operate with low
false positives and to possess a nuanced, day-by-day understanding of what content is politically sensitive.

To attempt to capture the censorship behavior of as many search platforms as possible, in the remainder of this
work we chose to use a “list of ordered sequences” model as in doing so we are being as conservative in our as-
sumptions as possible. For instance, by using ordered sequences, we can still model unordered rules, although
this may require multiple ordered sequences to capture every possible permutation (e.g., (“Xi”, “Jinping”, “gif”),
(“gif”, “Xi”, “Jinping”), etc.). In our model we allow for the possibility that keywords triggering censorship in a
query may be overlapping, but by facilitating this possibility we can still measure systems where keywords
cannot.

Throughout the remainder of this work, we use the term keyword combination to refer to such a “list of ordered
sequences”, and we will express them as keywords separated by plus signs, e.g., “Xi + Jinping + gif”. Later in our
work, we reflect on this model more. In our “Methodology” section, we explain exactly how we measure which
sequence of keywords is triggering the censorship of a censored query, and in our “Results” section we reflect on
how effective our model performed in capturing the actual censorship behavior of the search platforms which
we measured.



Methodology

In this section we describe our overall experimental methodology and then detail the methodologies of three
different experiments which we perform.

Search platforms analyzed

We aimed to analyze the most popular platforms across different kinds of Internet platforms ranging from web
search engines and e-commerce platforms to social media sites. Overall, we selected to analyze eight different
search platforms, including three web search engines, four varying types of social media network, and one e-
commerce platform (see Table 3 for the full list).

Website Description Object o
Baidu Web search engine Web page r
Baidu Zhidao Q&A platform Q&A post re
Bilibili Video sharing platform Video resuli
Bing Web search engine Web page r
Douyin Operated by TikTok’s ByteDance, the version of TikTok accessible from mainland ChinaVideo resuli
Jingdong E-commerce platform Product rec
Sogou Web search engine Web page r
Weibo Microblogging site similar to Twitter Microblogr:

>
Table 3: The search platforms that we analyzed and the object of censorship which we measured on them.

Notably, our selection includes one platform not operated by a Chinese company — Microsoft Bing — whereas
the remaining are all operated by Chinese companies.

Measuring whether a query is censored

When a user using a search platform searches for a query, this query is sent to a server. If the query is not cen-
sored, the server will respond with the corresponding matches to the query. However, with a censored query,
there are two possibilities depending on the search platform:

1. The server returns a unique notification when the user’s query contains sensitive content. We call this
transparent censorship because the signal is unambiguous.

2. The server spuriously omits some or all search results despite that content matching the user’s query. We
call this opaque censorship due to there existing an ambiguity as to whether the query was censored or
whether those matches never existed.

For search platforms which employ transparent censorship, measuring whether a query is censored is straight-
forward: test the query and check if there is a notification that the query is censored. However, for search plat-
forms which censor opaquely, we were required to employ a more sophisticated methodology to distinguish be-



tween cases where there are genuinely zero matches and cases of opaque censorship. In the following section
we discuss the method we used to distinguish between these cases.

Measuring whether a string of text is opaquely censored

On platforms which employ opaque censorship, in order to distinguish between cases where there are genuinely
zero matches and cases where matches exist but are being opaquely censored, we use a technique of creating
test queries for a string of text such that they should always return matches unless the string of text is censored,
tailored to each platform. We call such a modified query a truism, which Wikipedia
(https://en.wikipedia.org/w/index.php?title=Truism&oldid=1119858100) defines as “a claim that is so obvious or

self-evident as to be hardly worth mentioning, except as a reminder or as a rhetorical or literary device”. Our tru-
isms are search queries which should obviously return results but are used as devices to unambiguously detect
the presence of censorship of a string of text.

As an example, on Baidu Zhidao, we create a truism by surrounding the string in question with “the -(” before
the string and “)” after the string. Thus, for Baidu Zhidao, to test the string “>~JIT32” we would test the truism
“the -(3J1£3£)”. On Baidu Zhidao this syntax indicates to the search platform to logically negate whatever is in
between the parentheses and can be interpreted as searching for all results containing “the” which do not con-
tain “~JILZ”. In the case of Baidu Zhidao and many other platforms, we have discovered that even content
which is negated in a query can still trigger the query’s censorship.

Website Transformation

Baidu “site:com.cn_-(” + string + “)” Since there is no character or string which is present on every web paj
Baidu Zhidao “the_-(” + string + “)” Since posts exist containing “the”, this query requesting pages contair
Bilibili string Transparent censorship (although Bilibili does not report a censorshig
Bing “microsoft_|.” + string Since web pages exist containing “microsoft”, this query requesting p:
Jingdong  string Transparent censorship (although Jingdong does not report a censors
Sogou “site:com.cn#88” +string  Although Sogou does not support disjunction (X | Y) or negation (-X), v
Weibo string Transparent censorship (Weibo displays a censorship notification)

Table 4: Rules for transforming a query for string to a truism testing for censorship of string such that string is cen-
sored if and only if its corresponding truism returns zero results.

As another example, while Baidu Zhidao and many other platforms seemed to naively scan queries for the pres-
ence of strings to trigger censorship, Bing’s censorship system seemed clever enough to not allow the content of
negated content to trigger censorship. However, we were still able to create a truism on Bing by searching for
“(microsoft | SJIL3)”. On Bing this syntax indicates to the search platform to return results that contain either
“microsoft” or “3JITY¥”. Since we know that there exist pages on the Internet containing “microsoft” and since
“microsoft” is not censored, then, if there are no results, it must be because “=JIrZ” is censored. See Table 4
for the rules which we used to create truisms to test each site employing opaque censorship.



Although we could theoretically construct such queries, note that truisms are not necessarily tautological, i.e.,
they are not guaranteed to return results a priori. For instance, we could construct a query “(JUT | -SJT)”
which would request any result that either contains SJJITY or does not contain I (i.e., every result).
However, in our testing search platforms did not seem designed to recognize such queries as tautologies and of-
ten the results would be logically inconsistent (e.g., “>JIT£” reporting more results than “(JIT3E | -SJIE3E)”).
As such, by “truism” we refer to queries which when not censored are merely certain to return results in practice
although not necessarily a priori.

Since whitespace and punctuation characters can induce unpredictable behavior on censorship systems and be-
cause it can potentially interfere with the syntax added by our truisms, we strip all whitespace and punctuation
from strings before testing. While it is possible that by performing this practice we may be failing to discover
some censored rules which require punctuation, we found that in our previous study of WeChat that WeChat
strips whitespace and punctuation from messages before testing them for censorship and that failing to strip
these characters ourselves resulted in the spurious inclusion of them in our results. Therefore, out of caution,
because we prefer accuracy of our results over the possibility of a slightly larger size of results, we strip white-
space and characters from our test strings before testing.

By using the method described in this section of testing using truisms, we can be certain that if our query does
not have any returned matches then it must be due to the result of censorship. Thus far, we have discussed how
we measure hard censorship, that is, censorship which denies the user from any matches. However, in this fol-
lowing section, we discuss how to measure a more subtle form of censorship in which the matches may be par-
tially censored.

Measuring whether a query is partially censored

Across the three web search engines we tested, many queries which did return results only returned results link-
ing to websites which were Chinese state-owned or state-approved media outlets (see Figure 4 for an
illustration).

(¥ [ m-y ] BaiSnE
.

L S, . e I

:'/ New China News Agency :,/ China Network Television

’ m/’ China News Agency E-’—,/ China Network Television
. I:}—/// China Network Television
o . .
el - China Youth Net
E—-—_—__-_-_____—-___ E-’___/—/_',’—- China Internet Information Center

Bl — . New China News Agency E’/__—,#____/____,__—- China Anti-Cult Association

(https://citizenlab.ca/wp-content/webpc-passthru.php?src=https://citizenlab.ca/wp-
content/uploads/2023/04/Wire-2023-04-24-at-3 47-PM.png&nocache=1)

Figure 4: On Baidu, an example of a query whose results are only from Chinese state media.



Moreover, for some social media search platforms, we noticed that, for some queries that did return results,
these results seemed to be only from accounts which have received a certain amount of verification or approval.
We call this type of censorship in which results are only allowed from authorized sources soft censorship and
censorship in which no results are allowed hard censorship (see Table 5 for a breakdown of each platform we
discovered performing soft censorship).

Website Soft censorship

Baidu  Only shows results from authorized domains (typically Chinese government sites, Chinese state media,
Bing  Only shows results from authorized domains (typically Chinese government sites, Chinese state media,
Douyin Only verified accounts

Sogou Only shows results from authorized domains (Chinese government sites, Chinese state media, etc.)

Weibo Only verified accounts

Table 5: Platforms which we discovered performing soft censorship and the manner in which they perform it.

To detect this form of soft censorship, for each web search engine, we modified its truism by restricting the re-
sults to only be allowed from unauthorized sources. For example, on Baidu, we only allow results from
microsoft.com, a site we chose because it is both popular and accessible in China but foreign operated and un-
likely to be pre-approved for voicing state propaganda. For Baidu, we surrounded the tested string with
“site:microsoft.com -(” on the left and “)” on the right in order to transform it into a truism and test it for soft
censorship but with the restriction that results were only allowed from an unauthorized source. Thus, for the
string “GZlI”, we would test the truism “site:microsoft.com -(&Z)f1)”, which can be interpreted as searching for
any page on microsoft.com not containing “BZIM”. See Table 6 for the rules which we used to create truisms to
test each site employing soft censorship.

Website Transformation

Baidu “site:microsoft.com_-(” + string + “)” Same as in Table 4 except restricted to microsoft.com, ar
Bing “site:microsoft.com_(microsoft_|.” + string + “)” Same as in Table 4 except restricted to microsoft.com, ar
Douyin string + “_%0%o” Douyin normally displays results for any query, no matte
Sogou “site:microsoft.com#” + string Same as in Table 4 except restricted to microsoft.com, ar
Weibo  “%0%eo_-(” + string + “)” Only non-verified accounts have posted the string “%q%o

»

Table 6: Rules for transforming a query for string to a truism testing for soft censorship of string such that string is
soft censored if and only if its truism returns zero results.

Notably, although many sensitive queries on Douyin returned zero results, we did not find any evidence of hard
censorship on Douyin that could not be explained by the soft censorship system which we explain in Table 6. As
such, on Douyin, we only measure its soft censorship system.



Isolating which keywords are triggering censorship

Thus far we have discussed how to determine whether a string of text is either hard or soft censored across each
of the search platforms which we tested. However, given that a string of text is censored, we still desire to know

which keyword or combinations of keywords present in that text are responsible for triggering its censorship. In
this section, we outline the method we employ of isolating which combination of keywords is triggering a text’s

censorship by making additional queries.

To isolate keywords triggering censorship of a string of text, we make use of an algorithm called CABS which we
originally introduced (https://www.usenix.org/system/files/focil9-paper xiong.pdf) in 2019 and continue to

maintain here (https://github.com/citizenlab/censored-keyword-isolation). Our original algorithm was moti-
vated by discovering censored keyword combinations on WeChat, which we modeled as a “list of unordered
sets”, but, as we model censorship in this work as a “list of ordered sequences”, we adapted
(https://github.com/citizenlab/censored-keyword-isolation/blob/master/algorithms-left-ordered.py) the algo-

rithm to fit this model. Fortunately the changes required were trivial, essentially replacing all sets and set opera-
tions with tuples and their corresponding tuple operations (e.g., set union is replaced with tuple concatenation).
To fully understand the algorithm and to access its code, we recommend visiting the previous links in this para-
graph. However, in the remainder of this section we will briefly outline the intuition behind how this isolation al-
gorithm works.

The algorithm works by performing bisection and attempting to truncate as much of the text beingisolated at a
time while preserving the property that it is still censored. For example, initially it will attempt to remove the
second half of the text and measure if it is still censored. If it is, then it will attempt to remove the last three
quarters of the text. If it is not, then it will attempt to remove only the last quarter of the text. By iteratively re-
peating this procedure, the algorithm eventually discovers the final character of one of the keywords triggering
the censorship of the string. It next attempts to discover the first character of this keyword. Once the complete
keyword is discovered, the algorithm tests if the keyword it has discovered thus far is sufficient to trigger censor-
ship. If not, it repeats this process of finding another keyword in the censoring keyword combination on the re-
maining text up to but not including the final character of the keyword most recently discovered. It repeats this
process until enough keywords have been discovered to trigger censorship, producing the censored keyword
combination in its entirety.

There are, as it turns out, many subtleties to doing this correctly and efficiently, especially when keywords can
overlap or when there may be present multiple keyword combinations triggering censorship. However, through
careful design and testing, our algorithm is correct even in the presence of such corner cases.

Website Character

Baidu “%0” Efficiently encoded in GB18030, the encoding under which our testing query length on B
Baidu Zhidao “%o” Efficiently encoded in GBK, the encoding under which our testing query length on Baidu
Bilibili “e” Sufficient to separate keywords.
Bing “ " In our testing, we found that different join characters could produce different results, su,
Douyin “@” Sufficient to separate keywords.

« »

Jingdong . Sufficient to separate keywords.



Sogou “ER” Efficiently encoded in GB18030, the encoding under which our testing query length on S

enr an —_—rre - ' [ PR

Table 7: For each tested search platform the “join” character that is used when isolating the combination of key-
words triggering the censorship of a string of text.

The one way in which the algorithm must be adapted to a given search platform is by choosing a “join” charac-
ter. This selection is necessary as not every platform considers the same characters as splitting a keyword. For
instance, on one platform, putting spaces in between the characters of a censored keyword may not prevent it
from being censored but on another it may. A desirable “join” character for a platform is one whose insertion
into a censored keyword would prevent it from censoring but also one that it is unlikely to appear in censored *
keywords that we wish to measure and that can be encoded efficiently in whatever character encoding a search
platform internally uses. For a breakdown of the “join” characters that we used for each tested search platform
with corresponding motivations, please see Table 7.

By using this algorithmic technique, we can determine the exact keyword or combination of keywords necessary
to trigger censorship of a censored string of text. The results are not statistical inferences, approximations, or in
any way probabilistic. Moreover, the algorithm is agnostic of and makes no assumptions concerning language,
including concerning parts of speech, semantics, word boundaries, or other aspects of language, and it effort-
lessly generalizes to Chinese, English, Uyghur, and Tibetan languages, among others.

Overcoming testing hazards

During the preliminary design and testing of our methods, we observed that our methodology would need to
overcome multiple hazards in order to provide thorough and accurate results, including captchas, various re-
strictions on query length, and inconsistent results returned by search platforms. Below we outline how we
overcome these hazards.

Captchas

We found that, after a period of automated testing, Sogou and Baidu began displaying captchas instead of dis-
playing search results until the captchas were solved. We did not investigate attempting to solve the captchas
automatically. However, for Sogou, we found that whenever presented with a captcha we could restart the
browser session to resume testing for some substantial period of time until the next captcha appeared, at which
point we could simply restart the browser session again. For Baidu, restarting the browser session was typically
ineffective. However, we found that solving a captcha would allow a browser session to test for 24 hours uninter-
rupted by captchas. Thus, to instrument Baidu’s testing, every 24 hours we manually solve a captcha for each
browser session, requiring only seconds of manual intervention each day. However, if Baidu’s captcha displays
became more frequent or if we wanted to completely automate the testing, future work might look at applying
software designed to automatically solve these captchas.

Douyin also displayed captchas. However, unlike with Sogou and Baidu, even after solving Douyin’s captchas,
repeated search querying would inevitably begin yielding zero results for any search query, regardless of its sen-
sitivity. As such, we were not able to complete every experiment with Douyin, as we stopped testing it early in



our analysis due to this limitation.

Query length limitations

The search platforms we tested have limitations in the length of query which we could test. Exceeding these lim-
its had various consequences, such as the platform returning an error message, silently truncating the query, or
all content beyond the limit evading censorship. As such, for each platform, we performed testing to determine
the value of any applicable limit. As characters can take varying space in different representations or encodings,
we also had to determine the unit of the limit, which we found to vary across platforms as being a function of
the number of raw Unicode characters or the number of bytes in some character encoding such as UTF-8, UTF-
16, GB18030, etc. (see Table 8 for a complete breakdown).

Website Maximum query length  Encoding and unit
Baidu 76 GB18030 bytes
Baidu Zhidao 76 GBK bytes
Bilibili 33 Unicode characters
Bing 150 UTF-8 bytes
Douyin 202 UTF-16 bytes
Jingdong 80 Unicode characters
Sogou 80 GB18030 bytes
Weibo 40 GB18030 bytes

Table 8: For each search platform, the maximum query length we used in testing.

Our code was written to ensure that queries were never tested which exceeded a platform’s limits to ensure the
reliability of our results.

Inconsistent search results

We observed inconsistencies in the search results with some search engines during our testing. When we
searched for a truism for the first time, we found that some platforms would occasionally return no results for a
truism, even if it is not censored. Testing it again would yield results. We hypothesize that the eccentric queries
which we construct would sometimes overwhelm the search platform but, once it had sufficient time to be
primed, it would then return results for subsequent searches using that query. For other platforms, we also ob-
served cases in which it seemed that we would see a small number of censorship rules being applied inconsis-
tently. We hypothesize that such inconsistent observations may have resulted from load balancing between
servers with small differences between the censorship blocklists with which they had been deployed. In any
case, to make our measurements robust to these and other inconsistencies, we apply the following algorithm,
expressed below in Python-like pseudocode, which effectively retests a potential keyword combination an addi-
tional two times over the span of three hours before considering it a censored keyword combination:



1: def robust_isolate(censored_text):

2: combo = isolate(censored_text) # returns list of keywords

3: for round in range(2): # retest an additional two times

4: wait_for_an_hour()

5: last_combo = combo

6: censored_text = ''.join(combo)

7: combo = isolate(censored_text) # returns list of keywords

8: if combo != last_combo:

9: if len(combo) < len(last_combo) or (len(combo) == len(last_combo) and len(''.join(c
10: return robust_isolation(''.join(combo)) # restart with new
11: return None # give up
12: return combo

In this code, in the event that we discover an inconsistent result, we do one of two things depending on how the
new result compares to the previous one. If, compared to the previous result, the new result’s keyword combina-
tion has either fewer constituent keywords or if it both has the same number of constituent keywords but the
sum of the lengths of each of its constituent keywords is less than those of the previous result, then we restart
the robust isolation process from scratch on the new keyword. Otherwise, we simply give up attempting to iso-
late the triggering keyword combination from the given censored string. We have this rule in place to ensure that
the isolation of the keyword combination is making some measure of progress, in either having fewer keywords
or in having the same number of keywords but shorter ones. This policy ensures that, in an environment where
servers may be giving inconsistent results, the algorithm still terminates, either by eventually returning a reli-
able result or by failing. Although we did not collect data specifically pertaining to this matter, we believe from
casual observation that such failures are exceedingly rare and occur only when nothing else could have been
easily done to obtain a reliable result.

Experiments

In this work we perform three experiments using different sampling methodologies to address different research
questions that we had. In our first two experiments, we test search platforms for the censorship of people’s
names and of known sensitive content, respectively. We also present a third, ongoing experiment from which we
already have preliminary results, in which we test text for censorship from daily news sources. In the remainder
of this section we set out the design of these three experiments in greater detail.

Experiment 1: Measuring censorship of people’s names

In our first experiment we test people’s names. Individuals or their names have the following desirable
properties:
¢ Individuals can represent highly sensitive or controversial issues.

¢ Unlike more abstract concepts, a comprehensive sample of notable people and their names can be
automatically curated and enumerated into a large test list.



e Asopposed to a list of handpicked keywords or a list of sensitive keywords censored in other Chinese
products, a list of people’s names is not biased toward the sort or style of keywords censored in other
Chinese products or toward a researcher’s preconceptions.

To facilitate this experiment, we used a list of 18,863 notable people whose names which we had previously cu-
rated from Wikipedia in 2022. The manner in which we curated these is spelled out in a previous report

(https://citizenlab.ca/2022/05/bada-bing-bada-boom-microsoft-bings-chinese-political-censorship-autosugges-

tions-north-america/#methodology), but, at a high level, these names were collected from Wikipedia by looking

for people whose articles had a sufficiently high number of Wikipedia views and whose names had a sufficiently
high amount of search volume on Microsoft Bing. While this list of notable names inevitably contained the
names of famous Chinese politicians, political dissidents, and others whom we might expect to be the targets of
censorship, the criteria through which we selected these names was designed to be unbiased and to also pro-
duce names for testing whose censorship we might not expect with the intention that we find surprising results.

In this experiment we test each person’s name individually. For each name on this list, to generate a test string,
we take the person’s name as expressed in the Wikipedia article title and append, if different, the name in sim-
plified Chinese characters and append, if different, the name in traditional Chinese characters, forming a final
test string of between one and three variations of the name concatenated together. If in testing we find that the
test string is censored, we then use our isolation algorithm to isolate a keyword combination triggering its
censorship.

While isolating the triggering keyword combination may not seem necessary when individually testing keywords
such as people’s names, as it might seem apparent that sensitivity of that person’s name must be responsible
for triggering the censorship, we found it helpful in discovering cases where names were collaterally censored,
either by accidentally containing another part of another censored name (e.g., “>J” [Xi]), or by accidentally con-
taining other sensitive characters triggering its censorship (e.g., “/hE#&” [Alvin Ng] censored due to containing
the character “4&” [bridge] following the Sitong Bridge Protests).

During this experiment, for each platform tested, we record each censored name and the keyword combination
triggering its censorship.

Experiment 2: Measuring censorship of known sensitive content

In our second experiment we test from a compilation of known sensitive content. Previous work has shown that,
to comply with Chinese censorship regulations, companies are generally responsible

(https://www.usenix.org/conference/focill/three-researchers-five-conjectures-empirical-analysis-tom-skype-

censorship-and) for curating (https://firstmonday.org/ojs/index.php/fm/article/view/4628/3727) their own

(https://www.usenix.org/conference/focil5/workshop-program/presentation/knockel) censorship lists

(https://www.usenix.org/conference/focil7/workshop-program/presentation/knockel) and that lists used by

any two companies will, on average, have little overlap (https://www.cs.unm.edu/~jeffk/publications/jeffs-

dissertation.pdf). However, due to the onerous task of compiling these lists, which may contain tens of thou-
sands of keywords or more, companies are often reluctant to invest the resources required to develop their own
lists, instead opting to use whatever lists that might be most easily available. Software developers have been
known to take censorship lists with them (https://www.usenix.org/conference/focil5/workshop-




program/presentation/knockel) when leaving companies and to later use them in new products. Furthermore,

when comparing a list across a database consisting of as many as thousands of other previously discovered

Chinese censorship lists, it can be possible to find one or more lists (https://citizenlab.ca/2021/08/engrave-dan-
ger-an-analysis-of-apple-engraving-censorship-across-six-regions/#derivation-of-mainland-china-keyword-list)

from which the list in question may have been derived (or lists which may have been derived from the list in
question) due to an amount of overlap unexplainable by chance. Therefore, testing from a large sample of other
products’ lists can be an effective way to find what another product is censoring.

As such, in our second experiment, we sample tested by drawing from a database of thousands of Chinese cen-

sorship lists (https://github.com/citizenlab/chat-censorship) previously discovered on other platforms consist-

ing in aggregate of 505,903 unique keywords. Instead of testing keywords individually, we treated the entire
database as a large text by concatenating the unique keywords together ordered by frequency and secondarily
lexicographically. By treating the database as a single, large text, we were able to test more content at once, lim-
ited only by each search platform’s limitations on query length, decreasing the time required to test and increas-
ing the chance of discovering keyword combinations consisting of more than one keyword. When we discover a
censored string of text, we isolate its triggering keyword combination and record it. We then resumed testing at
the character after the censored keyword combination’s earliest character (i.e., after the keyword combination’s
earliest keyword’s earliest character).

Experiment 3: Ongoing testing from news articles

In our third experiment, we test from news articles in a perpetual, ongoing fashion. Our motivation for choosing
news articles is that they are easy to collect, contain words related to current events, and often cover politically
sensitive topics. Furthermore, they may be directly the desired object of inquiry on a web search platform or the
object of discussion on a social media network, as we found many titles of or long phrases in news articles cen-
sored on search platforms.

To facilitate this experiment, every 60 seconds, we check for and collect news articles from 16 different RSS

(https://en.wikipedia.org/wiki/RSS) feeds spanning Mandarin, Cantonese, Tibetan, and Uyghur languages as
well as editorial stances which range from expressly pro-Beijing to expressly critical of Beijing including those
news sources with stances in between (see Table 9 for a complete list).

Source Language
Botan (https://botanwang.com/rss.xml) Mandarin

Boxun (https://boxun.com/feed) Mandarin

China Digital Times (https://feeds.feedburner.com/chinadigitaltimes/lyPt) Mandarin

Deutsche Welle Chinese (https://rss.dw.de/rdf/rss-chi-all) Mandarin
Financial Times Chinese (https://www.ftchinese.com/rss/feed) Mandarin
Mingpao (https://news.mingpao.com/rss/ins/all.xml) Cantonese
New York Times Chinese (https://cn.nytimes.com/rss/). Mandarin
People’s Daily (https://www.people.com.cn/rss/politics.xml) Mandarin

Radio France Internationale Chinese (http://cn.rfi.fr/general/rss/) Mandarin




Radio Free Asia Cantonese (https://www.rfa.org/cantonese/rss2.xml), Cantonese

Radio Free Asia Mandarin (https://www.rfa.org/mandarin/rss2.xml) Mandarin
Radio Free Asia Tibet (https://www.rfa.org/tibetan/rss2.xml) Tibetan
Radio Free Asia Uyghur (https://www.rfa.org/uyghur/rss2.xml), Uyghur
Solidot (https://www.solidot.org/index.rss) Mandarin
Voice of America Chinese (https://www.voachinese.com/rss/). Mandarin
Voice of America Cantonese (https://www.voacantonese.com/api/) Cantonese

Table 9: RSS news sources used in testing.

For the purposes of testing, we consider each article text a concatenation of its RSS title, description, and URL.
On each search platform, we then test each article as much at a time as possible, as limited by the platform’s
maximum query length. As in Experiment 2, when we discover a censored string of text, we isolate its triggering
keyword combination and record it, and we then resume testing at the character after the censored keyword

combination’s earliest character.

Experimental setup

We coded an implementation of our experiments in Python (https://www.python.org/) using the Selenium Web
browser automation framework (https://www.selenium.dev/) and executed the code on Ubuntu Linux
(https://ubuntu.com/) machines. We tested each search platform from a Toronto network except for Bing, which
we tested from a Chinese vantage point using a popular VPN service. Experiment 1 was performed in October
2022. Experiment 2 was performed in February 2023. Experiment 3 began January 1, 2023, and is ongoing as of

the time of this writing.

Results

In this section we detail the results of our first two experiments and present preliminary results from our third.

Experiment 1: Censorship of people’s names

Among the 18,863 names tested from Wikipedia, we found a combined 1,054 unique names — over 1in 18 —
censored across the search platforms which we tested. Among the unique censored names, 605 were hard cen-
sored on at least one platform, and 449 were only ever observed to be soft censored. Among platforms which
performed both hard and soft censorship, such platforms performed very little hard censorship, suggesting that
they prefer to perform soft censorship when operators possess the capability. From the censors’ perspective,
soft censorship may be more desirable as the way in which it controls information is less obvious, but, from the
platform operators’ perspective, it may be also desirable, as it creates less friction during a user’s interaction
with the platform because a user, if receiving no results on one platform, may be tempted to try switching to
another.



Among the platforms analyzed, we found Weibo to target the highest number of names (474) for some type of
censorship, and among the web search engines, we found similar levels of censorship, with Sogou targeting 282,
Baidu targeting 219, and Bing targeting 189 with some type of censorship. Strictly concerning hard censorship,
web search engines targeted very few names. Baidu hard censored “>JBB;E” [Xi Mingze], Xi Jinping’s daughter,
and “/REEE” [Xu Xiaodong], a mixed martial artist with anti-China political views. Seemingly beyond coinci-
dence, Sogou hard censored the same two names, although Sogou targeted Xi Mingze with a more broad rule:
“>] + BE;E” [Xi + Mingze]. These similar findings are especially surprising as Xu Xiaodong, while a sensitive name,
would not seem as sensitive or as well known a name as many others in Chinese politics. We did not find Bing to
hard censor any names.
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Figure 5: For each platform, for hard and (if applicable) soft censorship, a breakdown by category of the
number of names censored in that category.

To better understand the motivations behind search platforms’ censorship of people’s names, we developed a
codebook to categorize each censored keyword according to a person’s significance, particularly in the context
of Chinese political censorship. Following grounded theory, we first went through all censored names to discern
broad categories and repeated themes. This iteration led to seven high-level themes for the codebook. We then
reviewed all of the censored names again and applied an appropriate label to each keyword (see Figure 5).

We categorized sensitive names into seven common themes: “Political” (e.g., political leaders and dissidents,
major historical events, criticism of the Communist Party, or proscribed political ideas), “Religious” (e.g.,
banned religious faiths, spiritual leaders, and religious organizations), “Eroticism” (e.g., pornographic material,
adult film actors, sex acts, adult websites, and paid sexual services), “Collateral” (names collaterally censored by
a censorship rule targeting someone or something else), “Business” (businesspeople who do not have a clear



political motivation for their censorship), “Entertainment” (celebrities, artists, singers and related figures in the
entertainment and associated industries who do not have a clear political motivation for their censorship), and
“Other” (a residual category that contains content which either does not fit within the other six categories and
terms which have been censored for unclear reasons).

We found that most names that platforms censored were for political motivations, whether to shield leaders and
other pro-Chinese-Communist-Party members from criticism or to silence dissidents. However, we also found
that many names were collaterally censored by rules clearly targeting content other than that person or their
name. As examples in English, Hong Kong musical artist “DoughBoy” was soft censored on Weibo for containing
“ghB”, GHB being a drug illegal in China and broadly elsewhere, and Baidu Zhidao censored South Korean band
“FLAVOR?” for containing “AV”, an abbreviation for adult video. As examples in Chinese, Polish Violinis “SEHT
#E2ITR” [Henryk Wieniawski] was soft censored on Weibo for containing “4£f2” [Winnie (the Pooh)], a com-
mon mocking reference (https://www.theguardian.com/world/2018/aug/07/china-bans-winnie-the-pooh-film-

to-stop-comparisons-to-president-xi) to Xi Jinping, and Microsoft Bing soft censored Chinese actress “~JE” [Xi

Xue] for containing “>J” [Xi], Xi Jinping’s surname. Weibo’s soft censorship collaterally affected the largest num-
ber of names due to the platform’s use of broad censorship rules. In second and third are Jingdong and Baidu
Zhidao, respectively. These examples of collateral censorship speak to the methodological importance of not
just testing whether a string is censored but also of understanding the exact censorship rule targeting its censor-
ship to avoid misattributing the censor’s motives.

Comparing the soft censorship of social networks Douyin and Weibo, we found that they censor a similar num-
ber of names under political motivation, with Douyin censoring slightly more. However, due to its use of broader
rules, Weibo had much more names censored collaterally, whereas Douyin’s more specific rules were able to
pinpoint political names without collaterally affecting any others in our measurements.

Experiment 2: Censorship of known sensitive content

Among our testing spanning 505,903 unique, previously discovered censored keywords, we found 60,774 unique
keyword combinations censored across all search platforms which we investigated. Due to Douyin aggressively
fingerprinting and banning our testing, we were unable to complete this experiment for Douyin. We also omit
Bing hard censorship results from our discussion in this section as we only discovered four keyword combina-
tions hard censored by Bing, and we believe that these keyword combinations were measurement artifacts of
attempting to measure keyword combination censorship of a machine learning classifier trained to detect
pornographic queries (we will discuss this more in the section “Evaluation of our model” later below).
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Figure 6: For each platform, for hard and (if applicable) soft censorship, a breakdown by category of the
estimated number of keyword combinations discovered in that category.

To understand the type of content censored on each platform, we randomly sampled 200 keyword combina-
tions censored on each platform and categorized them as we did for the previous experiment into themes which
resemble but are not all the same as the ones in the previous experiment: “Political” (e.g., political leaders and
dissidents, major historical events, criticism of the Communist Party, or proscribed political ideas), “Religious”
(e.g., banned religious faiths, spiritual leaders, and religious organizations), “Eroticism” (e.g., pornographic ma-
terial, adult film actors, sex acts, adult websites, and paid sexual services), “Illicit Goods” (e.g., narcotics, weap-
ons, and chemicals), “Other Crime” (e.g., gambling, fraud, extortion, counterfeiting, and private surveillance),
and “Other” (a residual category that contains content which either does not fit within the other five categories
and terms which have been censored for unclear reasons). For each platform, based on the proportion of key-
word combinations that we found in each category in our random sample, we then estimated the total number
of keyword combinations in each category for each platform.

We based our criteria for these six categories on what we found through examining censored content on the
eight platforms listed in Table 3. Our six categories also roughly match the categories of prohibited content
listed in Chinese government legislation (Figure 1), the targets of internet purification special operations (Figure
2), official announcements on reports of undesirable or harmful online information (Figure 2), and the nine cate-
gories of illegal, undesirable, or harmful information listed on the Cyberspace Administration of China’s
Reporting Center (Figure 3). Below we describe our findings from each of these categories in more detail.



Political

We found that a large proportion of censored names of political leaders refer to Xi Jinping’s name “~JiT32” or
his family. Examples include his current wife “S8ZFF8&” [Peng Liyuan], his former wife “4a[}$¥%” [Ke Lingling], his
sister “S¥HF” [Qi Qiaogiao], and his daughter “~JBH;E” [Xi Mingze] (see Table 10 for a breakdown per
platform).

Baidu (hard) Baidu (soft) Baidu Zhidao Bilibili Bing (Soft) Jingdong Sogou (hard) Sogou (soft) Weibo (hard) W

1,332 390 510 282 64 53 91 1,754 0 3:
>

Table 10: For each platform, a breakdown of the estimated number of keyword combinations discovered related to
Xi Jinping or his family based on sample testing.

Censored terms referring to Xi Jinping included the hard censoring of numerous homoglyphs (e.g., “Z " on
Baidu) of Xi’s name, as well as hard censoring of terms like “xi + &5 [xi + bun] on Bilibili, a reference to earlier

propaganda campaigns which painted Xi as an avuncular figure
(https://www.theguardian.com/world/2016/mar/30/xi-jinping-chorus-of-chinese-pop-songs-celebrate-presi-

dent) with simple tastes (https://www.theguardian.com/world/2013/dec/29/chinese-president-xi-lunch-bun-

shop). Other references to Xi are soft censored, including some homonyms (e.g., “IRF&HR") and the term “=31&
{E” [three consecutive terms] on Bing, a reference to Xi’s third term
(https://www.nytimes.com/2023/03/09/world/asia/xi-economy-us-rivalry.html) as China’s paramount leader.

References to Xi’s personal life are also widely censored. These include terms like “B33& + SJ1t” [divorce + Xi
Jin], possibly referring to Xi’s first marriage to Ke Lingling (https://www.scmp.com/news/hong-

kong/article/2180598/chinese-president-xi-jinpings-former-father-law-diplomat-ke-hua-dies). References to Xi

Jinping’s daughter Xi Mingze, such as “BEiZE + 23 ” [Mingze + princess] on Sogou, are hard censored. Little infor-
mation is publicly available about Xi Mingze, but she is believed to have enrolled in Harvard University

(https://www.newyorker.com/news/news-desk/what-did-chinas-first-daughter-find-in-america) in 2010 under a

pseudonym. Terms related to other Xi family members are also censored, including references to rumors that Xi
Jinping’s elder sister Qi Qiaogiao has Canadian citizenship (e.g., “INEAKEE + SJiF3F + KIH” [Canadian nation-
ality + Xi Jinping + eldest sister]) which are hard censored on Baidu.

While references to Xi Jinping are the most widely censored among all of China’s political leaders, references to
other past and current political figures are also censored. Some references to former premier “SE3X=E" [Wen

Jiabao], including homonyms of his name (e.g., “S&INE&” on Bilibili), are soft censored, as are phrases like “i@ +
BA5” [Wen + corruption] on Weibo, the latter referring to accounts of alleged Wen family corruption covered in

an investigative report by The New York Times (https://www.nytimes.com/2012/10/26/business/global/family-

of-wen-jiabao-holds-a-hidden-fortune-in-china.html).

Terms indicating criticism of the Communist Party were also subjected to censorship. These include homonyms
for Communist Party (e.g., “IE#852”, soft censored on Weibo), as well as calls for the Communist Party to step
down (e.g., “GCD + F&” [GCD + step down] on Baidu). Some hard-censored slogans, like “;%cHXET” [brainwash-
ing class] on Jingdong and “H=% K=" [death of the Communist Party] on Bilibili are associated with mate-
rial produced by the Falun Gong spiritual movement. For example, the term “IB5{RIZ” [quit the Party to stay



safe and peaceful], hard censored on Bilibili, refers to a campaign (https://www.tuidang.org/) launched by the

Falun Gong to encourage Chinese citizens to quit the Communist Party, Communist Youth League, and the
Young Pioneers. Other censored terms refer to the 1989 Tiananmen Square protests and subsequent massacre
(e.g., “TAMZAE” [TAM students], soft censored on Bing) and notable dissidents (e.g., “BE&EX!)” [Xiaobo Liu], soft
censored on Bing) and “BIRFFE” [Wu’er Kaixi], hard censored on Bilibili).

Religious

Much of the censored content concerning religion refers to banned spiritual groups, in particular the Falun Gong.
These include homonyms for Falun Gong (e.g., “ABI”) and references to the persecution of Falun Gong devo-
tees (e.g., “sh—F +1BE + i%fX” [disciple + persecution + brainwash]), both soft censored on Baidu. References to
other banned spiritual groups are also soft censored, like “BHENZAFY” [Guanyin Famen, in traditional characters]
on Sogou and “WEEiZ(]” [Guanyin Famen, in simplified characters] on Bing and “4kFBB” [Di Yuming], the spir-

itual leader of Bodhi Gong.

Not all censored religious terms refer to banned spiritual groups. The title of Tibet’s exiled spiritual leader, “IX§&
I&1%” [Dalai Lamal, is hard censored on Jingdong. Terms related to Christianity are also hard censored, though
for reasons which are not immediately clear. “BBf#E + 2> ,” [Jesus + children], “& /M + £ [youths + God],
and “B/VE + EBHESE” [youths + Christian summer camp] are all hard censored on Jingdong. While au-

thorities have not banned Catholicism and Protestantism, Christian religious activities are strictly monitored

(https://www.cfr.org/backgrounder/christianity-china) throughout China. Authorities also routinely surveil, ha-

rass, and detain
(https://freedomhouse.org/sites/default/files/FH ChinasSprit2016 FULL FINAL 140pages compressed.pdf)
practitioners of underground house churches and Christian-influenced banned faiths like Church of Almighty

God (“£BEMHZ<L"). The hard censoring of references to youths and Christianity may also be in response to re-

ported state efforts to prevent those under the age of 18 (https://foreignpolicy.com/2021/07/01/chinese-com-
munist-party-scared-of-christianity-religion/) from participating in religious education.

Eroticism

Censored terms in these categories refer to various kinds of pornographic material, acts or body parts, and paid
sexual services. This includes terms like “B&FA8” [uncensored pornography], soft censored on Bing,
Japanese adult film actor “IE) [|4E” [Jun Yuikawa], hard censored on Baidu Zhidao, and sex acts like “EFRiEI&E"”
[lick tender pussy], hard censored on Bilibili. Other censored terms refer to soliciting sex workers, such as “B7&
+ ¥ EE” [overnight + massage], soft censored on Baidu, or “GEF )7 [visiting prostitutes], hard censored on
Baidu Zhidao, or specific body parts, like “AJ&” [big dick], soft censored on Sogou.

Illicit Goods

Many censored terms concerningillicit goods refer to drugs. Some refer to selling drugs like “5€ + INEEE” [sell +
heroin] or “& + ¥&£3LF1,” [sale + ecstasy], both hard censored on Bilibili, or “€ + 1tiFg;¥” [sale + diazepam], soft
censored on Baidu. Others terms concern manufacturing drugs such as “FHIE + 245" [crafting + poison], soft
censored on Sogou, or “IFi& + = FBFEZLIFBR” [refining + Trimethoxyamphetamine], hard censored on
Bilibili.



Censored terms also refer to weapons, including euphemistic references to particular weapons (e.g., “Sf)” [air
dog] or air gun, hard censored on Jingdong), their sale (e.g., “#t& + 5 [wholesale + bow and crossbow],
hard censored on Weibo), or their manufacturing (e.g., “GHIE + ¥8” [crafting + gun], hard censored on Weibo).

[{3 V4

Chemicals also feature as censored terms, such as “J&5 + #2{tt” [carbonyl chloride + supply], soft censored on
Baidu, and references to buying particular kinds of insecticide (e.g., “EZRH2% + ML [Dioxathion + buy], soft
censored on Sogou). It is unclear why references to particular chemicals have been censored, though in some
cases censorship may be related to the potential use of some chemicals in the manufacturing of narcotics or the

production of explosives.

Gambling terms also make up a large number of censored terms related to illicit goods. These gambling-related
terms include the names of particular websites (e.g., “&Psandsgk IR ERIA” [Golden Sand sands online re-
sort], a reference to Sands Casino in Macao, hard censored on Sogou), particular kinds of gambling (e.g., “N&5 +
FFF” [horse betting + open account], and even “online casinos” in general (“f]_EME37” soft censored on
Weibo).

Other Crime

This category of prohibited content contains references to a range of illicit or criminal activity. Some refer to var-
ious forms of fraud or forgery, including selling high quality counterfeit identity cards (“SE5{AE{DIE”, soft cen-
sored on Bing) or searches for police uniforms (“ZfR”, hard censored on Jingdong).

Other censored terms include references to adopting babies (“YIFx + === [adoption + baby], soft censored on
Sogou) to selling organs (“€ + " [sell + liver], soft censored on Weibo), potentially censored due to police ef-
forts to deal with child trafficking and kidnapping (https://www.cnn.com/2014/02/28/world/asia/china-online-

baby-trafficking-crackdown/index.html) and illegal organ harvesting (https://www.bbc.com/news/world-asia-

china-55097424), respectively. References to other illicit activities like live broadcasting suicide (‘B3 + E#E”

[suicide + live], soft censored on Sogou), hiring kidnapping services ( (“BALGPZR” [kidnap for someone], hard
censored on Weibo), or selling diplomas (“SE + 34£” [sell + diploma], soft censored on Baidu) are also censored,
as are terms related to buying commercial surveillance devices (e.g., “(HN + BNEESS R4S [sale + undercover
eavesdropping software], soft censored on Baidu).

Other

This residual category included censored terms which did not clearly fit within the other five categories. Some of
these were profanity, both in Chinese (e.g., “*™{RE5” [fuck your mom], hard censored on Jingdong) and English
(e.g., “Fucker”, soft censored on Weibo). Others referred to news websites blocked in China, like Radio Free Asia
(https://www.reuters.com/article/uk-google-china-mobile-idUKTRE62T21J20100330) (“BHIFMEEE”, hard
censored on Bilibili) and the Taiwanese newspaper Liberty Times (https://archive.ph/jCfo) (“BHRIIR”, soft cen-

sored on Sogou).

References to censorship itself and how to circumvent content management controls were also censored. This
includes references to the Great Firewall (“B5 XA, soft censored on Sogou), “Blii&E" [leaping over the wall],
soft censored on Weibo, and “PZ& &= FHFIIE” [online speech anti-censorship], soft censored on Baidu. In



other cases, censorship reflected the corporate concerns of a specific platform. Jingdong hard censored the
term “SA)ZR” [Dog East or “gou dong”], a satirical play on words referring both to the companies name Jingdong
and the use of a cartoon dog as the company’s mascot.

Impact of censorship across platforms

Although measuring the number of censorship rules targeting a type of content may be a valuable measure of
the amount of attention or resources that a platform has invested into censoring that content, it may be a mis-
leading measure of the actual impact of that censorship. For instance, when looking at Baidu’s soft censorship
rules, we found 559 keyboard combinations containing the character “>J” [Xi]. Many of these are homonyms of
Xi Jinping’s name (e.g., “>Ji#R”) or derogatory references (e.g., “~Jbaozi”). Although Baidu uses a large num-
ber of rules containing “>J”, Bing has only has one such soft censorship rule containing “>J”, but it is to simply
censor all queries containing the character “>J” without any additional specificity. From this, a naive analysis
might conclude that Baidu’s censorship of Xi is 559 times broader than Bing’s since it has 559 times as many
rules, but yet Bing’s single, broad rule censors more Xi-related queries than Baidu’s long list of specific queries.

To attempt to measure which search platforms had the broadest censorship, we devised a new metric. At first,
as an attempt to approximate the number of queries a keyword combination is censoring, we considered using
search engine trends data, but such data appeared to have two major issues: first, trends data appeared to have
data for only the most common of queries, and, second, trends data for a query were only for queries which ex-
actly matched as opposed to performing a substring match. For example, trends data for “~J3/£” [Xi Jin] would
show fewer results than for “>J1S2” [Xi Jinping], despite “=Jift” being a substring of “~JIT3”. Thus, to approxi-
mate how many queries were censored by a rule censoring all queries containing “>Jift”, we would have to an-
ticipate all such queries that one might make which contain “~J1/t” and then add up the trends data for each.

Instead, we adopted a different metric, which we call the impact score, which was devised to approximate the
number of web pages censored by a keyword combination. To determine the impact score for a keyword combi-
nation rule, we created a query where each keyword in that keyword combination was surrounded by quotation
marks. For instance, for the keyword combination “> + —#&”, we recorded the number of results for the follow-
ing search query:

g g

This query requests all pages containing both the exact phrase “~J” and the exact phrase “_§”, which mirrors
the corresponding keyword combination censorship rule which censors any query containing those exact
phrases. For this testing, to obtain the number of web pages impacted by a keyword combination, we measured
using Bing as accessed from the Canadian region, as, to the best of our knowledge, Bing has not implemented
Chinese political censorship of search results in this region. Note that we apply this metric even to search plat-
forms which are not web search engines, even though these platforms are not searching web pages but rather
other items such as store products, microblog posts, or social media videos, as we suspect that this metric can
still approximate the impact of the censorship on these platforms as well.
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Figure 7: For each platform, for hard and (if applicable) soft censorship, a breakdown by category of the
estimated sum of the impact scores of each keyword combination in that category.

To understand the type of content most likely to be censored on each platform, we randomly sampled 200 key-
word combinations from each platform by performing a weighted uniform sampling, with replacement,
weighted by the impact score of each keyword combination. We then categorized these keyword combinations
using the same codebook as before. These results are characteristically different than before, with Weibo now
demonstrating the highest level of total censorship among the search platforms we analyzed (see Figure 7).

Analyzing by category, we find that Jingdong has the highest level of censorship of illicit goods. This finding is
not unexpected given that Jingdong is the only e-commerce platform that we analyzed and thus could be ex-
pected to have broader filtering of illegal goods.
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Figure 8: Among web search engines, a breakdown by category of the estimated sum of the impact scores
of each soft-censored keyword combination in that category.

Turning our focus to the three web search engines, we find that Sogou has the highest level of overall censor-
ship. Compared to Baidu, Bing has slightly less overall censorship than Baidu. However, breaking down by cate-
gory, Bing’s level of censorship of political and religious topics exceeds Baidu’s, with Baidu’s filtering of content
related to eroticism, illicit goods, and other crimes exceeding Bing’s. This finding suggests that Bing is not a suit-
able alternative to Baidu for users attempting to freely access political or religious content and that to access
such content Baidu may be a better choice despite it being operated by a Chinese company.

Experiment 3: Ongoing testing from news articles

In this section we briefly discuss preliminary results from our ongoing experiment measuring censorship rules
by testing news articles.

Baidu Baidu Zhidao  Bilibili Bing Jingdong Sogou Weibo
1,493 1,426 165 115 329 4,438 908

Table 11: For each platform, as of April 2, the number of new censored keyword combinations which we discovered
outside of the previous two experiments.

As of April 2, 2023, since our testing which began January 1, 2023, we have discovered between 155 and 4,438
new keyword combinations on each platform analyzed. Unfortunately we have limited ability to know if a newly
discovered keyword combination was recently added or if it had merely been recently discovered. However,



while many of the newly discovered censorship rules could not be shown to be recently added, many others ref-
erenced events that occurred since January 1, 2023, seemingly requiring them to have been introduced since
then.

As examples, Weibo soft-censored “F[E|BIRSEK” [Chinese spy balloon], referring to a Chinese balloon shot
down (https://www.nytimes.com/2023/02/04/us/politics/chinese-spy-balloon-shot-down.html) on February 4,

2023, over the United States which the United States and Canada accused of being used for surveillance, as well
s “BreBRES” [Ruan Xiaohuan], an online dissident who was recently convicted (https://cpj.org/2023/03/chinese-

mgger—ruan—xiaohuan-sentenced—to-?—vears-in-prison/)_ of inciting subversion to state power. Baidu hard cen-

sored “IEHS + TR + SIEYE” [Arrest Warrant + Putin + Xi Jinping], referring to an arrest warrant issued

(https://www.icc-cpi.int/news/situation-ukraine-icc-judges-issue-arrest-warrants-against-vladimir-

vladimirovich-putin-and) on March 17, 2023, by the International Criminal Court for Vladimir Putin. In the days
following the issuance, Xi Jinping would visit Putin (https://www.npr.org/2023/03/20/1160415730/latest-on-
ukraine-xi-jinping-visits-moscow-to-meet-putin-march-20) in Russia. Sogou’s soft censorship of the Ukraine cri-

sis used a large number of very specific keyword combinations, many of them referencing 2023 developments:

o Br=+ FFEIF [Ukraine + Jixian Wang]

o HEIAXRFEE + 833 57m={1Z1L [Bo Ming refutes the US + fallacy of Ukrainization of Taiwan]

o NBEm=—5Fg + FHBH{KEIE [A Year After Invading Ukraine + Russia Depends on China]

o AT —1E7R=+ 455 [Be the next Ukraine + Taiwan]

o FFUE + B53= [Jixian Wang + Ukraine]

o LN + HEH + B =4S+ [Protests + Russia + Ukraine War]

o K&+ AW+ 352= [DJI + Drones + Ukraine]

o OHRTE + B7a= + 24% [Musk + Ukraine + Starlink]

o BEBHT+ N\ + B5g= + —%F [Russia + invasion + Ukraine + year]
As we have previously mentioned, our isolation algorithm generalizes effortlessly to all languages. For example,
we found that many platforms censored keyword combinations containing Uyghur script. Here are two exam-
ples of Bing targeting Uyghur users referring to issues of Xinjiang independence:

e clLli< 45 [Freedom]

o »aill §[Our homeland]

This experiment has only recently begun, and we intend to continue performing this ongoing experiment, mea-
suring how censorship unfolds across these platforms in realtime in response to world events.

Evaluation of our Model

We now reflect on how well our modeling of search platforms’ censorship rules as a “list of ordered sequences”
fits with their censorship behavior in practice. In general, we found our results to be highly internally consistent
using our model. However, both Jingdong and Bing showed inconsistencies which should not be strictly possi-



ble in our model. For instance, on Jingdong, we found that both the strings “¥68” and “§4/J%6” are censored
even though the string “f#8”, which contains “48”, is not. On Bing, we found that both the strings “89K%[ ]”
and “19897K%z|]” are soft censored, even though the string “9897K%z|7]”, which contains “89KZ[ J”, is not. On
these platforms, characters surrounding censored keywords can sometimes seemingly play a role in determin-
ing whether to censor a string, behavior which is currently not captured by our model, and thus the number of
censored keyword combinations may be underreported on these platforms.

While these were minor departures from our model, a more extreme case would be all four keyword combina-
tions which our algorithm found to be hard censored on Bing:

BT5 + N\ + P HMEE + &S [Taiwan + pussy + nurse sex + Taiwan]

F BT #{BANNEDIZIE [Piece BitTorrent Download BANNED Pussy]

{R+ R+ R+ {RAYR [you + you + you + your cunt]

R + 4R+ {RAYER + 1R [you + you + your cunt + you]

Unlike our results for other platforms, including those of Bing’s soft censorship, the results for Bing’s hard cen-
sorship are, while seemingly related to eroticism, mostly nonsensical to human interpretation. The results pages
for each of these four queries showed an explicit notification that results were blocked due to a mandatory “safe
search” filter being applied to the mainland Chinese region, and we suspect that we were triggering a machine
learning classification system trained to detect search queries related to eroticism. While machine learning algo-
rithms struggle to censor according to subtle, broad, and rapidly evolving political criteria, they are more effec-
tive at detecting relatively narrower, more well-defined, and more slowly changing criteria such as whether a
query is related to pornography. As such, these results may be an interesting glimpse into what would happen if
we applied our isolation algorithm against a censorship system applying a machine learning classifier intending
to politically censor content.

Authorized domain lists

All three web search engines which we analyzed performed soft censorship, a censorship scheme in which if a
query contained a soft-censored combination of keywords, then results would only be returned from a list of au-
thorized domains. In this section, we explore whether different search engines authorized different domains and
whether different domains are authorized for different keyword combinations.

To investigate these questions, first we developed a method to measure whether a domain was authorized to be
displayed in results for a given string. Our method is a simple modification of the one which we used to deter-
mine whether a string is soft censored in general: we replace “site:microsoft.com”, which was a domain which
we presumed would not be authorized for any soft-censored string, with “site:IsThisAuthorized.com”, where
IsThisAuthorized.com is a domain which we wish to test to see if it is authorized for that soft-censored string.
Using this method, we tested across a set of domains D and a set of strings S.

To choose S, we selected those name test strings which we found soft censored on all three web search engines
in Experiment 1. To determine D, for each of those strings, on each platform, we then searched for these strings,
recording all domains which we observed in the first 100 search results. D then is the set of all domains which we



observed during this procedure. In our experiment, S consisted of 83 strings, and D consisted of 326 domains.

In October 2022, on each web search engine, for each domain in D and string in S, we tested whether that do-
main was authorized for that string on that search engine. We then collected the results into a two dimensional
matrix. To draw out the general shape of the lists, we hierarchically clustered
(https://en.wikipedia.org/wiki/Hierarchical clustering) both dimensions of the matrix according to the UPGMA
(https://docs.scipy.org/doc/scipy/reference/generated/scipy.cluster.hierarchy.linkage.html#scipy-cluster-hierar-
chy-linkage) method.

(https://citizenlab.ca/wp-content/webpc-passthru.php?src=https://citizenlab.ca/wp-

content/uploads/2023/04/all-0.png&nocache=1)

Figure 9: The “shape” of the authorized domains lists for Baidu (left), Bing (center), and Sogou (right): for each domain (x axis)
and string (y axis), whether the domain is authorized for that string (light yellow) or not (dark red).

We found disparate authorization lists across web search engines (see Figure 9). We found that, in our experi-
ment, Sogou authorized, on average, the fewest domains for each string, followed by Bing, with Baidu authoriz-
ing the most. Bing used the same authorization list for each string which we tested, whereas Baidu appeared to
use approximately two different lists, although some strings used lists with small additions or subtractions from
these two. Sogou appeared to mostly use two lists, with a third and fourth list being applied to some tested
strings. In comparing Baidu and Bing, Baidu had a more complicated set of authorizations, whereas Bing
broadly applied the same list to each string and thus authorizes fewer domains overall. While one might hypoth-
esize that more sensitive keyword combinations are associated with shorter lists of authorized domains, we sur-
prisingly did not notice any correlation between sensitivity and authorized domain list length.

To better understand the domains authorized by these search engines, we categorized them into three cate-
gories (see Table 12). The majority of sites on each list were Chinese state-approved news sites. Examples in-
clude xinhua.org (http://www.xinhua.org/) (Xinhua News Agency), people.cn (https://www.people.cn) (People’s

Daily), and gg.com (https://www.qg.com/) (QQ News). Sites from this category professed varying degrees of loy-

alty to the Chinese Communist Party (CCP), ranging from presenting the necessary regulatory license to practice
journalism to statements such as these from huyangnet.cn (http://www.huyangnet.cn/node 50449.html)

(Authoritative information release platform of Xinjiang production and Construction Corps) indicating Party



sponsorship (translated): “Bingtuan Huyang.com is a key news portal website of Bingtuan, which is approved by
the Information Office of the State Council and sponsored by the Propaganda Department of the Party
Committee of Xinjiang Production and Construction Corps.”

List News Party-state Other Total
D 241 (73.9%) 77 (22.8%) 8 (2.45%) 326
Baidu (short) 45 (64.3%) 24 (34.3%) 1(1.43%) 70
Baidu (long) 221 (73.4%) 76 (25.2%) 4 (1.33%) 301
Bing 82 (89.1%) 8 (8.70%) 2 (2.17%) 92
Sogou (shortest) 11 (84.6%) 2 (15.4%) 0 (0.00%) 13
Sogou (shorter) 22 (91.7%) 2 (8.33%) 0 (0.00%) 24
Sogou (longer) 50 (84.7%) 8 (13.6%) 1(1.69%) 59
Sogou (longest) 51 (76.1%) 13 (19.4%) 3 (4.48%) 67

Table 12: Breakdown of authorized domain lists by category.

Other sites were more directly operated by either the Chinese Communist Party or the Chinese state. Many of
these were official government websites of different jurisdictions, such as xinjiang.gov.cn
(https://www.xinjiang.gov.cn/), the official web page of the People’s Government of Xinjiang Uyghur
Autonomous Region, and gqt.org.cn (https://www.ggt.org.cn/), the official website of the Chinese Communist
Youth League.

Finally, we have a small residual category, which contains miscellaneous sites such as search engines, those pro-
viding health information, etc.

One behavior which we were interested in understanding was how search engines behaved when two different
soft-censored strings with different authorization lists occurred in the same query. Depending on how the sys-
tems are implemented, search engines may prefer the first observed keyword combination (such as if all censor-
ship rules were implemented using a single deterministic finite-state automaton

(https://en.wikipedia.org/wiki/Deterministic_finite automaton)) or they might take the set intersection of all of

the authorization lists for each occurring keyword combination. We found, however, that, when testing two dif-
ferent censored strings with different authorization lists, the list of one is preferred over the other regardless of
their positions with respect to each other in the query (see Tables 13 and 14). This finding is consistent with a
system which iterates over a list of blocked keyword combinations, testing for their presence in a query, and
where, as soon as one is found present, the corresponding action for that keyword combination is taken, abort-
ing the rest of the search.

baidu.com mofcom.gov.cn
Sy eI Authorized Unauthorized
BIEEEELE Unauthorized Authorized
EraaaZnlsa R EFESIFERL Authorized Unauthorized

BiEETEREZEriEZEnlna Authorized Unauthorized



Table 13: On Baidu, when both “ZErgsEZEFl5%” [Li Kegiang, in both simplified characters and traditional charac-
ters] and “EHEZEGHERE” [Situ Hua, in both traditional and simplified characters] are present, the authorized do-

mains list for “ZE a8 Rl2E” is used.

tibet.cn baidu.com
FEIFREIE Authorized Unauthorized
BEESIAR Unauthorized Authorized
FHIFREIE BB ElAE S AR Authorized Unauthorized
FEEE DA IEFEIE Authorized Unauthorized

Table 14: On Sogou, when both “BEiFEZ[F” [Han Zheng, in both simplified and traditional characters] and “F5&/lfE
SEE [Ma Kaishuo, in both traditional characters and simplified characters] are present, the authorized domains
list for “BEIFEZIF” is used.

While this may seem like a mundane finding, it suggests that the original order of keyword combinations discov-
ered on the list can be reconstructed, at least partially (https://en.wikipedia.org/wiki/Partially ordered set), as

the order of two keyword combinations with the same authorization lists cannot be directly compared using this
method. Such an information side channel (https://en.wikipedia.org/wiki/Side-channel attack) could be useful

in measuring when a keyword combination was added to the list, where otherwise we would only know when it
was first discovered on the list. Furthermore, not just knowing which keyword combinations are censored but
also their order on a blocklist can be helpful (https://citizenlab.ca/2021/08/engrave-danger-an-analysis-of-ap-

ple-engraving-censorship-across-six-regions/#derivation-of-mainland-china-keyword-list) for inferring how

such lists of censorship rules are shared among companies, developers, and other actors, as two lists might
have many censorship rules in common by coincidence but, as the number of common censorship rules grows,
it becomes super-exponentially (https://en.wikipedia.org/w/index.php?
title=Factorial&oldid=1141925857#Growth and approximation) unlikely that both lists would have those cen-
sorship rules in the same order purely by coincidence.
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Figure 10: An example geoblocking block page for a popular Chinese news site.

Finally, when we were categorizing the domains, we noticed that a surprisingly large number of sites were inac-
cessible from outside of China. We found that, among the 338 domains in D, when accessed from a Toronto net-
work, 59 (17.5%) failed to return an HTTP 200 status for either that domain or for that domain preceded by
“www.”. Some sites appeared to block connections on an IP or TCP layer, whereas others presented application
layer block pages (see Figure 10). While the motivation for Chinese censors blocking non-Chinese sites from
Chinese access is well understood, it is less understood why Chinese sites are in turn blocking access to non-
Chinese users. Future research is required to understand this troubling progression of the balkanization
(https://en.wikipedia.org/wiki/Splinternet) of the Internet.

Limitations

Our study analyzes automated censorship of search queries across a variety of platforms. However, there exist
other layers of censorship which might also be affecting search results. For instance, on social media platforms,
posts may be automatically or manually deleted or shadow-banned

(https://en.wikipedia.org/wiki/Shadow banning) if they contain sensitive content. In fact, the rules for automat-

ically censoring posts may often match the rules for censoring search queries (see Appendix A). Users may also
self-censor under the fear of reprisal for posting sensitive content. However, our work analyzes the rules used by
platforms to automatically censor search results but not any of the other factors which might be skewing those
results.



Some search platforms may have some censorship rules which censor not according to whether a query con-
tains certain keywords but whether the query exactly equals a certain keyword. While this may seem like an in-
flexible manner to censor queries, we have observed such a case on Weibo, specifically when searching by hash-
tag (https://en.wikipedia.org/wiki/Hashtag), when we observed one hashtag which was censored (e.g.,

#hashtag) but superstrings of that hashtag which were not (e.g., #hashtagXYZ). Our method will often fail to de-
tect censorship rules such as these which require exact matches, as our isolation algorithm requires that any
query containing the censored content be censored in order to isolate the content triggering censorship.

Discussion

As North American technology companies such as Google (https://theintercept.com/2018/09/21/google-sup-

presses-memo-revealing-plans-to-closely-track-search-users-in-china/) mull over whether to expand search or

other services to the Chinese market, a popular argument (https://www.scmp.com/comment/insight-

opinion/united-states/article/2168337/china-even-censored-google-search-engine-would) has been that, al-

though infringing on users’ political and religious rights is inherently wrong, perhaps a North American company
could better resist Chinese censorship demands and provide a less-infringing service than a Chinese company.
However, even if the ends are to justify the means, then, for this argument to have any validity, the service pro-
vided by the North American company must be less infringing.

Unfortunately, our study provides a dismal data point concerning this argument. It suggests that whatever long-
standing human rights issues pervade in China, they will not be magically addressed by North American tech-
nology companies pursuing business in the Chinese market. To the contrary, our report shows that users using
Microsoft Bing are subject to broader levels of political and religious censorship than if they had used the service
of Bing’s chief Chinese competitor. In fact, rather than North American companies having a positive influence on
the Chinese market, the Chinese market may be having a negative influence on these companies, as previous
work has shown how the Chinese censorship systems designed by Microsoft
(https://citizenlab.ca/2022/05/bada-bing-bada-boom-microsoft-bings-chinese-political-censorship-autosugges-

tions-north-america/) and (https://www.vice.com/en/article/qj8v9m/bing-censors-tank-man) Apple

(https://citizenlab.ca/2021/08/engrave-danger-an-analysis-of-apple-engraving-censorship-across-six-regions/)

have (https://citizenlab.ca/2022/03/engrave-condition-apples-political-censorship-leaves-taiwan-remains-in-

hong-kong/) affected users outside of China.

The methods introduced in our work facilitate future, ongoing censorship measurement. In light of our third ex-
periment, we presented preliminary results from an ongoing experiment discovering search platform censorship
by sampling text from news articles. We intend to continue running this experiment for the indefinite future,
tracking changes to search platform censorship over time as events around the world unfold.

The challenges in moderating search queries are similar to those moderating queries to machine-learning-pow-
ered chat bots such as ChatGPT (https://openai.com/blog/chatgpt) in that, just as with search platforms, when

compared to the understanding of the actual query evaluator, the censorship system may have an inconsistent
understanding of a query which can be exploited to measure for the presence of censorship. As one possible ex-
ample, Al researcher Gary Marcus found (https://www.nytimes.com/2023/01/06/podcasts/transcript-ezra-klein-

interviews-gary-marcus.html) through experimentation that ChatGPT responded to the query, “What religion
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